From: I

Sent: Wednesday, May 15, 2013 2:21 PM

To: Sweet, Joe!; NG I—

Subject: RE: Pay Day Lending

Either day works for mae-just et me know.

Thanks

From: Sweet, Joel

Sent: Wednesday, May 15, 2013 2:20 PM
To: ]
Cc: [

Subject: RE: Pay Day Lending

Monday coutd work for me.

From:
Sent: Wednesday, May 15, 2013 2:09 PM

To: Sweet, Joe!; NN
Cc:
Subject: RE: Pay Day Lending

{ have something scheduled tomaorrow that { might ba alde to move. Can vou do lunch on dMonday? if not, t will move
my other thing.

From: Sweet, Joe
Sent: Wednesday, May 15, 2013 2:04 PM
To: I
Cc: [ ]

Subject: RE: Pay Day Lending

How about tunch on Tharsday? Josh is not availabde, but 'd like to bring ||| GNG - < deteiied to our office from
Treasury.

From:

Sent: Thursday, May 09, 2013 10:44 AM

To: Sweet, Joel; Cassak, Lance D.

Cc: Burke, Josh; Dunn, Charles B. (CIV)

Subject: RE: Pay Day Lending

Joel -

As- mentioned, we've been fooking cdosely at the BFTA — and the lizbility of both the onginating banks and any of
the processors 1o whorm thay give their routing numiber for acoess to the AUH system. NACHA {the FINRA like group over
the ATH systerm) noigs the bank Bable if it lats a 3¢ party use its number for processing ACH debits/credits thaet are
returned. And the rules require a sysiem of guarsight, but... Disincentives still abaund.

Monday's tough next weak, Tuss, wad, thurs  aither lunch or otherwise? Let us know what works,
1
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Thanks.
Dana

From: Sweet, Joel
Sent: Tuesday, May 07, 2013 12:23 PM
To:

I
Cc: I Dunn, Charles B. (CIV)
Subject: Pay Day Lending

B o -

We have an idea for a juint project that we want (o jump on ASAP, A provision of the
Electrenic Funds Transfer Act, 15 U.8.0. Sec. 1653k, states:

This material has been redacted.

Redacted W nead your expertise and

And in response 10 your guestion below — yes — let’s have lunch {Thursday?} and discuss
further,
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Best,

Joel

loel M. Sweet, Trial Aliorney

Consumar Protaction Branch

Urnited States Department of Justics

450 5" Street, Nw

Washington, 2C 20530 (200081 for Fedex/UPS)

T I

From: [ ]

Sent: Monday, May 06, 2013 6:05 PM
To: Sweet, Joel

Cc:

Subject: Re: Combining efforts

loel,

lance and are in a workshop in Va ononegotiation strategies on tues and wed, Do you think we shd set up atime to talk
ar have lunch or what? (i, for ong, am always game for lunch. }

Counsel

Legal Division, Consumer Enforcement Unit
Fadaral Deposit insurance Corporation

BE0 17th Straet, NW., F-2034

Washington, D.C. 20428

From: Sweet, Joel
Sent: Wednesday, May 01, 2013 05:49 PM

To: I
Cc:
Subject: RE: Combining efforts

Guys -
fam out tomero and Friday, Let’s talk early next week, ve got a plan.

REYA)

Privileged & Confidential FDICHOGR00000070



From:

Sent: Monday, April 29, 2013 6:35 PM
To: Sweet, Joel

Cc:

Subject: Re: Combining efforts

AL your pleasure,

Counsel

Legal Division, Consumer Enforcement Unit
Faderal Deposit insurance Corporation

550 17th Straet, N, F-2034

Washington, 5.C. 20428

N
)

From: Sweet, Joe
Sent: Monday, April 29, 2013 06:33 PM
To: I
Cc:
Subject: RE: Combining efforts

Let’s disnuss furthar,

From:
Sent: Monday,
To: Sweet, Joel

Cc:

Subject: Combining efforts

April 29,!013 1:12 PM

Joel

Thanks again for taking the time for walking Marguerite through everything last week. When you get a chance, Lance
and | would like to talk to you about whether or not there is a possibility of a detail to your project in which we could
combine forces. We don’t have nearly the manpower you do here but there’s a very great interest in the same goal.

We haven’t yet talked to our higher powers; we want to talk to you about a) whether it’s feasible and b) how we could
go about getting it done. Lance has had decades in banking and private sector litigation; I've been a litigator at both DOJ
and the FTC as well as with a cyber-forensics firm, and was detailed from the FTC to the USAQ for the SDFla as a SAUSA. |
worked at the FTC for a long time with |l Wwho ! think is one of your colleagues in Consumer Lit.

Give us a buzz when you get a chance.

Thanks much.

Privileged & Confidential
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| —
Counsel, Consumer Enforcement Unit
Legal Division, FDIC
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From:

Sent: Monday, March 11, 2013 1:36 PM

To: Sweet, Joel (CIV)

Ce: I

Subject: RE: Pay Day Lending and third party processors
joel

We can do 10 ish tomaorrow I that would work But | have a short day, We would be happy to come to you.
Is that ok?

Thanks.

From: Sweet, Joel (CIV)
Sent: Monday, March 11, 2013 1:10 PM

To: [
Cc:

Subject: RE: Pay Day Lending and third party processors

How about tomaorrow, Tuesday? Can you guys come here (450 Fifth 5t, Nw)?

From: (N

Sent: Thursday, March 07, 2013 6:37 PM

To: Sweet, Joel (CIV)

Cc: Cassak, Lance D.

Subject: RE: Pay Day Lending and third party processors

joat -

is there 2 day naxt week that would be good for lunch? Wa would really ke to pick vour brain on same issues that have
cone up.

. . . P ' r h sih L g ~ r B e th
' going to be traveling a bit of the wesk of the 187, then it's Spring Break and Legoland for me the week of the 25",

Tharnks.

From: Sweet, Joel (CIV)

Sent: Thursday, February 28, 2013 6:12 PM
To:

Subject: Pay Day Lending

Dana -
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Sorry it’s taken a couple of days for me to get back to you. Just got my email and phone up and running today. Please
call me if you and your colleagues want to discuss PDL. I'll be travelling tomorrow best to send an email.

Best,
Joel

Joel M. Sweet
Consumer Protection Branch, DOJ

"I
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o: Sweet, joej
Subject: RE: Meeting

Thanks. Look forward 1o seeing vou.

”Frcr)rm: ”Swéret, VV.'Vloeir
Sent: Tuesday, April 23, 2013 11:31 AM
To:
Subject: RE: Meeting

A5 5h Slreet, NW

To: Sweet, Joei
Subject: RE: Meeting

Jaei,

{an you give me your strest address azain so | know whereg we are going? s the old 3EC blda,, right?

From: Sweet, Joel

Sent: Monday, April 22, 2013 5:46 PM
To:

Subiect: RE: Meeting

i that others inomy grovs will e abla to lofnus, Thanks for the

From:
Sent: Monday, April 22, 2013 5:44 PM
To: Sweet, Joel;
Subject: RE: Meeling

gt ke us 1o coms B yo, that's fine, i you don™ ming a brip
o3 (ﬂma"ﬁ spren e oy 3 e Dhmoun g Bk e Boovaunar vesge e
te Houzel, we can da it lere, ang bt s Ko yos
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From: Sweet, Joel

Sent: Monday, April 22, 2013 5:38 PM
To:

Subject: RE: Meeting

- o et for Bhis day/time? (s there any chancs we can nusk back until 3 pm {1 will be in Phila at 2

chonad puent o Hhe :ﬂ(}r;‘)ihg aod iwnnt o b oo that Ve nod late 10 oo moating } Ykunrs shepicd
CEODAGE 2y in INe Mornme and TN Dy Gire Thay Py riy (LA e VT 5 s

wira s At A H FLTIAE P s

April 15, 2013 3:21 PM

To: Sweet, Joel
Cc:
Subject: RE: Meeting

e . . e N 5 . .
Why don't we set 2200 on Wednesday April 24" for the meating. Thanks again.

From: [

Sent: Monday, April 15, 2013 10:12 AM
To: ‘Sweet, Joal
Cc:
Subject: RE: Meeting

Thanks. {will talk to Marguarits and [ and set back o vou with s time to meet,

Asdor FIHC s dndernal stracture, FDIC has ning different Divisions, One of tham §s the Division of Depositor and
. .

amer Protection ("0 P7), which handies consumer prote s headed up by Mark Pegrce, Hels trained a5

1 is not alzga
in banking agencies, the primary Tocus is on supaevision and regulation of insurad institutions. whish is basicaily done by
rs and others who track wital is happening on & repular basis in the banks, Lawyers play 8 secondary rode,
heiping ouf supervision {as coposed to DO, which it appears 10 en outsider {5 predominantiy staffed by lawyars and
lpweyers run the show),. Mark has 2 number of lawyers doing hiswork, 3l in the Legal Division {another of the nine
[ivisions). The he
Cornpliance and Enforcemand

#EAVTT

i
Fafmroe
| ERTAS

ir

| hope s beips, i you have furiber guesiions, please el us K,

From: Sweet, Joe! (RGN

Sent: Friday, April 12, 2013 5:54 PM

To:
Cc:
Subject: RE: Meeting

Sura thing, Mextweeldlam available only Teesday morming or #fler 2om. The following week, open excaept for Monday
S1.7 Tirsscrdons R
A Ta u(...\uuy T

Fiease help me out g bit wWhat is vour branch calied officially? And who is the head of i, Sagatalian or Plerce?
Thanks,

Joed
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From:

Sent: Fré!ay; !p;’i' !! !!!! !!! !H

To: Sweet, Josl
Cc:
Subiact: Mecting

Marguerite Sagatelian, the head of Consumer Enforceme
asked us to see if you would be willing to meet with her {5
to discuss pretly much what we tatked about in our meeting. D

get together? Thanks.
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From:

Sent: Friday, April 26, 2013 8:47 AM

To: Sweet, Joel (CIV) [
Cc:

Subject: Devices under 18 USC 1029

Joel,

| was referring to 18 USC 1029 the other day, trafficking in devices, since checks sent through the ACH system with
routing and numbers are arguably “devices” under 1029(e)(1), and they are received by wire.

And if, just if you want to go that way, that’s a predicate for criminal RICO.
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From: Sweet, Joel
Sent: Monday, May 20, 2013 10:23 AM
To:
Cc:
Subject: RE: Thouqhts for lunch?

3] ¥m cubssing datalied
f [l
iabive rec TPO5 andd PO iendears, Do we nes
R re FEEEL ang HAAr:, LOWE Nesn s

From:
Sent: Monday, May 20, 2013 10:19 AM
To: Sweet, Joel

Cc:

Subject: RE: Thoughts for lunch?

Oooh. The caf. How about The Dichange, a block away 81 1718 G St NW. Almost as cheap, and more easily
digested. Also, better acoustics. Happy to have - We want to hear details about details! Also happy to be
joined by [ i she's available.

From. Sweet Joel

Sent: Monday, May 20, 2013 10:12 AM
To: Lesemann, Dana J.

Cc:

Subject: RE: Thoughts for lunch?

Hiw sbout 12:30 5t the FDIC cafeteria {fite my budget). Il be joined by ||| KGR : 7050y detaiiee working with
me at CPB. Should Hinvite [ er Free

From:
Sent: Monday, May 20, 2013 9:17 AM
To: Sweet, Joe
Cc:
Subject: Thougnts for iuncn?

We're flexible.
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Crunsel, Consumer Enforcament Unit
| egal Pivdsinn, ¥
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Evam:-
AN,

Sent: Monday, May 20, 2013 4:25 PM

To: Sweet, Joe!; [N

Cc: Bresnick, Michael J (ODAG); Goldberg, Richard; Burke, Josh

Subject: RE: FDIC DOJ Cooperation

Tharks, ¥ was grast talking to yvou and Boss as well, We have started our efforts here to find the right vehicle o work
ahn e 5

From: Sweet, Joel W
Sent: Monday, May 20, 2013 4:23 PM

To: ]
Cc: Bresnick, Michael J (ODAG); Goldberg, Richard; Burke, Josh
Subject: FDIC-DOJ Cooperation

Dana and Lance

t was good speaking with you guys today about the common interests of our agencies. ! have worked closely with FD!C
.eg!unal folks in the past with excellent results for both agencies. We all are working in the same space and have
consumer protection agendas, so it makes sense to expiore ways to work together for example by sharing investigative
material to further our respective iegai/enforcement actions. As | mentioned, we wouid weicome your assistance in
evaluating anticipated subpoena responses from a large number of banks {(many of them regulated by the FDIC). And
we would like to continue our discussions about approaches to the payday lending industry.

| am bringing Mike Bresnick into the discussion. Mike is the Executive Director of the Financial Fraud Enforcement Task
Force (stopfraud.gov), which includes both DO! and FDIC. He may have insight and ideas about how we can better
collaborate. Please feel free to speak with Mike directly.

joei ivi. Sweet, Trial Attorney
Consumer Protection Branch
United States Department of Justice

"
e N
1 ]

FDICHOGRO00001029



From: Benardo, Michael B.

Sent: Tuesday, April 05, 2011 3:32 PM

To: Hartigan, Frank A.

Subject: FW: Supervisory Insights Article on Third Party Payment Processor Relationships
Importance: High

Fyi

From: Benardo, Michael B.

Sent: Tuesday, April 05, 2011 3:30 PM

To: Wirtz, Robert J.

Subject: RE: Supervisory Insights Article on Third Party Payment Processor Relationships
Importance: High

Bobe-

Here is the latest version of the TPPP Sl journal article, in case you want to review it again.

CEEn, A

Frank and | were talking that to make sure this gets altention by both RM and DCP examiners that it would be good if a
DCP person were 3 co-author. Would you like 10 be that person?

Mike

From: Wirtz, Robert J.

Sent: Thursday, March 31, 2011 1:25 PM

To: Benardo, Michael B.

Cc: Geiger, Jennifer M.; Cornell Pape, Anna C.

Subject: FW: Supervisory Insights Article on Third Party Payment Processor Relationships

Mike,

Very nice job on this. My suggested edils are in the atlached document. | used track changes. On page 9, where you
discuss caonsumer complainis in the top paragraph, I'm wondering if we should provide examples of the blogs or Web
sites, for example, ripoffreport.com. | know we need tc be careful aboul not providing an endorsement and we don’'t want

banks to think they only need {o research sites that we menticn. Just a thought.

Bob

From: Benardo, Michael B.

Sent: Wednesday, March 30, 2011 7:53 PM

To: Wirtz, Robert J.; Geiger, Jennifer M.; Cornell-Pape, Anna C.

Subject: Supervisory Insights Article on Third Party Payment Processor Relationships

if you have time...
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Attached is the first draft of a Supervisory Insights articie on Third Party Payment Pracessor Relationships. If you have
time, 1 would appreciate it if you (or a designee) could review it and provide comments to me, especially from each of your
unigue perspectives.

<< File: TPPP Article.docx >>

Unfortunately, | am a bit behind in comparison to the production schedule feor the next issue of Supervisory Insights, so |
ask that you provide comments soon.

Thank ysu,

Mike
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Managing Risks in Third-Party Payment Processor Relationships

During the past few years, the Federal Deposit Insurance Corporation (FDIC) has
observed an increase in the number of deposit relationships between financial institutions and
third-party payment processors and a corresponding increase in the risks associated with these
relationships. Deposit relationships with payment processors can expose financial institutions to
risks not present in typical commercial customer relationships, including greater strategic, credit,
compliance, transaction, legal, and reputation risk. It was for this reason in 2008 that the FDIC
issued Guidance on Payment Processor Relationships which outlines risk mitigation principles

for this type of higher-risk activity."

Although many payment processors effect legitimate payment transactions for a variety
of reputable merchants, an increasing number of processors have been initiating payments for
abusive telemarketers; deceptive online merchants; and organizations that engage in high risk or
illegal activities. In the absence of adequate monitoring systems and controls, a financial
institution could be facilitating unauthorized transactions and, ultimately, unfair and deceptive
practices resulting in financial harm to the consumer. Therefore, it is essential that financial

institutions and examiners recognize and understand the risks associated with these relationships.

This article explains the role of third-party payment processors and the risks they can
present to financial institutions, identifies warning signs that may indicate heightened risk in a

payment processor relationship, and discusses the risk mitigation controls that should be in place

1. . e ~ . .
Financial Institution Letter (FIL) 127-2008. Guidance on Payment Processor Relationships, datcd November 7, 2008. Scc:
hito: Jweewdcic. gev/asvenews financia/SC0EHICE 127 bimi
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to manage this risk. The article concludes with an overview of supervisory remedies that may be
used when it is determined that a financial institution does not have an adequate program in place
for monitoring and addressing the risks associated with third-party payment processor

relationships.

Background

The core elements of managing third-party risk are present in payment processor
relationships (e.g., risk assessment, policies and procedures, due diligence, and oversight).
However, managing these risks can be particularly challenging as the financial institution does
not have a direct customer relationship with the payment processor’s merchant clients.
Furthermore, the risks associated with this type of activity are heightened when neither the
payment processor nor the financial institution performs adequate due diligence, such as
verifying the identities and business practices of the merchants for which payments are

originated and implementing a program of ongoing monitoring for suspicious activity.

For example, in a typical third-party payment processor relationship, the payment
processor is a deposit customer of the financial institution which uses its deposit account to
process payments for its merchant clients. The payment processor receives lists of payments to
be generated by the merchant clients for the payment of goods or services and initiates the
payments by creating and depositing them into a transaction account at a financial institution. In
some cases, the payment processor may establish individual accounts at the financial institution
in the name of each merchant client and deposit the appropriate payments into these accounts.

The merchant may then be a co-owner of the deposit account and make withdrawals from the
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account to receive its sales proceeds, or the payment processor may periodically forward the
sales proceeds from the account to the merchant. Alternatively, the payment processor may
commingle payments originated by the merchant clients into a single deposit account in the name
of the payment processor. In this case, the payment processor should maintain records to

allocate the deposit account balance among the merchant clients.

Payment Types Used by Third-Party Payment Processors

Payment processors may offer merchants a variety of alternatives for accepting payments
including credit and debit card transactions, traditional check acceptance, Automated Clearing
House (ACH) debits and other alternative payment channels. The potential for misuse or fraud
exists in all payment channels. However, the FDIC has observed that some of the most
problematic activity occurs when originating ACH debits or creating and depositing remotely

created checks.

Automated Clearing House Debits

The Automated Clearing House (ACH network) is a nationwide electronic payment
network which enables participating financial transactions to distribute electronic credit and

debit entries to bank accounts and settle these entries.

Common ACH credit transfers include the direct deposit of payroll and certain benefits
payments. Direct debit transfers also may be made through the ACH network and include
consumer payments for insurance premiums, mortgage loans, and other types of bills. Rules and

regulations governing the ACH networks are established by NACHA - The Electronic Payments
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Association (formerly National Automated Clearing House Association) and the Board of

Governors of the Federal Reserve.

Third-party payment processors initiate ACH debit transfers as payments for merchant
clients by submitting these transfers, which contain the consumer’s financial institution routing
number and account number (found at the bottom of a check) to their financial institution to enter
into the ACH networks. Telemarketers and online merchants obtain this information from the
consumer and transmit it to the payment processor to initiate the ACH debit transfers. The risk
of fraud arises when an illicit telemarketer or online merchant obtains the consumer’s account
information through coercion or deception and initiates an ACH debit transfer that may not be

fully understood or authorized by the consumer.

As with all payment systems and mechanisms, the financial institution bears the
responsibility of implementing an effective system of internal controls and ongoing account
monitoring for the detection and resolution of fraudulent ACH transfers. If an unauthorized
ACH debit is posted to a consumer's account, the procedures for resolving errors contained in the
Federal Reserve Board’s Regulation E, which governs electronic funds transfers,” provide the
consumer 60 days after the financial institution sends an account statement to report the
unauthorized ACH debit.* Regulation E requires the consumer’s financial institution to

investigate the matter and report to the consumer the results of the investigation within a

2 . . . .
“NACH \ establishes the rules and procedures governing the exchange of' automated clearinghouse payments  See
http: /www.nacha.org/c. achrules.cfm.

* Provisions of the Federal Reserve Board’s Regulation E establish the rights, liabilities. and responsibilities of participants in electronic fund
transter systems, such as automated teller machine transters, telephone bill-payment services. point-ot-sale terminal transters, and preauthorized
translers from or to a consumer's account.

| #1712 CI'R Section 205 11,
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prescribed time frame. In the case of an ACH debit, when a consumer receives a refund for an
unauthorized debit, ACH rules permit the consumer's financial institution to recover the amount

of the unauthorized payment by returning the debit item to the originating financial institution.

Remotely Created Checks

Remotely Created Checks (RCCs), often referred to as “demand drafts,” are payment
instruments that do not bear the signature of a person on whose account it is drawn. In place of
the signature, the RCC bears the account holder's printed or typed name, or a statement that the
accountholder’s signature is not required or the account holder has authorized the issuance of the
check. Similar to the initiation of an ACH debit transfer, an account holder authorizes the
creation of an RCC by providing his financial institution’s routing number and his account
number. Examples of RCCs are those created by a credit card or utility company to make a
payment on an account, or those initiated by telemarketers or online merchants to purchase

goods or services.

The risk of fraud associated with RCCs is often greater than the risk associated with other
kinds of debits that post to transaction accounts. For example, a fraudster might obtain a
consumer's account information by copying it from an authorized check or tricking the consumer
into providing the information over the telephone or the Internet. Once the necessary
information is obtained, the fraudster can generate unauthorized RCCs and forward them for
processing. Similar to the responsibilities associated with the ACH network, the financial
institution should implement an effective system of internal controls and account monitoring to

identify and resolve the unauthorized RCC. However, because RCCs are cleared in the same
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manner as traditional checks, there is no way to differentiate between the two and, therefore, no

efficient way to measure the volume or use of RCCs.

RCCs may be processed as a paper item through the customary clearing networks or
converted to and processed as an ACH debit. However, check clearing and ACH rules differ as
to the re-crediting of an accountholder for an unauthorized RCC and how losses are allocated by
and between the participating financial institutions. RCCs processed as checks are governed by
provisions of the Uniform Commercial Code (UCC) and the Expedited Funds Availability Act,’
as implemented by Regulation CC. RCCs converted to ACH debits are governed by applicable

ACH rules, the Electronic Fund Transfer Act, and Regulation E.

In response to heightened concern about the risk of fraud, in 2005 the Board of
Governors of the Federal Reserve amended Regulation CC to transfer the liability for losses
resulting from unauthorized RCCs.° At the same time, the Board also amended Regulation J (the
Collection of Checks and Other Items by Federal Reserve Banks and Funds Transfers Through
Fedwire) to clarify that certain warranties, similar to those provided under the UCC, apply to
RCCs collected through the Reserve Banks. In conjunction with Regulation CC, the
amendments to Regulation J shifted the liability for losses attributed to unauthorized RCCs to the
financial institution where the check is first deposited as this institution is in the best position to
know its customer (the creator of the RCC) and determine the legitimacy of the deposits. The

liability also creates an economic incentive for depository institutions to perform enhanced due

® The Expedited Funds \vailability Act (EF\A) enacted in 1987, addresses the issue of delaved availability of finds by banks The EFA\
requires banks to (1) make funds deposited in transaction accounts available to customers within specified time trames, (2) pay interest on
interest-bearing transaction accounts not later than the day the bank receives credit, and (3) disclose funds-availability policies Lo cusloniers.

6 Eftective July 1, 2006 [70 Fed Reg 71218-71226 (November 28, 2003)]
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diligence on those customers depositing RCCs. Furthermore, by providing the paying financial
institution with the ability to recover against the financial institution presenting the unauthorized

RCC, it should make it easier for customers to obtain re-credits.’

Types of High Risk Payments

Although some clients of payment processors are reputable merchants, an increasing
number are not and should be considered “high risk.” These disreputable merchants use
payment processors to charge consumers for questionable or fraudulent goods and services.
Often a disreputable merchant will engage in high pressure and deceptive sales tactics, such as
aggressive telemarketing or enticing and misleading pop-up advertisements on Web sites. Still
other disreputable merchants will use processors to initiate payments for the sale of products and
services, including, but not limited to, unlawful Internet gambling and the illegal sale of tobacco
products on the Internet. For example, consumers should be cautious when Web sites offer
“free” information and ask consumers to provide payment information to cover a small shipping
and handling fee. In some instances and without proper disclosure, consumers who agreed to
pay these fees, often found their bank accounts debited for more than the fee and enrolled in

costly plans without their full understanding and consent.®

Generally, high-risk transactions occur when the consumer does not have a familiarity
with the merchant, or when the quality of the goods and services being sold is uncertain.

Activities involving purchases made over the telephone or on the Internet tend to be riskier in

7 Changes to Federal Reserve Bank Operating Circular No. 3 on the Collection of Cash Items and Returned Checks clarifies that clectronically
created images (including RCC items) that were not originally captured from paper are not eligible to be processed as Check 21 items (eftective
July 15, 2008). www frisarvices. o2/ ¢
# Rules governing the use of telemarketing require verifiable authorization of payment for services See the Federal Trade Commission
Telemarketing Sales Rule [16 CIR 31@]. See: hitp://«wewsw, e povios 2002/ 24 fuabiuic.pdi

viees o p/filesirernistions pdtioperating wireniar 3 pdi
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that the consumer cannot fully examine or evaluate the product or service purchased. Similarly,

the consumer may not be able to verify the identity or legitimacy of the person or organization

making the sale.

Some merchant categories that have been associated with high-risk activity include, but

are not limited to:
*  Ammunition Sales
= (Cable Box de-scramblers
* Coin Dealers
* (Credit Card Schemes
* (Credit Repair Services
= Dating Services
= Debt Consolidation Scams
* Drug Paraphernalia
= Escort Services
* Firearms Sales
= Fireworks Sales
* Gambling
»  Get Rich Products
=  Government Grants
* Home-Based Charities

=  Human Growth Hormone

Privileged & Confidential

Life Time Guarantees
Life Time Memberships
Debt Consolidation Scams
Lottery Sales

Mailing Lists/Personal Info
Money Transfer Networks
Pyramid Type Sales

Pay Day Loans
Pharmaceutical Sales
Pornography

Ponzi Schemes

Racist materials
Surveillance equipment
Telemarketing

Tobacco Sales

Travel clubs
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Of particular concern, the FDIC and other federal regulators have seen an increase in
payment processors initiating payment for online gaming activities that may be illegal. The
Unlawful Internet Gambling Enforcement Act of 2006 (UIGEA) prohibits financial institutions
from accepting payments from any person engaged in the business of betting or wagering with a
business in unlawful Internet gambling (see the FDIC’s Financial Institution Letter on the

Unlaowful Internet Gambling Enforcement Act, FIL-35-2010, dated June 30, 2010).”

High-Risk Payment Processor Relationship Red Flags

Financial institutions and examiners should be aware of the warning signs that may
indicate heightened risk in a payment processor relationship. One of the more telling is a high
volume of consumer complaints that suggest a merchant client is inappropriately obtaining
personal account information; misleading customers as to the quality, effectiveness, and
usefulness of the goods or services being offered; or misstating the sales price or charging
additional, and sometimes recurring, fees that are not accurately disclosed or properly authorized
during the sales transaction. However, this may be somewhat difficult to determine in that it
may be almost impossible for financial institutions and examiners to know if consumers are
submitting complaints directly to the payment processor or the merchants. Although, in some
cases, consumers voice their dissatisfaction on Web sites, such as those for regional Better
Business Bureaus, or blogs intended to collect and share such information to alert other

consumers.

12 CFR Part 233 Regulation GG, Financial Institution Letter (FIL) 35-2010. Unlawfui Internet Gambling Enforcement Act, dated June 30,
2010 See http //www fdic gov/news/mews. tfinancial/2010.fi110035 html
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In response, financial institutions with third-party payment processor relationships should
monitor the Internet for complaints that mention them by name. The financial institution’s name
typically appears on the face of a RCC or in the record of an ACH debit. As a result, consumers
often associate the financial institution with the transaction and may complain about the
institution facilitating the payment. Finally, complaints also may be lodged with the depository
financial institution by the financial institution of the consumer whose account was charged. As
required by statute and federal regulation, the depository financial institution must acknowledge,

research, and respond to each complaint made directly to them.

Another indication of the potential for heightened risk in a payment processor
relationship is a large number of returns or charge backs. Consumers who are dissatisfied with
goods or services delivered or provided, or consumers who feel they were deceived or coerced
into providing their account information, can request their financial institution return the RCC or
ACH debit to the depository financial institution as an unauthorized transaction. In addition,
items may be returned if insufficient funds are available to cover the unauthorized items,
resulting in the consumer’s account being overdrawn. In these circumstances, the items often are
returned as “NSF” rather than as “unauthorized.” Accordingly, financial institutions with
payment processor relationships should implement systems to monitor for higher rates of returns

or charge backs, which can be evidence of fraudulent activity.

Another red flag is a significant amount of activity which generates a higher than normal
level of fee income. In an increasingly competitive market place, financial institutions are

looking for ways to grow non-interest fee income, and this is especially true for troubled

10
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institutions. Although fee income from third-party payment processor relationships may benefit
an institution’s bottom line, it can indicate an increased level of risk. Side agreements may be
established between payment processors and financial institutions, whereby the payment
processor pays the institution a fee for each item deposited, generating a higher level of fee
income. However, the greatest source of income from these relationships tends to be those fees

generated by the financial institution charging the payment processor for each returned item.

As a caveat, financial institutions and examiners should be alert for payment processors
that use more than one financial institution to process merchant client payments, or nested
arrangements where a payment processor’s merchant client is also doing third-party payment
processing. Spreading the processing by and among several institutions may allow processors to
avoid detection, such as through ongoing, high levels of returned items at a single institution.
Payment processors also may use multiple financial institutions in case one or more of the

relationships is terminated as a result of suspicious activity.

Finally, another troubling development is payment processors that purposefully solicit
business relationships with troubled institutions in need of capital. Payment processors identify
and establish relationships with troubled institutions as these institutions may be more willing to
engage in higher-risk transactions in return for increased fee income. In some cases, payment
processors have made a commitment to purchase stock in certain troubled financial institutions
or guarantee to retain a large deposit with the institution, thereby providing additional, needed
capital. Often, the targeted financial institutions are smaller institutions that lack the

infrastructure to properly manage or control a third-party payment processor relationship.

11
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Risk Mitigation Controls

As mentioned earlier in this article, a framework for prudently managing relationships
with third-party payment processors was communicated in the FDIC’s 2008 Guidance on
Payment Processor Relationships.'® Financial institutions in relationships with payment
processors should establish clear lines of responsibility for controlling the associated risks. Such
responsibilities include effective due diligence and underwriting, as well as ongoing monitoring
of high-risk accounts for an increase in unauthorized returns and suspicious activity and
maintenance of adequate reserves. The relationship should be governed by a written contract
between the financial institution and the third-party payment processor which outlines each
party’s duties and responsibilities. Implementing appropriate and effective controls over
payment processors and their merchant clients will help identify those processors working with
fraudulent telemarketers or other unscrupulous merchants and help ensure the financial

institution does not facilitate such transactions.

Due Diligence and Underwriting

Due diligence and prudent underwriting standards are critical components of a risk
mitigation program. Financial institutions should implement policies and procedures that reduce
the likelihood of establishing or maintaining a relationship with payment processors through

which unscrupulous merchants can access customers’ deposit accounts.

10, . o . . .
Financial Institution Letter (FIL) 127-2008, Guidance on Payiment Processor Relationships. November 7, 2008.
hito: Jwveowdgic.gon /v e nen s financia2COE G127 himi
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Financial institutions that initiate transactions for payment processors should develop a
processor approval program that extends beyond credit risk management. This program should
incorporate an effective due diligence and underwriting policy that, among other things, requires
background checks of payment processors and merchant clients. A processor approval program
will help validate the activities, creditworthiness, and business practices of the payment
processor and should, at a minimum, authenticate the processor’s business operations and assess

the entity’s risk level. Any processor assessment should include:

= Reviewing the processor’s promotional materials, including its Web site, to determine the

target clientele.
* Determining if the processor re-sells its services to a third party referred to as an “agent
or provider of Independent Sales Organization opportunities” or “gateway

arrangements.”' !

» Reviewing the processor’s policies, procedures, and processes to determine the adequacy

of due diligence standards for new merchants

= Identifying the major lines of business and volume for the processor’s customers.

" An Independent Sales Organization is a company contracted to procure new merchant relationships (jateway arrangements are similar to
Internet service providers that sell excess computer storage capacity to third parties, which in turn distribute computer services to other
individuals unknown to the provider. The third party would make decisions about who would be receiving the service. although the provider
would be responsible for the ultimate storage capacity.

13
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» Establishing appropriate reserves for each individual merchant processor based on the

type of client and the risk involved in the transactions processed.

* Reviewing corporate documentation, including independent reporting services and, if

applicable, documentation on principal owners.

» Visiting the processor’s business operations center.

Financial institutions should require the payment processor to provide information on its
merchant clients, such as the merchant’s name, principal business activity, geographic location,
and sales techniques. Additionally, financial institutions should verify directly, or through the
payment processor, that the originator of the payment (i.e., the merchant) is operating a
legitimate business. Such verification could include comparing the identifying information with
public record, fraud databases and a trusted third party, such as a credit report from a consumer
reporting agency or the state Better Business Bureau, or checking references from other financial

institutions.

Ongoing Monitoring

Financial institutions are required to have a Bank Secrecy Act/Anti-Money Laundering
(BSA/AML) compliance program and appropriate policies, procedures, and processes in place

for monitoring, detecting, and reporting suspicious activity.'> However, non-bank payment

'? Banks. bank holding companics. and their subsidiarics are required by federal regulations Lo file a Suspicious Activity Report if they know,
suspect, or have rcason to suspect the transaction may involve potential moncy laundering or other illegal activity: is designed to cvade the Bank
Secrecy .\ct or its implementing regulations: has no business or apparent lawtul purpose, or is not the type of transaction in which particular
customer would normally be expected to engage See 12 CI'R 333
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processors generally are not subject to BSA/AML regulatory requirements and, therefore, some
payment processors may be vulnerable to money laundering, identity theft, fraud schemes, and
illicit transactions. The Federal Financial Institutions Examination Council BSA/AML
Examination Manual urges financial institutions to effectively assess and manage risk with
respect to third-party payment processors. As a result, a financial institution’s risk mitigation
program should include procedures for monitoring payment processor information, such as

merchant data, transaction volume, and charge-back history. "

Appropriate Supervisory Responses

In those instances where examiners determine that a financial institution fails to have an
adequate program in place to monitor and address risks associated with third-party payment
processor relationships, formal or informal enforcement actions may be appropriate. Formal
actions have included Cease and Desist Orders under Section 8(b) or 8(c) of the Federal Deposit
Insurance (FDI) Act, as well as assessment of Civil Money Penalties under Section 8(i) of the
FDI Act. These orders have required the financial institution to immediately terminate the high-

risk relationship and establish reserves or funds on deposit to cover anticipated charge backs.

As appropriate, the primary federal regulator (PFR) will determine if financial institution
management has knowledge that the payment processor or the merchant clients are engaging in
unfair and deceptive practices in violation of Section 5 of the FTC Act. In those cases where a

financial institution does not conduct due diligence, accepts a heightened level of risk, and

(http://www ftiec gov/bsa_aml intobase/pages manual/regulations/12CFR3 53 htm) and 31 CFR 103 18
(hitp v fiec oovvbsa aml nioba: 2/pages manualresalations/H TR 1D ndt )

B3 See: “Third Party Payment Processors Overview,” from the Bank Secrecy .\ct/Anti Monev Laundering Examination Mamal.
hito: hwww Hiec.zowbss wmi tniohase pagss manual' QLM (63 it
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allows transactions for high-risk merchants to pass though it, it may be determined that the
financial institution is aiding and abetting the merchants. This also could indicate a disregard for
the potential for financial harm to consumers and, as a result, the financial institution may be

required to provide restitution.

Conclusion

The FDIC supports financial institution participation in payment systems to serve the
needs of legitimate payment processors and their merchant clients. However, to limit potential
risks, financial institutions should implement risk mitigation policies and procedures that include
appropriate oversight and controls commensurate with the risk and complexity of the activities.
At a minimum, risk mitigation programs should assess the financial institution’s risk tolerance
for this type of activity, verify the legitimacy of the payment processor’s business operations,

and monitor payment processor relationships for suspicious activity.

Financial institutions should act promptly if they believe fraudulent or improper activities
have occurred related to a payment processor’s activities. Appropriate actions may include filing
a Suspicious Activity Report, requiring the payment processor to cease processing for that
specific merchant, or terminating the financial institution’s relationship with the payment
processor. Should it be determined by the PFR that a financial institution does not have an
adequate program in place to monitor and address the risks associated with third-party payment
processor relationships, an appropriate supervisory response will be used to require the financial

institution to correct the deficiencies.
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From: Benardo, Michael B.

Sent: Tuesday, November 15, 2011 2:02 PM
To: Bowman, John B.

Subject: RE: TPPP FIL

John—

Sorry for the delay in getting back to you.

| agree thal, from & formaiting perspactive, the footnote doesn't really work on the cover page. | like where you put it,
except that | would suggest a few edits 10 the feotnole, so that it reads like this:

“Examples of telemarketing and online merchants that have displayed a higher incidence of consumer
fraud or potentially illegal activities noted by the FDIC include: credit repair services, gambling,
government grant or will writing kits, pay day or sub-prime loans, pornography, tobacco or firearms
sales, sweepstakes, and magazine subscriptions. This list is not all-inclusive. While some of these
activities might be legitimate, financial institutions should be aware of the increased risks associated
with payments to such merchants.”

| red lined the sltached copy. 1 would also suggest updaling the month from September to November before sending it
forward.

Final Revised TPPP
FIL (2011 ...

Let me know if you have any guestions.

Mike

From: Bowman, John B.

Sent: Tuesday, November 15, 2011 9:46 AM
To: Benardo, Michael B.

Subject: TPPP FIL

Hi Mike:

| edited the FIL based on the recommendations from yesterday's briefing. |toyed with the idea of including a footnote on
the first page but as you can see it moves things to the second page. So, I'm not so sure this is a workable solution. |
also included a footnote on the second page, which is still upfront and should grab some attention. I'm just concerned

with putting anything later in the document as the reader may not get the message. In any event, this is a starting point.
Let me know what you think. Thanks.

<< File: Final Revised TPPP FIL (11-15-2011).doc >>
Regards,

John B. Bowman
Review Examiner Washington Office
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550 17th Street NW, Washington, D.C. 20429-9990

Financial Institution Letter
FIL-XX-2011
November XX, 2011

Payment Processor Relationships

Revised Guidance

Summary: Attached is revised guidance describing potential risks associated with relationships with third-party
entities that process payments for telemarketers, online businesses, and other merchants. These relationships
pose increased risk to institutions and require careful due diligence and monitoring. This guidance outlines

certain risk mitigation principles for this type of activity.

Statement of Applicability to Institutions with Total Assets under $1 Billion: This guidance applies to all
FDIC-supervised financial institutions that have relationships with third-party payment processors.

Distribution:
FDIC Supervised Institutions

Suggested Routing:
Chief Executive Officer
E)lecutive Officers
Compliance Officer

Chief Information Officer
BSA Officer

Related Topics:

Guidance on Payment Processor Relationships (FIL 127 2008,
November 2008)

Consumer Protection, Compliance Risk, and Risk Management
FDIC Guidance for Managing Third Party Risk (FIL 44 2008, June
2008)

FFIEC Handbook on Retail Payment Systems (February 2010)
FFIEC Handbook on Outsourcing Technology Services (June 2004)
FFIEC Bank Secrecy Act/Anti Money Laundering (BSA/AML)
Examination Manual (April 2010)

Managing Risks in Third Party Payment Processor Relationships
(Summer 2011 Supervisory Insights Journal)

Attachment:
Revised Guidance on Payment Processor Relationships

Contacts:

Kathryn Weatherby, Examination Specialist (Fraud), Division of Risk
Management Supervision, at kweatherby@fdic.gov or (703) 254
0469

John Bowman, Review Examiner, Division of Depositor and
Consumer Protection, at jpowman@fdic.gov or (202) 898 6574

Note:

FDIC Financial Institution Letters may be accessed from the FDIC's
Web site at wwwy fdic.govinews/newsdinancial/@Q4 1 /index btmi

Highlights:

Account relationships with entities processing
payments for telemarketers or other high-risk
merchants* require careful due diligence, close
monitoring, and prudent underwriting.

Account relationships with high-risk entities pose
increased risks, including potentially unfair or
deceptive acts or practices under Section 5 of the
Federal Trade Commission Act.

Certain types of payment processors pose money
laundering and fraud risks if merchant client
identities are not verified and business practices
are not reviewed.

Financial institutions should assess risk tolerance
in their overall risk assessment program and
develop policies and procedures addressing due
diligence, underwriting, and ongoing monitoring of
high-risk payment processor relationships.
Financial institutions should be alert to consumer
complaints or unusual return rates that suggest the
inappropriate use of personal account information
and possible deception or unfair treatment of
consumers.

Financial institutions should act promptly when
fraudulent or improper activities occur relating to a
payment processor, including possibly terminating
the relationship.

Improperly managing these risks may result in the
imposition of enforcement actions, such as civil
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) ) ) money penalties or restitution orders.
To receive FILs electronically, please visit

hitpAeww fdis gov/aboul/subsaripticonsfil atmi

Paper copies may be obtained through the FDIC’s Public
Information Center, 3501 Fairfax Drive, E 1002, Arlington, VA
22226 (877-275-3342 or 703-562-2200).
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Revised Guidance on Payment Processor Relationships

The FDIC has recently seen an increase in the number of relationships between financial
institutions and payment processors in which the payment processor, who is a deposit customer
of the financial institution, uses its relationship to process payments for third-party merchant
clients. Payment processors typically process payments either by creating and depositing
remotely created checks (RCCs) often referred to as “Demand Drafts” or by originating
Automated Clearing House (ACH) debits on behalf of their merchant customers. The payment
processor may use its own deposit account to process such transactions, or it may establish
deposit accounts for its merchant clients.

While many payment processors effect legitimate payment transactions for reputable merchants,
telemarketing and online merchants* have displayed a higher incidence of consumer fraud or
potentially illegal activities. In the absence of an effective means for verifying their merchant
clients’ identities and reviewing their business practices, payment processors pose elevated
money laundering and fraud risk for financial institutions, as well as legal, reputational, and
compliance risks if consumers are harmed.

Financial institutions should understand, verify, and monitor the activities and the entities related
to the account relationship. Although all of the core elements of managing third-party risk
should be considered in payment processor relationships (e.g., risk assessment, due diligence,
and oversight), managing this risk poses an increased challenge for the financial institution when
there may not be a direct customer relationship with the merchant. For example, it may be
difficult to obtain necessary information from the payment processor, particularly if a merchant
is also a payment processor, resulting in a “nested” payment processor or “aggregator”
relationship.

Financial institutions should ensure that their contractual agreements with payment processors
provide them with access to necessary information in a timely manner. These agreements should
also protect financial institutions by providing for immediate account closure, contract
termination, or similar action, as well as establishing adequate reserve requirements to cover
anticipated charge backs. Accordingly, financial institutions should perform due diligence and
account monitoring appropriate to the risk posed by the payment processor and its merchant
base. Risks associated with this type of activity are further increased if neither the payment
processor nor the financial institution performs adequate due diligence on the merchants for
which payments are originated. Financial institutions are reminded that they cannot rely solely
on due diligence performed by the payment processor. The FDIC expects a financial institution
to adequately oversee all transactions and activities that it processes and to appropriately manage

potuntnlh lllcgal a\,mmm h&g}}-ﬁsleme&haﬂ%e%aeﬁﬂ&e%nﬂmd by g F?I{“ inciude: orodif repar SCEvIGes,
ae. soversmentrant o widl writing kits, Py day or 3!)} ~E>l TG bam., Ror !1<,.»:.Mg,h‘,, tobanco G Srearos sales,
wm»l';hm and magasing subscriptions—anv-acty
stringentmontoring or scratny, s fist is pot all-inghasive, Whm some of rheac ActT mCa mw’m be Jegiimare,
ﬁm;m i1 apstisutions should be aware of the significant reputationatinereascd risks assoctatcod with paviments 1o such
shipsmerchants.
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and mitigate operational risks, Bank Secrecy Act (BSA) compliance, fraud risks, and consumer
protection risks, among others.

Potential Risks Arising from Payment Processor Relationships

Deposit relationships with payment processors expose financial institutions to risks not
customarily present in relationships with other commercial customers. These include increased
operational, strategic, credit, compliance, and transaction risks. In addition, financial institutions
should consider the potential for legal, reputational, and other risks, including risks associated
with a high or increasing number of customer complaints and returned items, and the potential
for claims of unfair or deceptive practices. [inancial institutions that fail to adequately manage
these relationships may be viewed as facilitating a payment processor’s or merchant client’s
Sraudulent or unlawful activity and, thus, may be liable for such acts or practices. 1n such cases,
the financial institution and responsible individuals have been subject to a variety of enforcement
and other actions. Financial institutions must recognize and understand the businesses and
customers with which they have relationships and the liability risk for facilitating or aiding and
abett3ing consumer unfairness or deceptionunder Section 5 of the Federal Trade Commission
Act.

Financial institutions should be alert for payment processors that use more than one tinancial
institution to process merchant client payments or that have a history of moving from one
financial institution to another within a short period. Processors may use multiple financial
institutions because they recognize that one or more of the relationships may be terminated as a
result of suspicious activity.

Financial institutions should also be on alert for payment processors that solicit business
relationships with troubled tinancial institutions in need of capital. In such cases, payment
processors will identify and establish relationships with troubled financial institutions because
these financial institutions may be more willing to engage in higher-risk transactions in exchange
for increased fee income. In some cases, payment processors have also committed to purchasing
stock in certain troubled financial institutions or have guaranteed to place a large deposit with the
financial institution, thereby providing additional, much-needed capital. Often, the targeted
financial institutions are smaller, community banks that lack the infrastructure to properly
manage or control a third-party payment processor relationship.

Financial institutions also should be alert to an increase in consumer complaints about payment
processors and/or merchant clients or an increase in the amount of returns or chargebacks, all of
which may suggest that the originating merchant may be engaged in unfair or deceptive practices
or may be inappropriately obtaining or using consumers’ personal account information to create
unauthorized RCCs or ACH debits. Consumer complaints may be made to a variety of sources
and not just directly to the financial institution. They may be sent to the payment processor or

? Under Section 8 of the Federal Deposit Insurance Act. the FDIC has authority to enforce the prohibitions against
Unfair or Deceptive Acts or Practices (UDAP) in the Federal Trade Commission Act. UDAP violations can result in
unsatisfactory Community Rcinvestment Act ratings, compliance rating downgradcs, restitution to consumcrs, and
the pursuit of civil money penalties.
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the underlying merchant, or directed to consumer advocacy groups or online complaint Web sites
or blogs. Financial institutions should take reasonable steps to ensure they understand the type
and level of complaints related to transactions that it processes. Financial institutions should also
determine, to the extent possible, if there are any external investigations of or legal actions
against a processor or its owners and operators during initial and ongoing due diligence of
payment processors.

Financial institutions should act promptly to minimize possible consumer harm, particularly in
cases involving potentially fraudulent or improper activities relating to activities of a payment
processor or its merchant clients. Appropriate actions include filing a Suspicious Activity
Report,* requiring the payment processor to cease processing for a specific merchant, freezing
certain deposit account balances to cover anticipated charge backs, and/or terminating the
financial institution’s relationship with the payment processor.

Risk Mitigation

Financial institutions should delineate clear lines of responsibility for controlling risks associated
with payment processor relationships. Controls may include enhanced due diligence; effective
underwriting; and increased scrutiny and monitoring of high-risk accounts for an increase in
unauthorized returns, charge backs, suspicious activity, and/or consumer complaints.
Implementing appropriate controls for payment processors and their merchant clients can help
identity payment processors that process items for fraudulent telemarketers, online scammers, or
other unscrupulous merchants and help ensure that the financial institution is not facilitating
these transactions. Appropriate oversight and monitoring of these accounts may require the
involvement of multiple departments, including information technology, operations, BSA/anti-
money laundering (AML), and compliance.

Due Diligence and Underwriting

Financial institutions should implement policies and procedures designed to reduce the
likelihood of establishing or maintaining inappropriate relationships with payment processors
through which unscrupulous merchants can charge consumers. Such policies and procedures
should outline the bank’s thresholds for unauthorized returns, the possible actions that can be
taken against payment processors that exceed these standards, and methods for periodically
reporting such activities to the bank’s board of directors and senior management.

As part of such policies and procedures, financial institutions should develop a processor
approval program that extends beyond credit risk management. This program should include a
due diligence and underwriting policy that, among other things, requires a background check of
the payment processor, its principal owners, and its merchant clients. This will help validate the
activities, creditworthiness, and business practices of the payment processor, as well as identify
potential problem merchants. Payment processors may also process transactions for other

" The U.S. Department of Treasury's Regulation 31 (CFR 13.18) requires that every federally supervised banking
organization filc a SAR whcn the institution dctccts a known or suspected violation of federal law. Part 333 of the
FDIC’s Rules and Regulations addresses SAR filing requirements and makes them applicable to all state-chartered
financial institutions (hat are not members of (he Federal Reserve System.
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payment processors, resulting in nested payment processors or aggregator relationships. The
financial institution should be aware of these activities and obtain data on the nested processor
and its merchant clients. Nested processors and aggregator relationships pose additional
challenges as they may be extremely difficult to monitor and control; therefore, risk to the
institution 1s significantly elevated in these cases.

Controls and due diligence requirements should be robust for payment processors and their
merchant clients. At a minimum, the policies and procedures should authenticate the processor’s
business operations and assess the entity’s risk level. An assessment should include:

e Identifying the major lines of business and volume for the processor’s customers;

e Reviewing the processor’s policies, procedures, and processes to determine the adequacy
of due diligence standards for new merchants;

e Reviewing corporate documentation, including independent reporting services and, if
applicable, documentation on principal owners;

e Reviewing the processor’s promotional materials, including its Web site, to determine the
target clientele;’

e Determining if the processor re-sells its services to a third party that may be referred to as
an agent or provider of “Independent Sales Organization opportunities” or a “gateway
arrangement”® and whether due diligence procedures applied to those entities are
sufficient;

e Visiting the processor’s business operations center;

e Reviewing appropriate databases to ensure that the processor and its principal owners and
operators have not been subject to law enforcement actions; and,

e Determining whether any conflicts of interest exist between management and insiders of
the financial institution.

Financial institutions should require that payment processors provide information on their
merchant clients, such as the merchant’s name, principal business activity, location, and sales
techniques. The same information should be obtained if the merchant uses sub-merchants (often

* Businesses with elevated risk may include offshore companies, online gambling-related operations, and online
payvday lenders. Other businesses with elevated risks include credit repair schemes. debt consolidation and
forgivencss. pharmaccutical salcs, tclemarkceting cntitics, and onlinc salc of tobacco products.

¢ An Independent Sales Organization is an outside company contracted to procure new merchant relationships.
Gateway arrangements are similar to Internet service providers that sell excess computer storage capacity to third
partics. who in tumn distributc computcr scrvices to other individuals unknown to the provider. The third party
would make decisions about who would be receiving the service. although the provider would be responsible for the
ultimate storage capacity.
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called “affiliates”). Additionally, financial institutions should verify directly, or through the
payment processor, that the originator of the payment (i.e., the merchant) is operating a
legitimate business. Such verification could include comparing the identifying information with
public record, fraud databases, and a trusted third party, such as a consumer reporting agency or
consumer advocacy group, and/or checking references from other financial institutions. The
financial institution should also obtain independent operational audits of the payment processor
to assess the accuracy and reliability of the processor’s systems. The more the financial
institution relies on the payment processor for due diligence and monitoring of its merchant
client without direct financial institution involvement and verification, the more important it is to
have an independent review to ensure that the processor’s controls are sufficient and that
contractual agreements between the financial institution and the third-party payment processor
are honored.

Ongoing Monitoring

Financial institutions that initiate transactions for payment processors should implement systems
to monitor for higher rates of returns or charge backs and/or high levels of RCCs or ACH debits
returned as unauthorized or due to insufficient funds, all of which often indicate fraudulent
activity. This would include analyzing and monitoring the adequacy of any reserve balances or
accounts established to continually cover charge-back activity.

Financial institutions are required to have a BSA/AML compliance program and appropriate
policies, procedures, and processes for monitoring, detecting, and reporting suspicious activity.
However, nonbank payment processors generally are not subject to BSA/AML regulatory
requirements, and therefore some payment processors are more vulnerable to money laundering,
identity theft, fraud schemes, and illicit transactions. The FFIEC BSA/AML Examination
Manual urges financial institutions to effectively assess and manage risk associated with third-
party payment processors. As a result, a financial institution’s risk mitigation program should
include procedures for monitoring payment processor information, such as merchant data,
transaction volume, and charge-back history.

Even more so than high rates of returns, consumer complaints may indicate unauthorized or
illegal activity. As such, financial institutions should establish procedures for regularly
surveying the sources of consumer complaints that may be lodged with the payment processor,
its merchant clients or their affiliates, or on publicly available complaint Web sites and/or blogs.
This will help the institutions identify processors and merchants that may pose greater risk.

Similarly, financial institutions should have a formalized process for periodic audit of their third-
party payment processing relationships, including reviewing merchant client lists and confirming
that the processor is fulfilling contractual obligations to verify the legitimacy of its merchant
clients and their business practices.

Conclusion

The FDIC recognizes that financial institutions provide legitimate services for payment
processors and their merchant clients. However, to limit potential risks, financial institutions
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should implement risk mitigation policies and procedures that include oversight and controls
appropriate for the risk and transaction types of the payment processing activities. At a
minimum, Board-approved policies and programs should assess the financial institution’s risk
tolerance for this type of activity, verify the legitimacy of the payment processor’s business
operations, determine the character of the payment processor’s ownership, and ensure ongoing
monitoring of payment processor relationships for suspicious activity, among other things.
Adequate routines and controls will include sufficient staffing with appropriate background and
experience for managing third-party payment processing relationships of the size and scope
present at the institution, as well as strong oversight and monitoring by the Board and senior
management. Financial institutions should act promptly if they believe fraudulent or improper
activities potentially resulting in consumer harm have occurred related to activities of a payment
processor or its merchant clients, in accordance with their duties under BSA/AML policies and
procedures, as well as under Section 5 of the Federal Trade Commission Act, which prohibits
unfair or deceptive acts and practices.

Sandra L. Thompson
Director
Division of Risk Management Supervision

Mark Pearce
Director
Division of Depositor and Consumer Protection
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From: Benardo, Michael B.

Sent: Thursday, December 22, 2011 11:20 AM

To: Valdez, Victor J.

Cc: Jackson, Michael L.; Butler, Janice; Weatherby, Kathryn M.; Sawin, April D.
Subject: RE: TPPP FIL Meeting with Chairman

Betier late than never...

Firat Revised TPPF
FL {2081} ..

Here is the FiL with the language added to address the comments made by the Acting Chairman at his briefing. A
footnote has been added to the first page of the guidance. it inciudes a list of the types of high risk merchants we are
talking about.

DCP has approved this version to go forward te the &th floor Lo see if this addresses the comments made

Please let me know if you have any questions.

Thank you,

Mike

From: Valdez, Victor J.

Sent: Wednesday, November 09, 2011 4:41 PM

To: Benardo, Michael B.

Cc: Jackson, Michael L.; Plunkett, Sylvia H.; Miller, Jonathan N.; Butler, Janice
Subject: TPPP FIL Meeting with Chairman

Mike,

I just spoke to Lorraine and, as of now, we are still on the calendar for briefing the Chairman on
Mon. Lorraine does not have a copy of the proposed FIL. I believe the attached e-mail has the
latest version of the FIL. Please let me know if this is correct? If so, I will send it to Lorraine as a
read-ahead for Mon's meeting. If not, please send me that copy. Also, are there any other read-
ahead material you want me to send?

Vic

<< Message: FW: Proposed Third Party Payments Guidance >>
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FDI

Federal Deposit Insurance Corporation
550 17th Street NW, Washington, D.C. 20429-9990

Financial Institution Letter
FIL-XX-2011
December XX, 2011

Payment Processor Relationships

Revised Guidance

Summary: Attached is revised guidance describing potential risks associated with relationships with third-party
entities that process payments for telemarketers, online businesses, and other merchants. These relationships
pose increased risk to institutions and require careful due diligence and monitoring. This guidance outlines

certain risk mitigation principles for this type of activity.

Statement of Applicability to Institutions with Total Assets under $1 Billion: This guidance applies to all
FDIC-supervised financial institutions that have relationships with third-party payment processors.

Distribution:
FDIC Supervised Institutions

Srtlggested Routing:
Chief Executive Officer
Executive Officers
Compliance Officer

Chief Information Officer
BSA Officer

Related Topics:

Guidance on Payment Processor Relationships (FIL 127 2008,
November 2008)

Consumer Protection, Compliance Risk, and Risk Management
FDIC Guidance for Managing Third Party Risk (FIL 44 2008, June
2008)

FFIEC Handbook on Retail Payment Systems (February 2010)
FFIEC Handbook on Outsourcing Technology Services (June 2004)
FFIEC Bank Secrecy Act/Anti Money Laundering (BSA/AML)
Examination Manual (April 2010)

Managing Risks in Third Party Payment Processor Relationships
(Summer 2011 Supervisory Insights Journal)

Attachment:
Revised Guidance on Payment Processor Relationships

Contacts:

Kathryn Weatherby, Examination Specialist (Fraud), Division of Risk
Management Supervision, at kweatherby@fdic.gov or (703) 254
0469

John Bowman, Review Examiner, Division of Depositor and
Consumer Protection, at jpowman@fdic.gov or (202) 898 6574

Note:

FDIC Financial Institution Letters may be accessed from the FDIC's
s 0% 1 finddex timi

To receive FlLs electronically, please visit
hitp: /A fdic.qeviaboui/subsarigtions/fi htnl
Paper copies may be obtained through the FDIC's Public
Information Center, 3501 Fairfax Drive, E 1002, Arlington, VA
22226 (877 275 3342 or 703 562 2200).

Highlights:

¢ Account relationships with entities processing
payments for telemarketers or other potentiaily
high-risk merchants require careful due diligence,
close monitoring, and prudent underwriting.

e Account relationships with high-risk entities pose
increased risks, including potentially unfair or
deceptive acts or practices under Section 5 of the
Federal Trade Commission Act.

e Certain types of payment processors pose money
laundering and fraud risks if merchant client
identities are not verified and business practices
are not reviewed.

¢ Financial institutions should assess risk tolerance
in their overall risk assessment program and
develop policies and procedures addressing due
diligence, underwriting, and ongoing monitoring of
high-risk payment processor relationships.

¢ Financial institutions should be alert to consumer
complaints or unusual return rates that suggest the
inappropriate use of personal account information
and possible deception or unfair treatment of
consumers.

e Financial institutions should act promptly when
fraudulent or improper activities occur relating to a
payment processor, including possibly terminating
the relationship.

e |Improperly managing these risks may result in the
imposition of enforcement actions, such as civil
money penalties or restitution orders.
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Revised Guidance on Payment Processor Relationships

The FDIC has recently seen an increase in the number of relationships between financial
institutions and payment processors in which the payment processor, who is a deposit customer
of the financial institution, uses its relationship to process payments for third-party merchant
clients. Payment processors typically process payments either by creating and depositing
remotely created checks (RCCs) often referred to as “Demand Drafts” or by originating
Automated Clearing House (ACH) debits on behalf of their merchant customers. The payment
processor may use its own deposit account to process such transactions, or it may establish
deposit accounts for its merchant clients.

While many payment processors effect legitimate payment transactions for reputable merchants,
telemarketing and online merchants' have displayed a higher incidence of consumer fraud or
potentially illegal activities. In the absence of an effective means for verifying their merchant
clients’ identities and reviewing their business practices, payment processors pose elevated
money laundering and fraud risk for financial institutions, as well as legal, reputational, and
compliance risks if consumers are harmed.

Financial institutions should understand, verify, and monitor the activities and the entities related
to the account relationship. Although all of the core elements of managing third-party risk
should be considered in payment processor relationships (e.g., risk assessment, due diligence,
and oversight), managing this risk poses an increased challenge for the financial institution when
there may not be a direct customer relationship with the merchant. For example, it may be
difficult to obtain necessary information from the payment processor, particularly if a merchant
is also a payment processor, resulting in a “nested” payment processor or “aggregator”
relationship.

Financial institutions should ensure that their contractual agreements with payment processors
provide them with access to necessary information in a timely manner. These agreements should
also protect financial institutions by providing for immediate account closure, contract
termination, or similar action, as well as establishing adequate reserve requirements to cover
anticipated charge backs. Accordingly, financial institutions should perform due diligence and
account monitoring appropriate to the risk posed by the payment processor and its merchant
base. Risks associated with this type of activity are further increased if neither the payment
processor nor the financial institution performs adequate due diligence on the merchants for
which payments are originated. Financial institutions are reminded that they cannot rely solely
on due diligence performed by the payment processor. The FDIC expects a financial institution
to adequately oversee all transactions and activities that it processes and to appropriately manage
and mitigate operational risks, Bank Secrecy Act (BSA) compliance, fraud risks, and consumer
protection risks, among others.

" Examples of telemarketing and onling merchants that have displaved a hizher incidence of consumer fraud or
potentiallv illegal activities noted by the FDIC include: credit repair services. gambling. government grant or wili
writing Kits. pav dav or sub-prime loans, pornography. tobacco or fircarms sales. sweepstakes. and magazine
subscriptions. This list is not all-inclusive. The risks presented by cach relationship must be measured according to
its own facts and circumstances. While soine of these activities might be legitimate. financial instititions should be
aware of the increased risks associated with pavinents to such merchants.
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Potential Risks Arising from Payment Processor Relationships

Deposit relationships with payment processors expose financial institutions to risks not
customarily present in relationships with other commercial customers. These include increased
operational, strategic, credit, compliance, and transaction risks. In addition, financial institutions
should consider the potential for legal, reputational, and other risks, including risks associated
with a high or increasing number of customer complaints and returned items, and the potential
for claims of unfair or deceptive practices. Financial institutions that fail to adequately manage
these relationships may be viewed as facilitating a payment processor’s or merchant client’s
fraudulent or unlewful activity and, thus, may be liable for such acts or practices. In such cases,
the financial institution and responsible individuals have been subject to a variety of enforcement
and other actions. Financial institutions must recognize and understand the businesses and
customers with which they have relationships and the liability risk for facilitating or aiding and
abetging consumer unfairness or deception under Section 5 of the Federal Trade Commission
Act.

Financial institutions should be alert for payment processors that use more than one financial
institution to process merchant client payments or that have a history of moving from one
financial institution to another within a short period. Processors may use multiple financial
institutions because they recognize that one or more of the relationships may be terminated as a
result of suspicious activity.

Financial institutions should also be on alert for payment processors that solicit business
relationships with troubled financial institutions in need of capital. In such cases, payment
processors will identify and establish relationships with troubled financial institutions because
these financial institutions may be more willing to engage in higher-risk transactions in exchange
for increased fee income. In some cases, payment processors have also committed to purchasing
stock in certain troubled financial institutions or have guaranteed to place a large deposit with the
financial institution, thereby providing additional, much-needed capital. Often, the targeted
financial institutions are smaller, community banks that lack the infrastructure to properly
manage or control a third-party payment processor relationship.

Financial institutions also should be alert to an increase in consumer complaints about payment
processors and/or merchant clients or an increase in the amount of returns or chargebacks, all of
which may suggest that the originating merchant may be engaged in unfair or deceptive practices
or may be inappropriately obtaining or using consumers’ personal account information to create
unauthorized RCCs or ACH debits. Consumer complaints may be made to a variety of sources
and not just directly to the financial institution. They may be sent to the payment processor or
the underlying merchant, or directed to consumer advocacy groups or online complaint Web sites
or blogs. Financial institutions should take reasonable steps to ensure they understand the type
and level of complaints related to transactions that it processes. Financial institutions should also

* Under Section 8 of the Federal Deposit Insurance Act. the FDIC has authority to enforce the prohibitions against
Unfair or Deceptive Acts or Practices (UDAP) in the Federal Trade Commission Act. UDAP violations can result in
unsatisfactory Community Recinvestment Act ratings, compliancce rating downgradcs, restitution to consumcrs, and
the pursuit of civil money penalties.
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determine, to the extent possible, if there are any external investigations of or legal actions
against a processor or its owners and operators during initial and ongoing due diligence of
payment processors.

Financial institutions should act promptly to minimize possible consumer harm, particularly in
cases involving potentially fraudulent or improper activities relating to activities of a payment
processor or its merchant clients. Appropriate actions include filing a Suspicious Activity
Report,” requiring the payment processor to cease processing for a specific merchant, freezing
certain deposit account balances to cover anticipated charge backs, and/or terminating the
financial institution’s relationship with the payment processor.

Risk Mitigation

Financial institutions should delineate clear lines of responsibility for controlling risks associated
with payment processor relationships. Controls may include enhanced due diligence; eftective
underwriting; and increased scrutiny and monitoring of high-risk accounts for an increase in
unauthorized returns, charge backs, suspicious activity, and/or consumer complaints.
Implementing appropriate controls for payment processors and their merchant clients can help
identify payment processors that process items for fraudulent telemarketers, online scammers, or
other unscrupulous merchants and help ensure that the financial institution is not facilitating
these transactions. Appropriate oversight and monitoring of these accounts may require the
involvement of multiple departments, including information technology, operations, BS A/anti-
money laundering (AML), and compliance.

Due Diligence and Underwriting

Financial institutions should implement policies and procedures designed to reduce the
likelihood of establishing or maintaining inappropriate relationships with payment processors
through which unscrupulous merchants can charge consumers. Such policies and procedures
should outline the bank’s thresholds for unauthorized returns, the possible actions that can be
taken against payment processors that exceed these standards, and methods for periodically
reporting such activities to the bank s board of directors and senior management.

As part of such policies and procedures, financial institutions should develop a processor
approval program that extends beyond credit risk management. This program should include a
due diligence and underwriting policy that, among other things, requires a background check of
the payment processor, its principal owners, and its merchant clients. This will help validate the
activities, creditworthiness, and business practices of the payment processor, as well as identify
potential problem merchants. Payment processors may also process transactions for other
payment processors, resulting in nested payment processors or aggregator relationships. The
financial institution should be aware of these activities and obtain data on the nested processor
and its merchant clients. Nested processors and aggregator relationships pose additional

® The U.S. Department of Treasury's Regulation 31 (CFR 13.18) requires that every federally supervised banking
organization filc a SAR when the institution dctects a known or suspected violation of federal law. Part 353 of the
FDIC’s Rules and Regulations addresses SAR filing requirements and makes them applicable to all state-chartered
financial institutions (hat are not members of (he Federal Reserve System.
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challenges as they may be extremely difficult to monitor and control; therefore, risk to the
institution is significantly elevated in these cases.

Controls and due diligence requirements should be robust for payment processors and their
merchant clients. At a minimum, the policies and procedures should authenticate the processor’s
business operations and assess the entity’s risk level. An assessment should include:

e Identifying the major lines of business and volume for the processor’s customers;

e Reviewing the processor’s policies, procedures, and processes to determine the adequacy
of due diligence standards for new merchants;

e Reviewing corporate documentation, including independent reporting services and, if
applicable, documentation on principal owners;

e Reviewing the processor’s promotional materials, including its Web site, to determine the
target clientele;’

e Determining if the processor re-sells its services to a third party that may be referred to as
an agent or provider of “Independent Sales Organization opportunities” or a “gateway
arrangement”” and whether due diligence procedures applied to those entities are
sufficient;

e Visiting the processor’s business operations center;

e Reviewing appropriate databases to ensure that the processor and its principal owners and
operators have not been subject to law enforcement actions; and,

e Determining whether any conflicts of interest exist between management and insiders of
the financial institution.

Financial institutions should require that payment processors provide information on their
merchant clients, such as the merchant’s name, principal business activity, location, and sales
techniques. The same information should be obtained if the merchant uses sub-merchants (often
called “affiliates”). Additionally, financial institutions should verify directly, or through the
payment processor, that the originator of the payment (i.e., the merchant) is operating a
legitimate business. Such verification could include comparing the identifying information with

* Businesses with elevated risk may include offshore companies, online gambling-related operations, and online
payday lenders. Other businesses with elevated risks include credit repair schemes. debt consolidation and
forgivencss. pharmaccutical sales, tclemarketing cntitics, and online salc of tobacco products.

* An Independent Sales Organization is an outside company contracted to procure new merchant relationships.
Gateway arrangements are similar to Internet service providers that sell excess computer storage capacity to third
partics. who in turn distributc computcr scrvices to other individuals unknown to the provider. The third party
would make decisions about who would be receiving the service. although the provider would be responsible for the
ultimate storage capacity.
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public record, fraud databases, and a trusted third party, such as a consumer reporting agency or
consumer advocacy group, and/or checking references from other financial institutions. The
financial institution should also obtain independent operational audits of the payment processor
to assess the accuracy and reliability of the processor’s systems. The more the financial
institution relies on the payment processor for due diligence and monitoring of its merchant
client without direct financial institution involvement and verification, the more important it is to
have an independent review to ensure that the processor’s controls are sufficient and that
contractual agreements between the financial institution and the third-party payment processor
are honored.

Ongoing Monitoring

Financial institutions that initiate transactions for payment processors should implement systems
to monitor for higher rates of returns or charge backs and/or high levels of RCCs or ACH debits
returned as unauthorized or due to insufficient funds, all of which often indicate fraudulent
activity. This would include analyzing and monitoring the adequacy of any reserve balances or
accounts established to continually cover charge-back activity.

Financial institutions are required to have a BSA/AML compliance program and appropriate
policies, procedures, and processes for monitoring, detecting, and reporting suspicious activity.
However, nonbank payment processors generally are not subject to BSA/AML regulatory
requirements, and therefore some payment processors are more vulnerable to money laundering,
identity theft, fraud schemes, and illicit transactions. The FFIEC BSA/AML Examination
Manual urges financial institutions to effectively assess and manage risk associated with third-
party payment processors. As a result, a financial institution’s risk mitigation program should
include procedures for monitoring payment processor information, such as merchant data,
transaction volume, and charge-back history.

Even more so than high rates of returns, consumer complaints may indicate unauthorized or
illegal activity. As such, financial institutions should establish procedures for regularly
surveying the sources of consumer complaints that may be lodged with the payment processor,
its merchant clients or their affiliates, or on publicly available complaint Web sites and/or blogs.
This will help the institutions identify processors and merchants that may pose greater risk.

Similarly, financial institutions should have a formalized process for periodic audit of their third-
party payment processing relationships, including reviewing merchant client lists and confirming
that the processor is fulfilling contractual obligations to verify the legitimacy of its merchant
clients and their business practices.

Conclusion

The FDIC recognizes that financial institutions provide legitimate services for payment
processors and their merchant clients. However, to limit potential risks, financial institutions
should implement risk mitigation policies and procedures that include oversight and controls
appropriate for the risk and transaction types of the payment processing activities. At a
minimum, Board-approved policies and programs should assess the financial institution’s risk
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tolerance for this type of activity, verify the legitimacy of the payment processor’s business
operations, determine the character of the payment processor’s ownership, and ensure ongoing
monitoring of payment processor relationships for suspicious activity, among other things.
Adequate routines and controls will include sufficient staffing with appropriate background and
experience for managing third-party payment processing relationships of the size and scope
present at the institution, as well as strong oversight and monitoring by the Board and senior
management. Financial institutions should act promptly if they believe fraudulent or improper
activities potentially resulting in consumer harm have occurred related to activities of a payment
processor or its merchant clients, in accordance with their duties under BSA/AMIL policies and
procedures, as well as under Section 5 of the Federal Trade Commission Act, which prohibits
unfair or deceptive acts and practices.

Sandra L. Thompson
Director
Division of Risk Management Supervision

Mark Pearce
Director
Division of Depositor and Consumer Protection
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From: Benardo, Michael B.
Sent: Tuesday, January 31, 2012 9:15 AM
To: Coleman, Frederick M.; Cooley, Corey L.; Drozdowski, Robert C.; Hahn, Richard K.;

Henley, Kay E.; Hill, Victoria R.; Howe, Randall D.; Jay, J. Malcolm; Kahn, Lisa; Kopchik,
Jeff; Kotsiras, John P.; Lacek, Charles A.; Lapin, Laura; Lataille, Michael S.; Lee, Robert
D.; McElderry, Mark T.; Morris, Mark S.; Munnelly, Jay; Nelson, David M.; Oxendine,
Kiyana D.; Papierski, Mark R.; Spencer, Millie H.; Stabile, Debra L.; Templemon, Terrie;
Tuzinski, Thomas J.; Weatherby, Kathryn M.

Cc: Lloyd, Edwin H.
Subject: FW: Third Party Payment Processors FIL
Fyl,

From: Valdez, Victor J.

Sent: Tuesday, January 31, 2012 8:53 AM

To: Watkins, James C.; French, George; RDs; Frye, Daniel E.

Cc: Butler, Janice; Paul, Larry N.; Benardo, Michael B.; Lloyd, Edwin H.
Subject: Third Party Payment Processors FIL

All,

Morning. The Chairman has approved the release of the attached TPPP FIL. We will be sending it
to OPA this morning.

Vic

TREP FIL {2017}
FDN&d, 2012-01...
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FDI

Federal Deposit Insurance Corporation
550 17th Street NW, Washington, D.C. 20429-9990

Financial Institution Letter
FIL-XX-2012
January 31, 2012

Payment Processor Relationships

Revised Guidance

Summary: Attached is revised guidance describing potential risks associated with relationships with third-party
entities that process payments for telemarketers, online businesses, and other merchants (collectively
"merchants"). These relationships can pose increased risk to institutions and require careful due diligence and
monitoring. This guidance outlines certain risk mitigation principles for this type of activity.

Statement of Applicability to Institutions with Total Assets under $1 Billion: This guidance applies to all
FDIC-supervised financial institutions that have relationships with third-party payment processors.

Distribution:
FDIC Supervised Institutions

Suggested Routing:
Chief Executive Officer
Executive Officers
Compliance Officer

Chief Information Officer
BSA Officer

Related Topics:

Guidance on Payment Processor Relationships (FIL 127 2008,
November 2008)

Consumer Protection, Compliance Risk, and Risk Management
FDIC Guidance for Managing Third Party Risk (FIL 44 2008, June
2008)

FFIEC Handbook on Retail Payment Systems (February 2010)
FFIEC Handbook on Outsourcing Technology Services (June 2004)
FFIEC Bank Secrecy Act/Anti Money Laundering (BSA/AML)
Examination Manual (April 2010)

Managing Risks in Third Party Payment Processor Relationships
(Summer 2011 Supervisory Insights Journal)

Attachment:
Revised Guidance on Payment Processor Relationships

Contacts:

Kathryn Weatherby, Examination Specialist (Fraud), Division of Risk
Management Supervision, at kweatherby@fdic.gov or (703) 254
0469

John Bowman, Review Examiner, Division of Depositor and
Consumer Protection, at jpowman@fdic.gov or (202) 898 6574

Note:
FDIC Financial Institution Letters may be accessed from the FDIC's

To receive FlLs electronically, please visit

Bttt fdic. gev/about/subssriptions/fi. bt Paper copies may
be obtained through the FDIC’s Public Information Center, 3501
Fairfax Drive, E 1002, Arlington, VA 22226 (877 275 3342 or 703
562 2200).

Highlights:

e Account relationships with third-party entities that
process payments for merchants require careful
due diligence, close monitoring, and prudent
underwriting.

e Account relationships with high-risk entities pose
increased risks, including potentially unfair or
deceptive acts or practices under Section 5 of the
Federal Trade Commission Act.

e Certain types of payment processors may pose
heightened money laundering and fraud risks if
merchant client identities are not verified and
business practices are not reviewed.

¢ Financial institutions should assess risk tolerance
in their overall risk assessment program and
develop policies and procedures addressing due
diligence, underwriting, and ongoing monitoring of
high-risk payment processor relationships.

e Financial institutions should be alert to consumer
complaints or unusual return rates that suggest the
inappropriate use of personal account information
and possible deception or unfair treatment of
consumers.

¢ Financial institutions should act promptly when
fraudulent or improper activities occur relating to a
payment processor, including possibly terminating
the relationship.

¢ |Improperly managing these risks may result in the
imposition of enforcement actions, such as civil
money penalties or restitution orders.
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Financial Institution Letter
FIL-XX-2012
January 31, 2012

Revised Guidance on Payment Processor Relationships

The FDIC has recently seen an increase in the number of relationships between financial
institutions and payment processors in which the payment processor, who is a deposit customer
of the financial institution, uses its relationship to process payments for third-party merchant
clients. Payment processors typically process payments either by creating and depositing
remotely created checks (RCCs) often referred to as “Demand Drafts” or by originating
Automated Clearing House (ACH) debits on behalf of their merchant customers. The payment
processor may use its own deposit account to process such transactions, or it may establish
deposit accounts for its merchant clients.

While payment processors generally effect legitimate payment transactions for reputable
merchants, the risk profile of such entities can vary significantly depending on the make-up of
their customer base. For example, payment processors that deal with telemarketing and online
merchants' may have a higher risk profile because such entities have tended to display a higher
incidence of consumer fraud or potentially illegal activities than some other businesses. Given
this variability of risk, payment processors must have effective processes for verifying their
merchant clients’ identities and reviewing their business practices. Payment processors that do
not have such processes can pose elevated money laundering and fraud risk for financial
institutions, as well as legal, reputational, and compliance risks if consumers are harmed.

Financial institutions should understand, verify, and monitor the activities and the entities related
to the account relationship. Although all of the core elements of managing third-party risk
should be considered in payment processor relationships (e.g., risk assessment, due diligence,
and oversight), managing this risk poses an increased challenge for the financial institution when
there may not be a direct customer relationship with the merchant. For example, it may be
difficult to obtain necessary information from the payment processor, particularly if a merchant
is also a payment processor, resulting in a “nested” payment processor or “aggregator”
relationship.

Financial institutions should ensure that their contractual agreements with payment processors
provide them with access to necessary information in a timely manner. These agreements should
also protect financial institutions by providing for immediate account closure, contract
termination, or similar action, as well as establishing adequate reserve requirements to cover
anticipated charge backs. Accordingly, financial institutions should perform due diligence and
account monitoring appropriate to the risk posed by the payment processor and its merchant

! Examples of telemarketing, online businesses. and other merchants that may have a higher incidence of consumer
fraud or potentially illegal activities or may otherwise pose elevated risk include credit repair services, debt
consolidation and forgivencss programs, onlinc gambling-rclated opcrations, govermnent grant or will-writing kits.
pavday or subprime loans. pornography. online tobacco or firearms sales, pharmaceutical sales. sweepstakes. and
magavzine subscriptions. This list is not all-inclusive. -
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base. Risks associated with this type of activity are further increased if neither the payment
processor nor the financial institution performs adequate due diligence on the merchants for
which payments are originated. Financial institutions are reminded that they cannot rely solely
on due diligence performed by the payment processor. The FDIC expects a financial institution
to adequately oversee all transactions and activities that it processes and to appropriately manage
and mitigate operational risks, Bank Secrecy Act (BSA) compliance, fraud risks, and consumer
protection risks, among others.

Potential Risks Arising from Payment Processor Relationships

Deposit relationships with payment processors expose financial institutions to risks not
customarily present in relationships with other commercial customers. These include increased
operational, strategic, credit, compliance, and transaction risks. In addition, financial institutions
should consider the potential for legal, reputational, and other risks, including risks associated
with a high or increasing number of customer complaints and returned items, and the potential
for claims of unfair or deceptive practices. Financial institutions that fail to adequately manage
these relationships may be viewed as facilitating a payment processor’s or merchant client’s
Jraudulent or unlawful activity and, thus, may be liable for such acts or practices. In such cases,
the financial institution and responsible individuals have been subject to a variety of enforcement
and other actions. Financial institutions must recognize and understand the businesses and
customers with which they have relationships and the liability risk for facilitating or aiding and
abetging consumer unfairness or deception under Section 5 of the Federal Trade Commission
Act.

Financial institutions should be alert for payment processors that use more than one financial
institution to process merchant client payments or that have a history of moving from one
financial institution to another within a short period. Processors may use multiple financial
institutions because they recognize that one or more of the relationships may be terminated as a
result of suspicious activity.

Financial institutions should also be on alert for payment processors that solicit business
relationships with troubled financial institutions in need of capital. In such cases, payment
processors will identify and establish relationships with troubled financial institutions because
these financial institutions may be more willing to engage in higher-risk transactions in exchange
for increased fee income. In some cases, payment processors have also committed to purchasing
stock in certain troubled financial institutions or have guaranteed to place a large deposit with the
financial institution, thereby providing additional, much-needed capital. Often, the targeted
financial institutions are smaller, community banks that lack the infrastructure to properly
manage or control a third-party payment processor relationship.

* Under Section 8 of the Federal Deposit Insurance Act. the FDIC has authority to enforce the prohibitions against
Unfair or Deceptive Acts or Practices (UDAP) in the Federal Trade Commission Act. UDAP violations can result in
unsatisfactory Community Rcinvestment Act ratings, compliance rating downgradcs, restitution to consumcrs, and
the pursuit of civil money penalties.
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Financial institutions also should be alert to an increase in consumer complaints about payment
processors and/or merchant clients or an increase in the amount of returns or charge backs, all of
which may suggest that the originating merchant may be engaged in unfair or deceptive practices
or may be inappropriately obtaining or using consumers’ personal account information to create
unauthorized RCCs or ACH debits. Consumer complaints may be made to a variety of sources
and not just directly to the financial institution. They may be sent to the payment processor or
the underlying merchant, or directed to consumer advocacy groups or online complaint Web sites
or blogs. Financial institutions should take reasonable steps to ensure they understand the type
and level of complaints related to transactions that it processes. Financial institutions should also
determine, to the extent possible, if there are any external investigations of or legal actions
against a processor or its owners and operators during initial and ongoing due diligence of
payment processors.

Financial institutions should act promptly to minimize possible consumer harm, particularly in
cases involving potentially fraudulent or improper activities relating to activities of a payment
processor or its merchant clients. Appropriate actions include filing a Suspicious Activity
Report,’ requiring the payment processor to cease processing for a specific merchant, freezing
certain deposit account balances to cover anticipated charge backs, and/or terminating the
financial institution’s relationship with the payment processor.

Risk Mitigation

Financial institutions should delineate clear lines of responsibility for controlling risks associated
with payment processor relationships. Controls may include enhanced due diligence; effective
underwriting; and increased scrutiny and monitoring of high-risk accounts for an increase in
unauthorized returns, charge backs, suspicious activity, and/or consumer complaints.
Implementing appropriate controls for payment processors and their merchant clients can help
identify payment processors that process items for fraudulent telemarketers, online scammers, or
other unscrupulous merchants and help ensure that the financial institution is not facilitating
these transactions. Appropriate oversight and monitoring of these accounts may require the
involvement of multiple departments, including information technology, operations, BS A/anti-
money laundering (AML), and compliance.

Due Diligence and Underwriting

Financial institutions should implement policies and procedures designed to reduce the
likelihood of establishing or maintaining inappropriate relationships with payment processors
used by unscrupulous merchants. Such policies and procedures should outline the bank’s
thresholds for unauthorized returns, the possible actions that can be taken against payment
processors that exceed these standards, and methods for periodically reporting such activities to
the bank’s board of directors and senior management.

® The U.S. Department of Treasury's Regulation 31 (CFR 103.18) requires that every federally supervised banking
organization filc a SAR when the institution dctects a known or suspccted violation of federal law. Part 353 of the
FDIC’s Rules and Regulations addresses SAR filing requirements and makes them applicable to all state-chartered
financial institutions that are not members of (he Federal Reserve System.
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As part of such policies and procedures, financial institutions should develop a processor
approval program that extends beyond credit risk management. This program should include a
due diligence and underwriting policy that, among other things, requires a background check of
the payment processor, its principal owners, and its merchant clients. This will help validate the
activities, creditworthiness, and business practices of the payment processor, as well as identify
potential problem merchants. Payment processors may also process transactions for other
payment processors, resulting in nested payment processors or aggregator relationships. The
financial institution should be aware of these activities and obtain data on the nested processor
and its merchant clients. Nested processors and aggregator relationships pose additional
challenges as they may be extremely difficult to monitor and control; therefore, risk to the
institution is significantly elevated in these cases.

Controls and due diligence requirements should be robust for payment processors and their
merchant clients. At a minimum, the policies and procedures should authenticate the processor’s
business operations and assess the entity’s risk level. An assessment should include:

e Identifying the major lines of business and volume for the processor’s customers;

e Reviewing the processor’s policies, procedures, and processes to determine the adequacy
of due diligence standards for new merchants;

e Reviewing corporate documentation, including independent reporting services and, if
applicable, documentation on principal owners;

e Reviewing the processor’s promotional materials, including its Web site, to determine the
target clientele;”

e Determining if the processor re-sells its services to a third party that may be referred to as
an agent or provider of “Independent Sales Organization opportunities” or a “gateway
arrangement”” and whether due diligence procedures applied to those entities are
sufficient;

e Visiting the processor’s business operations center;

e Reviewing appropriate databases to ensure that the processor and its principal owners and
operators have not been subject to law enforcement actions; and,

e Determining whether any conflicts of interest exist between management and insiders of
the financial institution.

* Sce footnote 1 for examples of potentially high-risk arcas.

* An Independent Sales Organization is an outside company contracted to procure new merchant relationships.
Gateway arrangements are similar to Internet service providers that sell excess computer storage capacity to third
partics. who in tum distributc computcr scrvices to other individuals unknown to the provider. The third party
would make decisions about who would be receiving the service. although the provider would be responsible for the
ultimate storage capacity.
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Financial institutions should require that payment processors provide information on their
merchant clients, such as the merchant’s name, principal business activity, location, and sales
techniques. The same information should be obtained if the merchant uses sub-merchants (often
called “affiliates”). Additionally, financial institutions should verify directly, or through the
payment processor, that the originator of the payment (i.e., the merchant) is operating a
legitimate business. Such verification could include comparing the identifying information with
public record, fraud databases, and a trusted third party, such as a consumer reporting agency or
consumer advocacy group, and/or checking references from other financial institutions. The
financial institution should also obtain independent operational audits of the payment processor
to assess the accuracy and reliability of the processor’s systems. The more the financial
institution relies on the payment processor for due diligence and monitoring of its merchant
client without direct financial institution involvement and verification, the more important it is to
have an independent review to ensure that the processor’s controls are sufticient and that
contractual agreements between the financial institution and the third-party payment processor
are honored.

Ongoing Monitoring

Financial institutions that initiate transactions for payment processors should implement systems
to monitor for higher rates of returns or charge backs and/or high levels of RCCs or ACH debits
returned as unauthorized or due to insufficient funds, all of which often indicate fraudulent
activity. This would include analyzing and monitoring the adequacy of any reserve balances or
accounts established to continually cover charge-back activity.

Financial institutions are required to have a BSA/AML compliance program and appropriate
policies, procedures, and processes for monitoring, detecting, and reporting suspicious activity.
However, nonbank payment processors generally are not subject to BSA/AML regulatory
requirements, and therefore some payment processors are more vulnerable to money laundering,
identity theft, fraud schemes, and illicit transactions. The FFIEC BSA/AML Examination
Manual urges financial institutions to effectively assess and manage risk associated with third-
party payment processors. As a result, a financial institution’s risk mitigation program should
include procedures for monitoring payment processor information, such as merchant data,
transaction volume, and charge-back history.

Consumer complaints and/or high rates of return may be an indicator of unauthorized or illegal
activity. As such, financial institutions should establish procedures for regularly surveying the
sources of consumer complaints that may be lodged with the payment processor, its merchant
clients or their affiliates, or on publicly available complaint Web sites and/or blogs. This will
help the institutions identify processors and merchants that may pose greater risk.

Similarly, financial institutions should have a formalized process for periodically auditing their
third-party payment processing relationships; including reviewing merchant client lists and
confirming that the processor is fulfilling contractual obligations to verify the legitimacy of its
merchant clients and their business practices.
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Conclusion

The FDIC recognizes that financial institutions provide legitimate services for payment
processors and their merchant clients. However, to limit potential risks, financial institutions
should implement risk mitigation policies and procedures that include oversight and controls
appropriate for the risk and transaction types of the payment processing activities. At a
minimum, Board-approved policies and programs should assess the financial institution’s risk
tolerance for this type of activity, verify the legitimacy of the payment processor’s business
operations, determine the character of the payment processor’s ownership, and ensure ongoing
monitoring of payment processor relationships for suspicious activity, among other things.
Adequate routines and controls will include sufficient staffing with the appropriate background
and experience for managing third-party payment processing relationships of the size and scope
present at the institution, as well as strong oversight and monitoring by the board and senior
management. Financial institutions should act promptly if they believe fraudulent or improper
activities potentially resulting in consumer harm have occurred related to activities of a payment
processor or its merchant clients, in accordance with their duties under BSA/AML policies and
procedures, as well as under Section 5 of the Federal Trade Commission Act, which prohibits
unfair or deceptive acts and practices.

Sandra L. Thompson
Director
Division of Risk Management Supervision

Mark Pearce
Director
Division of Depositor and Consumer Protection
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From: Benardo, Michael B. _

Sent: Monday, April 18, 2011 5:28 PM

To: Pearce, Mark (DCP); Plunkett, Sylvia H.; Miller, Jonathan N.; Brown, Luke H.
Cc: Hartigan, Frank A.; Wirtz, Robert J; Bowman, John B,; Jackwood, John M.
Subject: Redacted L Initial Summary of E Payment Concerns
Attachments: TBPP Artidle V4~ dlean docx

Alfenne

Attached picase find the latest version of the Supervisory Insight (S1) Journal article on Risks Associaled with Third Parly
Payment Processors (TPPP). Please keep in mind that it is not yai finalized. It still needs 1o receive final approval by
George French, and the other Deputies, RDs and the 6th flonr. The schedule for this issue of Si is to publish the issue by
the end of June.

The TPPP working will next analyze the outstanding guidance to determine what, if any, updates are needed. This, along
with a RAC call, should be accomplished by the end of May.

Please iet me know if you have any guestions.
Thank you,

Mike

Michael B. Benardo

Chief, Cyber-Fraud and Financial Crimes Section
Division of Risk Management Supervision

From: Hartigan, Frank A.

Sent: Sunday, April 17, 2011 9:42 AM

To: Benardo, Michael B.; Bowman, John B.; Jackwood, John M.; Wirtz, Robert J.
Cc: Miller, Jonathan N.; Brown, Luke H.

Subject:; Redacted Initial Summary of E-Payment Concerns

Ses Mark Pearce's commants about Third Party Payment Processors.

Mike Benardo  can vou sand the Supsrvisory Insight Journal to Mark, Syhvis, Jonathan, and Luke™ Alsn, pleace provids

an update on the group's efforts on the FiL, exeminer guidance and RALD call.
Thanks,
Frari

From: Hartigan, Frank A.
Sent: Sunday, April 17, 2011 09:37 AM
To: Pearce. Mark (DCR):_Plunkett._Swvlvia H.

Subject: | Redacted {Initial Summary of E-Payment Concerns
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Step one is the article for the Supervisery insight Journal which goes out 1o bankers and axaminars, 'l have Mike
Benardo send the varsion which is ready for production,

Step two is a Financial nstitution Letter which should De easy to prepare now that the article is draft, We'll push to get a
draft by the end of the month.

Other steps are more guidance for examiners followerd by a BAC call.

The companias are out there - they've already proliferated. Cur chalienges is te identify them and effectively deal with
therm. Our supervisory strategy needs more work. $o far we've done only Orders but no CMP or restitution for harmed
consumers. in San Francisco we wanted to do more but didn't get the support we needed. Legal was a major obstadle,
O has had 2 public cases with Orders, CAWP and restitution.

From: Pearce, Mark (DCP)
Sent: Sunday, April 17, 2011 07:39 AM
To: Hartigan, Frank A.; Plunkett, Sylvia H.

Subject:! Redacted Initial Summary of E Payment Concerns

Where are we on our next steps list for these TPPPs? | am worried about the proliferation of these issues.
m.

This material has been redacted as non-responsive.
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This material has been redacted as non-responsive.
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This material has been redacted as non-responsive.

Privileged & Confidential FDICHOGR00002584



This material has been redacted as non-responsive.
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Managing Risks in Third-Party Payment Processor Relationships

During the past few years, the Federal Deposit Insurance Corporation (FDIC) has
observed an increase in the number of deposit relationships between financial institutions and
third-party payment processors and a corresponding increase in the risks associated with these
relationships. Deposit relationships with payment processors can expose financial institutions to
risks not present in typical commercial customer relationships, including greater strategic, credit,
compliance, transaction, legal, and reputation risk. It was for this reason in 2008 that the FDIC
issued Guidance on Payment Processor Relationships which outlines risk mitigation principles

for this type of higher-risk activity."

Although many payment processors effect legitimate payment transactions for a variety
of reputable merchants, an increasing number of processors have been initiating payments for
abusive telemarketers, deceptive online merchants, and organizations that engage in high risk or
illegal activities. In the absence of adequate monitoring systems and controls, a financial
institution could be facilitating unauthorized transactions and, ultimately, unfair and deceptive
practices resulting in financial harm to the consumer. Therefore, it is essential that financial

institutions and examiners recognize and understand the risks associated with these relationships.

This article explains the role of third-party payment processors and the risks they can
present to financial institutions, identifies warning signs that may indicate heightened risk in a

payment processor relationship, and discusses the risk mitigation controls that should be in place

1. . oL .
Financial Institution Letter (FIL) 127-2008. Guidance on Payment Processor Relationships, datcd November 7, 2008. Scc:
hito: Jweewdcic.gev/msvenews financia/SCOEBICE 127 bimi
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to manage this risk. The article concludes with an overview of supervisory remedies that may be
used when it is determined that a financial institution does not have an adequate program in place
for monitoring and addressing the risks associated with third-party payment processor

relationships.

Background

The core elements of managing third-party risk are present in payment processor
relationships (e.g., risk assessment, policies and procedures, due diligence, and oversight).
However, managing these risks can be particularly challenging as the financial institution does
not have a direct customer relationship with the payment processor’s merchant clients.
Furthermore, the risks associated with this type of activity are heightened when neither the
payment processor nor the financial institution performs adequate due diligence, such as
verifying the identities and business practices of the merchants for which payments are

originated and implementing a program of ongoing monitoring for suspicious activity.

For example, in a typical third-party payment processor relationship, the payment
processor is a deposit customer of the financial institution which uses its deposit account to
process payments for its merchant clients. The payment processor receives lists of payments to
be generated by the merchant clients for the payment of goods or services and initiates the
payments by creating and depositing them into a transaction account at a financial institution. In
some cases, the payment processor may establish individual accounts at the financial institution
in the name of each merchant client and deposit the appropriate payments into these accounts.

The merchant may then be a co-owner of the deposit account and make withdrawals from the
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account to receive its sales proceeds, or the payment processor may periodically forward the
sales proceeds from the account to the merchant. Alternatively, the payment processor may
commingle payments originated by the merchant clients into a single deposit account in the name
of the payment processor. In this case, the payment processor should maintain records to

allocate the deposit account balance among the merchant clients.

Payment Types Used by Third-Party Payment Processors

Payment processors may offer merchants a variety of alternatives for accepting payments
including credit and debit card transactions, traditional check acceptance, Automated Clearing
House (ACH) debits and other alternative payment channels. The potential for misuse or fraud
exists in all payment channels. However, the FDIC has observed that some of the most
problematic activity occurs when originating ACH debits or creating and depositing remotely

created checks.

Automated Clearing House Debits

The ACH network is a nationwide electronic payment network which enables
participating financial institutions to distribute electronic credit and debit entries to bank

accounts and settle these entries.

Common ACH credit transfers include the direct deposit of payroll and certain benefits
payments. Direct debit transfers also may be made through the ACH network and include
consumer payments for insurance premiums, mortgage loans, and other types of bills. Rules and

regulations governing the ACH networks are established by NACHA - The Electronic Payments
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Association (formerly National Automated Clearing House Association) and the Board of

Governors of the Federal Reserve.

Third-party payment processors initiate ACH debit transfers as payments for merchant
clients by submitting these transfers, which contain the consumer’s financial institution routing
number and account number (found at the bottom of a check) to their financial institution to enter
into the ACH networks. Telemarketers and online merchants obtain this information from the
consumer and transmit it to the payment processor to initiate the ACH debit transfers. The risk
of fraud arises when an illicit telemarketer or online merchant obtains the consumer’s account
information through coercion or deception and initiates an ACH debit transfer that may not be

fully understood or authorized by the consumer.

As with all payment systems and mechanisms, the financial institution bears the
responsibility of implementing an effective system of internal controls and ongoing account
monitoring for the detection and resolution of fraudulent ACH transfers. If an unauthorized
ACH debit is posted to a consumer's account, the procedures for resolving errors contained in the
Federal Reserve Board’s Regulation E, which governs electronic funds transfers,’ provide the
consumer 60 days after the financial institution sends an account statement to report the
unauthorized ACH debit.* Regulation E requires the consumer’s financial institution to

investigate the matter and report to the consumer the results of the investigation within a

“ NACH \ establishes the rules and procedures governing the exchange ot automated clearinghouse payments See
http: /www.nacha.org/c achrules.ctim.

* Provisions of the Federal Reserve Board’s Regulation E establish the rights, liabilities. and responsibilities of participants in electronic fund
transter systems, such as automated teller machine transters, telephone bill-payment services. point-ot-sale terminal transters, and preauthorized
lrans[ers from or to a consumer's account.

*12 CIFR Section 205 11
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prescribed time frame. In the case of an ACH debit, when a consumer receives a refund for an
unauthorized debit, ACH rules permit the consumer's financial institution to recover the amount

of the unauthorized payment by returning the debit item to the originating financial institution.

Remotely Created Checks

Remotely Created Checks (RCCs), often referred to as “demand drafts,” are payment
instruments that do not bear the signature of a person on whose account it is drawn. In place of
the signature, the RCC bears the account holder's printed or typed name, or a statement that the
accountholder’s signature is not required or the account holder has authorized the issuance of the
check. Similar to the initiation of an ACH debit transfer, an account holder authorizes the
creation of an RCC by providing his financial institution’s routing number and his account
number. Examples of RCCs are those created by a credit card or utility company to make a
payment on an account, or those initiated by telemarketers or online merchants to purchase

goods or services.

The risk of fraud associated with RCCs is often greater than the risk associated with other
kinds of debits that post to transaction accounts. For example, an illicit payment originator
might obtain a consumer's account information by copying it from an authorized check or
misleading the consumer into providing the information over the telephone or the Internet. Once
the necessary information is obtained, the payment originator can generate unauthorized RCCs
and forward them for processing. Similar to the responsibilities associated with the ACH
network, the financial institution should implement an effective system of internal controls and

account monitoring to identify and resolve the unauthorized RCC. However, because RCCs are
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cleared in the same manner as traditional checks, there is no way to differentiate between the two

and, therefore, no efficient way to measure the volume or use of RCCs.

RCCs may be processed as a paper item through the customary clearing networks or
converted to and processed as an ACH debit. However, check clearing and ACH rules differ as
to the re-crediting of an accountholder for an unauthorized RCC and how losses are allocated by
and between the participating financial institutions. RCCs processed as checks are governed by
provisions of the Uniform Commercial Code (UCC) and the Expedited Funds Availability Act,’
as implemented by Regulation CC. RCCs converted to ACH debits are governed by applicable

ACH rules, the Electronic Fund Transfer Act, and Regulation E.

In response to heightened concern about the risk of fraud, in 2005 the Board of
Governors of the Federal Reserve amended Regulation CC to transfer the liability for losses
resulting from unauthorized RCCs.® At the same time, the Board also amended Regulation J (the
Collection of Checks and Other Items by Federal Reserve Banks and Funds Transfers Through
Fedwire) to clarify that certain warranties, similar to those provided under the UCC, apply to
RCCs collected through the Reserve Banks. In conjunction with Regulation CC, the
amendments to Regulation J shifted the liability for losses attributed to unauthorized RCCs to the
financial institution where the check is first deposited as this institution is in the best position to
know its customer (the creator of the RCC) and determine the legitimacy of the deposits. The

liability also creates an economic incentive for depository institutions to perform enhanced due

® The Expedited Funds \vailability Act (EF\A) enacted in 1987, addresses the issue of delaved availability of tinds by banks The EFA\
requires banks to (1) make funds deposited in transaction accounts available to customers within specitied time frames. (2) pay interest on
interest-bearing (ransaction accounts not later than the day the bank receives credil, and (3) disclose funds-availability policies Lo cusloniers.

6 Eftective July 1, 2006 [70 Fed Reg 71218-71226 (November 28, 2003)]
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diligence on those customers depositing RCCs. Furthermore, by providing the paying financial
institution with the ability to recover against the financial institution presenting the unauthorized

RCC, it should make it easier for customers to obtain re-credits.’

Types of High Risk Payments

Although many clients of payment processors are reputable merchants, an increasing
number are not and should be considered “high risk.” These disreputable merchants use
payment processors to charge consumers for questionable or fraudulent goods and services.
Often a disreputable merchant will engage in high pressure and deceptive sales tactics, such as
aggressive telemarketing or enticing and misleading pop-up advertisements on Web sites. For
example, consumers should be cautious when Web sites offer “free” information and ask
consumers to provide payment information to cover a small shipping and handling fee. In some
instances and without proper disclosure, consumers who agreed to pay these fees, often found
their bank accounts debited for more than the fee and enrolled in costly plans without their full
understanding and consent.® Still other disreputable merchants will use processors to initiate
payments for the sale of products and services, including, but not limited to, unlawful Internet

gambling and the illegal sale of tobacco products on the Internet.

Generally, high-risk transactions occur when the consumer does not have a familiarity
with the merchant, or when the quality of the goods and services being sold is uncertain.

Activities involving purchases made over the telephone or on the Internet tend to be riskier in

7 Changes to Federal Reserve Bank Operating Circular No. 3 on the Collection of Cash Items and Returned Checks clarifies that clectronically
created images (including RCC items)that were not originally captured from paper are not eligible to be processed as Check 21 items (ettective
July 15, 2008). wa o frisgrd Husirepyiations pdifensratmg sirenlar 3 pdi

# Rules governing the use of telemarketing require verifiable authorization of payment for services See the Federal Trade Commission
Telemarketing Sales Rule [16 CIFR 310]. See: hitp://«wewse. fie povios 2002/ s finabiviz. pdi
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that the consumer cannot fully examine or evaluate the product or service purchased. Similarly,

the consumer may not be able to verify the identity or legitimacy of the person or organization

making the sale.

Some merchant categories that have been associated with high-risk activity include, but

are not limited to:
* Ammunition Sales
= (Cable Box de-scramblers
*  Coin Dealers
* (Credit Card Schemes
= Credit Repair Services
* Dating Services
* Debt Consolidation Scams
* Drug Paraphernalia
* Escort Services
» Firearms Sales
»  Fireworks Sales
* Gambling
»  @Get Rich Products
= Government Grants

=  Home-Based Charities

Life Time Guarantees
Life Time Memberships
Lottery Sales

Mailing Lists/Personal Info
Money Transfer Networks
Pyramid Type Sales
PayDay Loans
Pharmaceutical Sales
Pornography

Ponzi Schemes

Racist materials
Surveillance equipment
Telemarketing

Tobacco Sales

Travel clubs

Of particular concern, the FDIC and other federal regulators have seen an increase in

payment processors initiating payment for online gaming activities that may be illegal. The
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Unlawful Internet Gambling Enforcement Act of 2006 (UIGEA) prohibits financial institutions
from accepting payments from any person engaged in the business of betting or wagering with a
business in unlawful Internet gambling (see the FDIC’s Financial Institution Letter on the

Unlawful Internet Gambling Iinforcement Act, FIL-35-2010, dated June 30, 201 O).9

High-Risk Payment Processor Relationship Warning Signs

Financial institutions and examiners should be aware of the warning signs that may
indicate heightened risk in a payment processor relationship. One of the more telling is a high
volume of consumer complaints that suggest a merchant client is inappropriately obtaining
personal account information;, misleading customers as to the quality, effectiveness, and
usefulness of the goods or services being offered; or misstating the sales price or charging
additional, and sometimes recurring, fees that are not accurately disclosed or properly authorized
during the sales transaction. However, this may be somewhat difficult to determine in that it
may be almost impossible for financial institutions and examiners to know if consumers are
submitting complaints directly to the payment processor or the merchants. One way that
financial institutions and examiners can determine if consumers are making complaints or
voicing their dissatisfaction is to review certain Web sites, such as those for regional Better
Business Bureaus, or blogs intended to collect and share such information to alert other

consumers.

Financial institutions with third-party payment processor relationships should consider

monitoring the Internet for complaints that mention them by name. The financial institution’s

12 CFR Part 233 Regulation GG, Financial Institution Letter (FIL) 35-2010. Unlawful Internet Gambling Enforcement Aect, dated June 30,
2010 See http //www tdic gov/news/news/tinancial/2010/1110035 html

9
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name typically appears on the face of a RCC or in the record of an ACH debit. As a result,
consumers often associate the financial institution with the transaction and may complain about
the institution facilitating the payment. Complaints also may be lodged with the depository
financial institution by the financial institution of the consumer whose account was charged. As
required by statute and federal regulation, the depository financial institution must acknowledge,

research, and respond to each complaint made directly to them.

Another indication of the potential for heightened risk in a payment processor
relationship is a large number of returns or charge backs. Consumers who are dissatistied with
goods or services delivered or provided, or consumers who feel they were deceived or coerced
into providing their account information, can request their financial institution return the RCC or
ACH debit to the depository financial institution as an unauthorized transaction. In addition,
items may be returned if insufficient funds are available to cover the unauthorized items,
resulting in the consumer’s account being overdrawn. In these circumstances, the items often are
returned as “NSF” rather than as “unauthorized.” Accordingly, financial institutions with
payment processor relationships should implement systems to monitor for higher rates of returns

or charge backs, which can be evidence of fraudulent activity.

Another warning sign is a significant amount of activity which generates a higher than
normal level of fee income. In an increasingly competitive market place, financial institutions
are looking for ways to grow non-interest fee income, and this is especially true for troubled
institutions. Although fee income from third-party payment processor relationships may benefit

an institution’s bottom line, it can indicate an increased level of risk. Side agreements may be

10
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established between payment processors and financial institutions, whereby the payment
processor pays the institution a fee for each item deposited, generating a higher level of fee
income. However, the greatest source of income from these relationships tends to be returned
item fees. Financial institutions routinely charge deposit customers a fee for each returned item.
Because payment processors may generate a high volume of returned items, the fee income

associated with this activity is typically much higher.

As a caveat, financial institutions and examiners should be alert for payment processors
that use more than one financial institution to process merchant client payments, or nested
arrangements where a payment processor’s merchant client is also doing third-party payment
processing. Spreading the activity among several institutions may allow processors that engage
in inappropriate activity to avoid detection. For example, a single institution may not detect high
levels of returned items if they are spread among several financial institutions. Payment
processors also may use multiple financial institutions in case one or more of the relationships is

terminated as a result of suspicious activity.

Finally, another troubling development is payment processors that purposefully solicit
business relationships with troubled institutions in need of capital. Payment processors identify
and establish relationships with troubled institutions as these institutions may be more willing to
engage in higher-risk transactions in return for increased fee income. In some cases, payment
processors have made a commitment to purchase stock in certain troubled financial institutions

or guarantee to retain a large deposit with the institution, thereby providing additional, needed

11
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capital. Often, the targeted financial institutions are smaller, community banks that lack the

infrastructure to properly manage or control a third-party payment processor relationship.

Risk Controls

A framework for prudently managing relationships with third-party payment processors
was communicated in the FDIC’s 2008 Guidance on Payment Processor Relationships."®
Financial institutions in relationships with payment processors should establish clear lines of
responsibility for controlling the associated risks. Such responsibilities include effective due
diligence and underwriting, as well as ongoing monitoring of high-risk accounts for an increase
in unauthorized returns and suspicious activity and maintenance of adequate balances or reserves
to cover expected high levels of returned items. The relationship should be governed by a
written contract between the financial institution and the third-party payment processor which
outlines each party’s duties and responsibilities. Implementing appropriate and effective controls
over payment processors and their merchant clients will help identify those processors working
with fraudulent telemarketers or other unscrupulous merchants and help ensure the financial

institution does not facilitate such transactions.

Due Dilicence and Underwriting

Due diligence and prudent underwriting standards are critical components of a risk
mitigation program. Financial institutions should implement policies and procedures that reduce
the likelihood of establishing or maintaining a relationship with payment processors through

which unscrupulous merchants can access customers’ deposit accounts.

10, . Lo _ . .
Financial Institution Letter (FIL) 127-2008, Guidance on Payiment Processor Relationships. November 7, 2008.
hito: Jwveow dgic. gen/asvenew s financia2COE HICE1 27 himi
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Financial institutions that initiate transactions for payment processors should develop a
processor approval program that extends beyond credit risk management. This program should
incorporate an effective due diligence and underwriting policy that, among other things, requires
background checks of payment processors and merchant clients. A processor approval program
will help validate the activities, creditworthiness, and business practices of the payment
processor and should, at a minimum, authenticate the processor’s business operations and assess

the entity’s risk level. Any processor assessment should include:

* Reviewing the processor’s promotional materials, including its Web site, to determine the

target clientele.

* Determining if the processor re-sells its services to “Independent Sales Organizations” (a
company contracted to procure new merchant relationships) or through “gateway
arrangements” (selling excess capacity to third parties, which in turn sell services to other

individuals unknown to the payment processor).

»  Reviewing the processor’s policies, procedures, and processes to determine the adequacy

of due diligence standards for new merchants.

* Identifying the major lines of business and volume for the processor’s customers.

13
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Maintaining appropriate balances or reserves for each individual merchant based on the
type of client and the risk involved in the transactions processed and the expected volume

of returned items.

Reviewing corporate documentation, obtaining information on the processor from

independent reporting services and, if applicable, documentation on principal owners.

Visiting the processor’s business operations center.

Requesting copies of consumer complaints and the procedures for handling consumer

complaints and redress.

Information pertaining to any litigation, and actions brought by federal, state, or local

regulatory or enforcement agencies.

Information about the history of returned items and customer refunds.

Financial institutions should require the payment processor to provide information on its

merchant clients, such as the merchant’s name, principal business activity, geographic location,

and sales techniques. Additionally, financial institutions should verify directly, or through the

payment processor, that the originator of the payment (i.e., the merchant) is operating a

legitimate business. Such verification could include comparing the identifying information with

public record, fraud databases and a trusted third party, such as a credit report from a consumer

14
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reporting agency or the state Better Business Bureau, or checking references from other financial

institutions.

Ongoing Monitoring

Financial institutions are required to have a Bank Secrecy Act/Anti-Money Laundering
(BSA/AML) compliance program and appropriate policies, procedures, and processes in place
for monitoring, detecting, and reporting suspicious activity.'' However, non-bank payment
processors generally are not subject to BSA/AML regulatory requirements and, therefore, some
payment processors may be vulnerable to money laundering, identity theft, fraud schemes, and
illicit transactions. The Federal Financial Institutions Examination Council BSA/AML
Examination Manual urges financial institutions to effectively assess and manage risk with
respect to third-party payment processors. As a result, a financial institution’s risk mitigation
program should include procedures for monitoring payment processor information, such as

merchant data, transaction volume, and charge-back history."

Appropriate Supervisory Responses

In those instances where examiners determine that a financial institution fails to have an
adequate program in place to monitor and address risks associated with third-party payment
processor relationships, formal or informal enforcement actions may be appropriate. Formal

actions have included Cease and Desist Orders under Section 8(b) or 8(c) of the Federal Deposit

"' Banks bank holding companics and their subsidiarics arc required by federal regulations to file a Suspicious Activitv Report if they know
suspect. or have reason to suspect the transaction may involve potential money laundering or other illegal activity: is designed to evade the Bank
Secrecy Act or its implementing regulations: has no business or apparent lawtul purpose. or is not the type of transaction in which particular
customer would normally be ¢xpected to engage. Sce 12 CFR 333

(http:/www ttiec gov/bsa_aml mtob%e/pfigeq m"mual/regul"monill2( FR353 htm) and 31 CFR 103 18

(htp vy fiiec zovihsa_wmi_initoba: /pages_manual P

12 8ee: “Third Party Pavment Processors Overview,” from the Bank Secrecy Act/Anti Moneyv Laundering Examination Manual.
Qito; hwww Hiec.zovbes wmi tniobase pages manual' QLM G673 e
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Insurance (I'DI) Act, as well as assessment of Civil Money Penalties under Section 8(i) of the
FDI Act. These orders have required the financial institution to immediately terminate the high

risk relationship and establish reserves or funds on deposit to cover anticipated charge backs.

As appropriate, the examiner will determine if financial institution management has
knowledge that the payment processor or the merchant clients are engaging in unfair and
deceptive practices in violation of Section 5 of the Federal Trade Commission Act. In those
cases where a financial institution does not conduct due diligence, accepts a heightened level of
risk, and allows transactions for high-risk merchants to pass though it, it may be determined that
the financial institution is aiding and abetting the merchants. This also could indicate a disregard
for the potential for financial harm to consumers and, as a result, the financial institution may be

subject to civil money penalties or required to provide restitution.

Conclusion

Deposit relationships with payment processors expose financial institutions to risks that
may not be present in relationships with other commercial customers. To limit potential risks,
financial institutions should implement risk mitigation policies and procedures that include
appropriate oversight and controls commensurate with the risk and complexity of the activities.
At a minimum, risk mitigation programs should provide that the financial institution assess its
risk tolerance for this type of activity, verify the legitimacy of the payment processor’s business

operations, and monitor payment processor relationships for suspicious activity.

16
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Financial institutions should act promptly if they believe fraudulent or improper activities

have occurred related to a payment processor’s activities. Appropriate actions may include filing

a Suspicious Activity Report, requiring the payment processor to cease processing for that

specific merchant, or terminating the financial institution’s relationship with the payment

processor. Should it be determined that a financial institution does not have an adequate

program in place to monitor and address the risks associated with third-party payment processor

relationships, an appropriate supervisory response will be used to require the financial institution

to correct the deficiencies.

Michael B. Benardo
Chief, Cyber-Fraud and Financial Crimes Section
Division of Risk Management Supervision

mbenardoi@idic. gov

Robert J. Wirtz
Assistant Regional Director (Compliance)

Division of Depositor and Consumer Protection

rwirtzigfdic gov

Kathryn M. Weatherby

Examination Specialist (Fraud)
Cyber-Fraud and Financial Crimes Section
Division of Risk Management Supervision

fweatherbyididic gov
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Sent: Thursday, June 27, 2013 4:58 PM
To:
Cc:
Subject: RE: Creating new matters in ALIS

Ma'arn - Could you please create for Lance and me a matter called "Operation Chokepoint”? We are working on a multi-
agancy taskforce haaded by DOJ that focuses on third party payment processors and thelr ralationshups with banks and
the ACH network. As part of that project we are reviewing subpoenas served upon financial institutions and 1AFs.

Let me know if you have any questions or need any additional info.

[car you pretty that un and make it work?

From:

Sent: Thursday, June 27, 2013 4:45 PM
To: Legal Consumer Section

Subject: Creating new matters in ALIS

Good afternoon everyone. Regardless of the status of new ALIS matters with Chris TA,
there continue to be a steady flow of new matters coming from DCP. Some of you have
created several already. In early June, I had offered to create matters in ALIS once it
went live for consumer matters and sent around a spreadsheet for each office for that
purpose.

To the extent that you have matters not yet created and would like some help with that,
I am available to help create them tomorrow or Monday. If so, please send me your
list.

Today I also recorded a CMP payment in ALIS if anyone has questions on doing that.

Thanks.

Management Analyst

Legal Division, Consumer Section
Federal Deposit Insurance Corporation
550 17th Street, NW

Washington, DC 20429 0002
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From:

Sent: Wednesday, July 24, 2013 9:59 AM

To:

Cc:

Subject: RE: Did you open Project Chokepoint (our DOJ /Spike Lee Joint) on Go Ask ALIS?

Mo worries. Thanks.

From: I
Sent: Wednesday, July 24, 2013 9:41 AM

Subject: RE: Did you open Project Chokepoint (our DOJ /Spike Lee Joint) on Go Ask ALIS?

Opening it now as | type this sorry for the delay.

Management Analyst

Legal Division, Consumer Section
Federal Deposit Insurance Corporation
550 17th Street, NW

Washington, DC 20429-0002

From: |
Sent: Tuesday, July 23, 2013 4:02 PM
To:
Cc:
Subject: Did you open Project Chokepoint (our DOJ /Spike Lee Joint) on Go Ask ALIS?

Counsel, Consumer Enforcement Unit
Legal Division, FDIC

FDICHOGR00003559



This material has been redacted.

April 2, 2014

M. Anthony Lowe

Regional Director

Federal Deposit Insurance Corporation
Chicago Regional Office

300 South Riverside Plaza, Suite 1700
Chicago, IL 60606

Charles Vice

Commissioner

Commonwealth of Kentucky

Public Protection Cabinet
Department of Financial Institutions
1025 Capital Center, Suite 200
Frankfort, KY 40601

RE: Response to ltem 2 of Memorandum of Understanding

Gentlemen:

Enclosed you will find our Due Diligence Program (“Program”) that was drafted pursuant to item 2 of a
Memorandum of Understanding (M@®U) among the Bank, the Regional Birector of the Federal Deposit
Insurance Corporation and the Commissioner of the Kentucky Department of Financial Institutions,
effective February 3, 2014. The Program will be incorporated into our Policy which we anticipate will be

presented to the Board in the second quarter.

If yﬂn have any questions regarding this analysis, feel free to contact me até Redacted

This material has been redacted.
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Customer Awareness

The Bank ‘will make conscientious efforts to inform it customer base of known or

perceived threats and risks associated with associated with ACH origination activity.

Non-Qualified and High Risk Customer List

The following is @ sample:listing of the types of companies/merchants The Bank
considers an unacceptable business category from which to accept ACH files for
processing or High Risk business or services that require additional due diligence.

1. Restricted Products, Services and Methods of selling:

Auctions
Bail Bond Services
Bars/Taverns (not serving food)
" Credit Restoration, Debt Relief Services
Modeling Agencies
Resort Land Promotioris
Talent Booking Agencies
Third Party Hotel Reservation Services.
Vitamin and Supplement Sales

2. Prohibited Products and Services: .

Adult Entertainment

Check Cashing. Institutions
Companion or Escort Services
Debt Relief Services

Drug Paraphernalia
Gambling Establishments
Lotteries or Raffles

Massage Parlors

Nested Payment Processors
Payday Lenders

Ponzi Schemes
Pornographic/Adult Materials
Sexual Encountcr. Agencics
Tattoo. Parlors

Tax Anticipation Pregrams

1071072013
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3. Prohibited Methods of Selling:

¢ Door to Door
¢ Flea Markets
¢ Neighborhood Party Sales.
« Pyramid/Multi-Level Sales

4. High Risk Merchant Types

Short term loans with high interest rates
Ammunition Sales

“As Seenon TV”.

Credit Card Schemes
Escort Service
Firearms/Fireworks Sales
Get Rich Product
Government Grants
Home Based Charities
Lifetime Guarantees
Pawn Shops

Pyramid Type Sales
Pharmaceutical Sales
Raffle/Sweepstakes
Surveillance equipment
Telemarketing

Tobacco Sales

@ther Payment Processors

® o 6 & & o & e o © o © @ © o o o o

Additional Guidelines for Internet Merchant Customers

It is the responsibility of an evaluating officer to conduct thorough underwriting
reviews of customers whose business operations involve Internet sales using bank
and trade verifications. During the underwriting process, the: customer relationship

officer is to determine whether heightened fraud and returned item risk warrants the .

use of additional risk mitigation tf:chniques, such as establishing a reserve.

Electronic commerce over the Internet poses privacy and security concerns to the
Bank, and those concerns are to be addressed in an officer’s initial underwriting,
including the assurance of the appropriate security of transactions in addition to
stored. data by the customer. are properly provided for. Such security techniques

include secured servers and data .encryption technologies (e.g., Secured Socket:

Layers) to help protect data and transaction integrity. Therefore, an Internet based

business customer is required by thie Bank as part of its credit underwrmng approval

process (0 have the following items appear on its website:

1071072013
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This material has been redacted.
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Federal Deposit Insurance Corporation
Division of Supervision and Consumer Protection Consumer Response Center

2345 Grand Boulevard, Suite 100 1-800-378-9581
Kansas City, M® 64108 Fax number 703-812-1020

August 18.2010

Redacted

This material has been redacted.

We have completed our review of your email and the Bank’s research into your experience with
the bill payment service it offers.” The FDIC contacted the Bank on your behalf and received the
enclosed response.

You used the Redacted {(bill payment service)
interface to make a $192.37 payment. When the bill payment service set up the Bank’s account,
the incorrect routing number was input. The Bank became aware that bill payment service
customers were being negatively impacted by this input error and it placed a notice on its website

; Redacted ‘alerting depositors that payments were being retumed and
providing a telephone number for customers to use to regarding the situation.

Please refer to the enclosed terms and conditions of the bill pay service, which explains payment
scheduling/authorization/methods and other features. The Bank credited your checking account
on July 7, the same day that you discussed this matter with its representative. We enclose the
Winter edition of the FIIC’s Consumer News, as this issue contains inforrnation pertaining to
on-line banking.

We hope this helps to resolve the matter. The FDIC appreciates hearing from the public, as these
letters provide comment to the banking industry and help us tailor examinations to areas of
.concern. If youwould like to discuss this response please contact me at, 800.756.3558, x-8116
(8:a.m. — 5:p.m. Pacific Time, M-F).

Enclosures

Redacted
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Terms and Conditions Page 9 of 19

GOVERNING LAW

This Agreement shall be governed by and construed in accordance with the laws of the State of Georgia, .
without regard to its conflicts of laws provisions. To the extent that the terms of this Agreement conflict t
with applicable state or federal law, such state or federal law shall replace such conflicting terms only to
the extent required by law. Unless expressly stated otherwise, all other terms of this Agreement shall
remain in full force and effect.

THE FOREGOING SHALL CONSTITUTE THE SERVICE'S. ENTIRE LIABILITY AND YOUR
EXCLUSIVE REMEDY. IN'NO EVENT SHALL THE SERVICE BE LIABLE FOR ANY DIRECT,
INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES,
INCLUDING LOST PROFITS (EVEN IF ADVISED OF THE POSSIBILITY THEREOF) ARISING
IN ANY WAY OUT OF THE INSTALLATION, USE, OR MAINTENANCE OF THE EQUIPMENT,
SOFTWARE, AND/OR THE SERVICE.

TERMS OF USE (| Redacted  Personal Payments Service)

Last updated May 6, 2010.

; Redacted (hereinafter "we" or "us") in connection with the! Redacted
Personal Payments Service (the "Service") offered through ouronline banking site (the "Site").
This Agreement applies to your use of the Service and the portion of the Site through which the
Service is offered..

2. Service Providers. We are offering you the Service through one or more "Service Providers" that

we have engaged to render some or all of the Service to you on our behalf. You agree that we

have the right under this Agreement to delegate to Service Providers all of the rights and
performance obligations that we have under this Agreement, and that the Service Providers will be
third party beneficiaries of this Agreement and will be entitied to all the rights and protections that

this Agreement provides to us. "Service Provider" and certain other terms are defined in a

"Definitions" section at the bottom of this Agreement.

Amendments. We may amend this Agreement and any applicable fees and charges for the

Service at any time by posting a revised version on the Site. The revised version will be effective

at the time it is posted unless a delayed effective date is expressly stated in the revision. Any use

of the Service after a notice of change will constitute your agreement to such changes. Further, we
may, from time to time, revise or update the Service and/or related applications or material, which
may render all such prior versions obsolete. Consequently, we reserve the right to terminate this

Agreement as to. all such prior versions of the Service, and/or related applications and material and.

limit access to only the Service's more recent revisions and updates.

4. Our Relationship With You. We are an independent contractor for all purposes, except that we
act as your agent with respect to the custody of vour funds for the Service. We do not have control
of, or liability for, any products or services that are paid for with our Service. We also do not
guarantee the identity of any user of the Service (including but not limited to Receivers to whom
you send payments).

5. Assignment. You may not transfer or assign any rights or obligations you have under this
Agreement without our prior written consent, which we may withhold in our sole discretion. We
reserve the right to transfer or assign this Agreement or any right or obligation under this

1. Introduction. This Terms of Use document (hereinafter "Agreement") is a contract between

(93]

Redacted 7/19/2010
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Terms and Conditions Page 10 0f 19

Agreement at any time to any party. We may also assign or delegate certain of our rights and
responsibilities under this Agreement to independent contractors or other third parties.

6. Notices to Us Regarding the Service. Except as otherwise stated below, notice to us conceming -
the Site or the Service must be sent by postal mail 10:

This material has been redacted.

We may also be reached at Redacted for questions and other purposes concerning the
Service, but such telephone calls will not consmute legal notices under this Agreement.

7. Notices to You. You agree that we may provide notice to you by postinig it on the Site, sending
you an in-product message within the Service, emailing it to an email address that you have
provided us, , mailing it to any postal address that you have provided us, or by sending it as a text
messages 1o any cellphone number that you have provided us, including but not limited to the
cellphone number that you have listed in your Service Setup. For example, users of the Service
may receive cértain netices (such as notices of payment, alerts for validation and receipt of
transfers) as text messages on their cellphones. All notices by any of these methods shall be
deemed received by you no fater than twenty-four (24) hours after they are sent or posted, except.
for notice by postal mail, which shall be deemed received by you no later than three (3) business
days after it is mailed. Ycu may request a paper copy of any legally 1cqulred disclosures and you
may terminate your consent to receive required disclosures throug,h electronic communications by
contacting us.as described in section 6 above. We reserve the right to charge you a reasonable fee
not to exceed twenty (20) dollars to respond to each such request. We reserve the right to close
your account if you withdraw your consent to receive electronic communications.

8. Calls to You. By providing us with a telephione number (including a wireless/cellular telephone),
you consent to receiving autodialed and prerecorded message calls from us at that number for
non-marketing purpeses.

9. Receipts and Transaction History. You may view 4t least six months ef your transaction history
by logging into your account and looking at your account transaction histery: You agree to review
your transactions by this method instead of receiving receipts or periodic statements by mail.

10. Your Privacy. Protecting your privacy is very important to us. Please review our Privacy Policy
in order to better understand our commitment to maintaining your privaey, as well as our use and
disclosure of your information.

11. Privacy of Others. If you receive information about another person through the Service, you
agree to keep the information confidential and enly use it in connection with the Service.

12. Eligibility. The Service is offered only to individual residents of the United States. who can form
legally binding contracts under applicable law. Without limiting the foregoing, the Service is not
offered to minors. By using the Service, you represent that you meet these requirements and that
vou agree to be bound by this Agrecment.

13. Prohibited Payments. The following types of payments are prohibited through the Service, and
we have the right but not the obligation to monitor for, block and/or reverse such payments:

a. Payments to or from persons or entities located outside of the United States and its
territories; and

b. Paymentsthatviolate any law, statute, ordinance or regulation; and

c. Payments that violate the Acceptable Use terms in section 14 below; and

d. Payments related to: (1) tobacco producis, (2) prescription drugs and devices; (3) narcotics,
steroids, controlled substances or other products that present a risk to consumer safety; (4)
drug paraphernatia; (5) ammunition, firearms, or tirearm parts or related accessorics; (6)
weapons or knives regulated under applicable law; (7) goods or services that encourage, -
promote, facilitate or instruct others 10 engage in illegal activity; (8) goods or services that
are sexually oriented; (8) goods or services that promote hate, violence, racial intolerance,

Redacted % 7/19/2010
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This material has been redacted.

Memorandum
Date: 13 August 2013
To: I o C: B £ Dcpartment of Banking
From: . Redacted |
RE: Quarterly Submission

Subsequent to the Bank’s 15 May 2013 quarterly submission, the Bank has continued to take
substantive action to comply with the 19 October 2012 Consent Order, including but not limited
to the following:

e '~ The last merchants of our last ISO transitioned to a new financial institution as of 23 July
2013. (Trailing chargeback activity will continue for another six months);

e We have engaged Accume Partners to complete our internal BSA Audit for 2013, and the
fieldwork is ongoing as of this writing;

o As of June 2013, we have commenced the Independent Monitoring Program-—tetroactive
to December 2012—-—fqr the E-Payments area;

. Redacted :has been submitted to the FDIC as the new BSA Officer;

e We have resubmitted our 2011 and 2012 HMDA data as directed in conjunction with the
2013 Compliance Exam;

e Pending the completion of Accume Partners’ BSA Audit—the expected report date is
September 20, 2013—all items under the Consent Order will have been completed, or
have been addressed in an ongoing manner.

Should you have any questions or concerns, please do not hesitate to contact me.
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This material has been redacted.

CONSENT ORDER
QUARTERLY SUBMISSION—AUGUST 2013

ITEM9

4(b) and 4(c) EXTERNAL TRAINING—Banker’s Hub

N.B. The Bank purchased—prior to the original presentation—the audio recording and the
associated slides for the webinar that was originally broadcast on July 30, 2013. Those who have
signed the sheet below participated in a “replay” on August 12, 2013;
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BSA Audit Prep for Payments
ACH, Wire Transfer, RDC and Cards

July 30, 2013
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Non-bank financial institution

<ONOT currently directly subject to Bank Secrecy Act compliance
Oprovides gateway to banking system

< State money transmitter licensing may be required

{subject to examination by state(s) where licensed

{>3rd party review on behalf of servicing bank(s)
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TPPP Overview

© A bank’ s business customer that uses its deposit relationship to process
payments on behalf of other businesses.

© Bank provides channel for clearing and settlement a variety of payment
types: ACH, checks, payment cards, digital currencies, etc.

© May include electronic checks created through Remote Deposit
Capture, or

© Remotely Created Checks (RCCs) that never existed in paper form.

€© Differs from traditional business banking relationships where payment
transactions (e.g., ACH, checks, etc.) are made on behalf of the business
customer.
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 What type of merchants? Risk level?

> How are merchants qualified and accepted?

{Who is served under what conditions?

< How ahd when are merchant relationships terminated?
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Higher Potential Risk
- Merchants /

e

g = e k!
3, & BRAYAREK
WS B (N ™

Y Other Payfnent Processors

Ammunition Sales

“As Seen on TV”

Coin Dealers

Credit Card Schemes
Credit Repair Services
Dating Services

Drug Paraphernalia
Escort Services
Firearms/Fireworks Sales
Gambiling

Get Rich Quick Products
Government Grants
Home Based Charities/Businesses

COOOO QOO QOCO O
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Life Time Guarantees
Membership/Purchasing Clubs
Pyramid Type Sales
Pay Day Loans
Pharmaceutical Sales
Pornography -

Ponzi Schemes

Racist materials
Raffles/Sweepstakes
Surveillance equipment
Telemarketing '
Tobacco Sales

Travel Clubs

Privileged & Confidential
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& Significant Consumer Complaints

€ unauthorized, misrepresented, intimidated, threatened into providing
account information

€ High level of unauthorized returns/charge-backs

® Unverifiable merchant information (e.g., website, business registration,
etc.) |

& UnexpeCted volume/value activity or change

€ Prior civil, criminal and regulatory' actions against processor or its
principals

€ _Law enforcement inquiries
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©Comprehensive Policies and Procedures

©Assess risk of TPPPs (including review of merchant clients)

©Review Contracts with Processors and Sub-Processors

©Establish sound and enforceable contractual requirements for all parties

©In-Depth Enhanced Due Diligence

Privileged & Confidential FDICHOGR00004169
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s Minimum Responsibilities
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©Evaluate Due Diligence Performed by Processors on the Merchants they
work with

©Perform Ongoing Monitoring
€ Consumer complaints
€ High rates of returns or charge backs
- ©Establish and Maintain Adequate Reserve Accounts

€©0Ongoing Training so staff can effectively monitor/identify problems
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ance on TPPPs
T FrE FE T Oy

© Banks must not rely entirely on TPPP systems for
merchant approval and monitoring.

© Cursory merchant reviews without ensuring appropriate
ongoing monitoring of the TPPP and transaction activity
IS Inappropriate.

€ Any reliance placed on TPPP for initial or ongoing tasks
need to be verified periodically by external and/or bank
review of TPPP policies, procedures, and processes

Privileged & Confidential FDICHOGR00004171



Best Practices

< Require TPPP to provide documented analysis / legal
~ opinion regarding potential state licensing issues

© Require TPPP to have written risk-based BSA/AML program
©independent review | |
© Periodic bank review and/or 3rd party examination

€ Negative news monitoring of TPPP, merchant clients
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& Bank retains ultimate responsibility for all transactions
flowing through the bank.

©Must file SARs on unusual or suspicious activities

©Bank must have sufﬁcient understanding of each TPPP
and its merchant processing to identify unusual activity.
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en Bank Finds Suspicious

File a Suspicious Activity Report
< If fraudulent merchant activity suspected,

€ require TPPP to cease processing for that specific
merchant

< reexamine TPPP and merchant activity

© Terminate relationship with TPPP when appropriate
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This material has been redacted.

MEMORANDUM

To: Board of Directors

...............................

..............................

Re: Bank Secrecy Act (BSA) & Anti-Money Laundering (AML) Report: June 2011
Pate:  July 21,2011

Background

This material has been redacted.
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This material has been redacted.

AML News Bits

The FDIC Excerpt From the Supervisory Insights — Summer 2011 edition:
Supervisory
Committee

Releases their
Supervisory

For the full report, or additional information, please refer to
http://www, {dic. gov/repulations/examinations/supervisory/insights/sisuml 1/si_sum] 1.pdf

; Managing Risks in Third-Party Payment Processor Relationships
Insights — During the past few years, the Federal Deposit Insurance Corporation (FDIC) has observed an
increase in the number of deposit relationships between financial institutions and third-party

Summer 2011 . . . . . . .
payment processors and a corresponding increase in the risks associated with these relationships.
Deposit relationships with payment processors can expose financial institutions to risks not
present in typical commercial customer relationships, including greater strategic, credit,
June 2011 compliance, transaction, legal, and reputation risk.

Although many payment processors effect legitimate payment transactions for a variety of
reputable merchants, an increasing number of processors have been initiating payments for
abusive telemarketers, deceptive online merchants, and organizations that engage in high risk or
illegal activities.

The potential for misuse or fraud exists in all payment channels. However, the FDIC has observed
that some of the most problematic activity occurs in the origination of ACH debits or the creation
and deposit of remotely created checks.

Types of High Risk Payments

Although many clients of payment processors are reputable merchants, an increasing number are
not and should be considered “high risk.” These disreputable merchants use payment processors to
charge consumers for questionable or fraudulent goods and services. @ften a disreputable
merchant will engage in high pressure and deceptive sales tactics, such as aggressive
telemarketing or enticing and misleading pop-up advertisements on Web sites.

Still other disreputable merchants will use processors to initiate payments for the sale of products
and services, including, but not limited to, unlawful Internet gambling and the illegal sale of
tobacco products on the Internet.

Some merchant categories that have been associated with high-risk activity include, but are not

limited to:
«  Ammunition or Firearms Sales + Life-Time Memberships
« (oin Dealers » Lottery Sales
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¢ Credit Card Schemes ¢ Mailing Lists/Personal Info

e Credit Repair Services + Money Transfer Networks

» Dating Services * On-line Gambling

e Debt Consolidation Scams e PayDay Loans

¢ Drug Paraphernalia s Pharmaceutical Sales

» Pornography or Escort Services » Ponzi Schemes or Pyramid-Type Sales
» Fireworks Sales s Racist Materials

e (et Rich Products » Surveillance Equipment

» Government Grants s Telemarketing

¢ Home-Based Charities + Tobacco Sales

« Life-Time Guarantees s Travel Clubs

Of particular concern, the FDIC and other federal regulators have seen an increase in payment
processors initiating payment for online gaming activities that may be illegal. The Unlawful
Internet Gambling Enforcement Act of 2006 (UIGEA) prohibits financial institutions from
accepting payments from any person engaged in the business of betting or wagering with a
business in unlawful Internet gambling.

High-Risk Payment Processor Relationship Warning Signs
Financial institutions and examiners should be aware of the warning signs that may indicate
heightened risk in a payment processor relationship. Some warning signs are:

¢ A high volume of consumer complaints that suggest a merchant client is inappropriately
obtaining personal account information; misleading customers as to the quality, effectiveness,
and usefulness of the goods or services being offered; or misstating the sales price or charging
additional and sometimes recurring fees that are not accurately disclosed or properly
authorized during the sales transaction.

* A large number of returns or chargebacks

¢ A significant amount of activity which generates a higher than normal level of fee income.

¢ Payment processors that use more than one financial institution to process merchant client
payments; thereby helping to avoid detection of inappropriate activity.

Finally, another troubling development is payment processors that purposefully solicit business
relationships with troubled institutions in need of capital.

Conclusion

Deposit relationships with payment processors expose financial institutions to risks that may not
be present in relationships with other commercial customers. To limit potential risks, financial
institutions should implement risk mitigation policies and procedures that include appropriate
oversight and controls commensurate with the risk and complexity of the activities.
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Elston, Dennis R. This material has been redacted as non-responsive.

From: Elston, Dennis R.

Sent: Thursday, March 06, 2014 9:43 AM

To: Redacted
Cc: Elston, Dennis R. T i
Subject: Payday Lending and Related Guidance

pmmimm, )
i Redacted :
[

To follow-up on our phone call conversation, the following Financial Institution Letters (FILs) should be considered:

e FIL-14-2005: Guidelines for Payday Lending
e FIL-44-2008: Guidance for Managing Third-Party Risk

The FILs can be accessed from our external website www.fdic.gov by selecting the laws and regulations tabs and picking
the FILs option. If I understand what is being proposed, a Native-American group is proposing to offer payday loan
products online and funds will flow from the bank though ACH transactions. As | mentioned earlier, while the bank is
not expected to directly offer payday loans, it will facilitate such lending and the risks discussed in FiL-14-2005 should be
closely considered. | am not sure how the arrangement is expected to work, but if a third-party vendor will be involved,
or any relationship connecting the bank with the depositor group that must be supervised, the concerns raised in FIL-44-
2008 must be addressed.

As | stated earlier, the arrangement will receive close regulatory scrutiny from the FDIC and State Banking

Department. In-depth BSA and IT reviews of this relationship will also take place. Even under the best circumstances, if
this venture is undertaken with the proper controls and strategies to try to mitigate risks, since your institution will be
linked to an organization providing payday services, your reputation could suffer.

If the Board plans to go forward with this venture, please reduce your plans to writing by submitting a letter to the
FDIC’s Regional Director (Thomas J. Dujenski) and the Superintendent of Banks for the State of Alabama (John Harrison)

outlining your proposal.

Thanks,
Dennis
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Elston, Dennis R.

Fr m: Warren, Gregory R.

Sent: Thursday, March 06, 2014 1:14 PM
To: Elston, Dennis R.

Subject: Payday Lending

Dennis,

.................... P S

“Redacted _iBank regarding payday lending. An attorney

H
s s o L.

would open anonline payday lending account to Native Americans. Apparently, the Native Americans are located on an
Indian reservation. He stated that there would be a large volume of ACH transactions. He wanted to talk with the FDIC
mentioned that Presndent“fdwas keenly concerned with an attorney in another part of the country contacting his
bank to request to open an account. | told Georgia that | would send you this information since the bank was in the

Greg
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From: Miller, Jonathan N. (DCP)

Sent: Thursday, September 05, 2013 6:13 PM
To: Pearce, Mark (DCP)
Subject: FW: Follow Up

Mark 1trook a guickiook at her draft “guidance.”

st don't see how we can do this. it is a roadmap to blzssing nav day or high cost installment foans,

| rhiniGwhiat L will tell her, peneraily speaking, is that her draft really spaaks past the issues we discussad, We are telking
about third party reiat’shps and the banks” abligations to id and managa those risks on an ongoing basis,

nntwithstanding the specific business involved.

her draft goas far, far beyond anviiing | have seesn in my tenure at the FDIC regarding specifics dealing with products. |
will tell her that we are in absolutely ne position to say the things she is sayving in this doc.

Finatly, Ud tike to make it clear to her that we are unlikely to put out spedific guidance about dealing with one set of
ienders or another  that we belisve cur outstanding guidance addresses the issues we think are relevant to our Banks,

 may have to confront the issue of overzeaious examinars (irmmoral issuel. P would do so by making dear that it §s not
fedic policy tn pass moral judgement on specific products. Rather, we look at risk 1o banks and consurmers. But our jobris
to make sure banks understand their ricks, and are in 3 position 1o manage ther effectively, whatever the product Qur
guidance does that, Her's dees not.

How's that sound?

jonathan

From: | - Redacted ;

Sent: Thursday, September 05, 2013 11:38 AM
To: Miller, Jonathan N. (DCP)
Subject: Follow Up

Hi Jonathan -

Thanks again for taking the time to meet with us. | really do appreciate the time and attention that you and Director
Pearce have paid to this issue. As | indicated yesterday, my clients are interested in following up on whether the FDIC is
willing to publish guidance for banks when doing business with online lenders (tribal lenders in particular).

If you have time, my calendar is free much of tomorrow if you want to have a call.
And if you need any additional material, please let me know. We want to try to give you any information that you may
need to better understanding the lending model and the relationships that tribal lenders have with banks (directly — not

via payment processors).

Thanks!
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Redacted

Redacted
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From: m—
Sent: Friday, March 08, 2013 2:53 PM

To: Sagatelian, Marguerite; | NG

Subject: RE: Payday Lending

Will do,

A note that hoth loel Sweaet {of DO and Mike Benardo emphasized: althcugh payday landing is = particulariy ugly
practice, itis only one of the TPPP problems sut there. And as we have noted,! Redacted  [*raay™ be one of them,
whers the non-bank part of the equation was misusing payroll taxes and apparently was guite well knowr in the lower

achelons.

From: Sagatelian, Marguerite
Sent: Friday, March 08, 2013 10:49 AM

TOF , I
Subject: RE: Payday Lending

Thank you, both, What has promptad today’s inquiry s that the Chairmarn is mesting with some
bankers next week. and DCP wants to give the Chairman some "talking points” as to how banks
facilitaie payday lending and why the FDIC s concerned. | think yvour supplemental memo addresses
that point. We have a few TPPP casas nght now, two of which are with and Please
make sure that you coordinate your efforts with [ end [ so thet we develop a consistert
approach regarding TPPPs. Thanks.

From:
Sent: Friday, March 08, 2013 10:41 AM

To: Sagatelian, Marguerite
Subject: RE: Payday Lending

feche what | #id below. Let me add the foliowing:

Just sovwe are all on the same page, we did two mamaes, the second a supplamental memo in which we outlined four
situgtions @ which o bank might be involved with pavday iending, including TPPPg. That secand memao seems oo to
what DCP was asking you. 1am attaching a copy of thai second menio again for vour convanience; if DCP hasn’t sean
that memg, that may be the one they want. The memic concludes that a bank's relationshin to payday lending {some
engage in it directly! or to the pavday lendar or TPPP might by itself zive rise to a possible enforcement astion,
depending or ithe nature of the relstionship. Also, the ¥YC regulations for hanks and regulatory guidance on TPPPg
wraposing dus diligence requiiremants ohiligate banks to make sufficient inguiries that should allow banks W uncover
mostreally bad bebavior Those due diligence reguiraments definitely give us {the FDIL) grounds for asking banks io
kaap track of what thair payday lender/TPPP acnount holdars are doing and a failurs of barnks 1o parform that due
ditigence may be grounds for an enforcement action, again in the right situations,

tF DOP is looking for more than that, wa ars happy to look inte whatevar thay want., What | just szid is a little abstract
sut the nature of the relationships and undsariving conduct will really be kev 1o any tonsidaration of an enforcement
action 50 any more specific delineation of a possible enforcement action would be easiar in the contaxt of 3 specifiz
hank and payday lending situation.
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in that regard,  have also been doing some general research indo how payday lending operates in practice particutarly as
it refates to insured depository financial institutions. White not directly involving payday lending, | also agree with I}

that the! Redacted icase looks to be a good case regarding TPPPs that warrants further inguiry,

From: B
Sent: Friday, March 08, 2013 10:06 AM

To: Sagatelian, Marguerite; || NG
Subject: RE: Payday Lending

Marzusrite,

We have not updatad the merno as yet because we have takan many steps in the right direction, | think but are still
working on putting together a solid approach on this issus. Director Pearce asked us to follow up with Mike Benarda,
which P did. Mike had & weslth of information as to how payday lenders use weak or failing banks — sometimes with the
hanks” awareness and sometirmas not - a5 assentially shells cut of which they operate. {Note: That scenario may also he

As ithink | mentioned in a coupie of emails and in My status updates, my meeting with Mike Benardo led me to an
rvitation o his presemtotion on third party processors iast week. There he introduced me 1o foel Sweet, an AUSA whao
specializes in consumer cases invnlving 3d party processors, iosi has a wealth of knowledze about how to get both the

pavdeay iender and the bank that facilitates the fending. Luckily for us, Joel is fust starting (last weslk} a 5 month detsil at
Main Justice. Joal, 1ance and | are working to scheduie a mesting next week, Qur goal is to come out of that meeting

with at least a broad outline of how to approach this problem.
P hope this is haipful. Please et me inow if you have any guesiions.

Thanks.

From: Sagatelian, Marguerite

Sent: Friday, March 08, 2013 9:32 AM
To:

Subject: Payday Lending

- -C .

I've received an inquiry from DCP about where we stand regarding our research into what avenues
are available to the FDIC to take action against banks that facilitate payday lending. | have the memo
you did a while back. Has that memo been updated? | know that after we met with Mark, you were
going to explore the BSA/Know Your Customer requirements to see if that would provide the FDIC
with the means to get at payday lending (either by the bank’s direct customer or through a third party
payment processor).

Please let me know where things stand and send me any updated memo you have completed.

2
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Thanks,
Marguerite

Marguerite Sagatelian

FDIC

Senior Counsel - Consumer Enforcement Unit
550 17th Street, NW._,

Washington, DC 20429
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From: Barr, David

Sent: Friday, September 13, 2013 10:38 AM

To: Pearce, Mark (DCP); Brueger, Kathleen S.; Spitler, Eric J.; Miller, Rae-Ann; Watkins,
James C.

Cc: Gray, Andrew; French, George; Plunkett, Sylvia H.; Eberley, Doreen R.; Miller, Jonathan
N. (DCP); Brown, Luke H.

Subject: RE: 3rd Party Payment Providers

[ got o bit more background from Joo on this proce. They are tockmg at tie on-hine londing ssuc as avhole, Partof it
wikt focus on romlaton ity sut of relationships with pavownt processors who work wib those on-lue

fonders. Joo bass hoard scoond arvd thard hand wuformanon that a sonior PO otfcl bas called on-lioe lending wwanorsl,
acoradmyg foa basker who beard it froan an exarneor. Some of the pushhack from The Hil i that st i3 not up fo the FDIC
decide what is moral and mmmoral; bet rathor what type of londing ts logal, The GOP 8 saving that the FBIC doosn't ke
or-line lending and is forcing banks to end their relationships with pavinent providers. This 1 hurting even the good
“applos” out tdiore, Thoy agroe that some of the on-lne lenders are not good, but our widesproad docision to fores banks
ot of the business is cutting off credit 1o those that noed i1 and forcing ovon the gond fondors 1o oviy the business. Jow has
also heard that thovs was a recent Hill bricfiog o this ared wo have domcd that w¢ a '

forcing banks to oned these
rolationships. €75 the same thing wo said 3 couplo of vears ago whon it was the brick-aod-mortar pavday londers that we

denicd forcing oot of basking relationships. Now s on-line londers.

From: Pearce, Mark (DCP)

Sent: Friday, September 13, 2013 7:02 AM

To: Brueger, Kathleen S.; Spitler, Eric J.; Miller, Rae-Ann; Watkins, James C.; Barr, David

Cc: Gray, Andrew; French, George; Plunkett, Sylvia H.; Eberley, Doreen R.; Miller, Jonathan N. (DCP); Brown, Luke H.
Subject: RE: 3rd Party Payment Providers

Had a brief conversation with Chairman and he suggested pushing this off to next week, if we could, given that there are
50 many of us raveling.

Mark Pearce
Directer. Division of Depositor and Consumer Proteclion
Fedarg] Deposit insurance

-~

Corporation

From: Brueger, Kathleen S.

Sent: Thursday, September 12, 2013 4:55 PM

To: Spitler, Eric 1.; Miller, Rae-Ann; Watkins, James C.; Barr, David

Cc: Gray, Andrew; Pearce, Mark (DCP); French, George; Plunkett, Sylvia H.; Eberley, Doreen R.; Miller, Jonathan N.
(DCP); Brown, Luke H.

Subject: RE: 3rd Party Payment Providers

Just booping in lonathan and Lube.

From: Spitler, Eric J.

Sent: Thursday, September 12, 2013 4:52 PM
To: Miller, Rae-Ann; Watkins, James C.; Barr, David
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Cc: Gray, Andrew; Pearce, Mark (DCP); French, George; Plunkett, Sylvia H.; Eberley, Doreen R.; Brueger, Kathleen S.
Subject: RE: 3rd Party Payment Providers

Dwouid alao nota that we should push hack on framing the issue that we are pressuring banks not to provide this
service, As banderstand it we are making certain that banks understand the risks in thase relationships and take
appropriate steps o manage the risks - not o get out of the businsess,

From: Spitler, Eric J.

Sent: Thursday, September 12, 2013 4:49 PM

To: Miller, Rae-Ann; Watkins, James C.; Barr, David

Cc: Gray, Andrew; Pearce, Mark (DCP); French, George; Plunkett, Sylvia H.; Eberley, Doreen R.; Brueger, Kathleen S.
Subject: RE: 3rd Party Payment Providers

Agres that our speahing representative, if we choose to provide one, should be somsone senior who has been involved
i the response to the Hill - and that the Chairman’s office should be informad about the inguiry.

From: Miller, Rae-Ann

Sent: Thursday, September 12, 2013 4:13 PM

To: Watkins, James C.; Barr, David

Cc: Gray, Andrew; Pearce, Mark (DCP); French, George; Plunkett, Sylvia H.; Eberley, Doreen R.; Spitler, Eric J.; Brueger,
Kathleen S.

Subject: RE: 3rd Party Payment Providers

Mark P has baen sur chief communicator on this issue and 1 am copying Eric on i, smce iU s an issue of intarast on the
Hill at the momsani.

From: Watkins, James C.

Sent: Thursday, September 12, 2013 4:10 PM

To: Barr, David

Cc: Gray, Andrew; Pearce, Mark (DCP); Miller, Rae-Ann; French, George; Plunkett, Sylvia H.; Eberley, Doreen R.
Subject: Re: 3rd Party Payment Providers

we shrouid probably keep comments imited if it relates to online lending but could referance our guldancs on third
party providers and Supsrvisory journal articlas,

From: Barr, David

Sent: Thursday, September 12, 2013 04:02 PM Eastern Standard Time
To: Watkins, James C.

Cc: Gray, Andrew

Subject: 3rd Party Payment Providers

The American Banker newspaper 1s working on an item about on-line lenders that look a lot like payday lenders and thetr
usc of banks for their payment systems. Joc Adler indicated that some banks arc pushing back on regulators™ pressure to
persuade banks from providing this type of service for on-lme lenders. We have been steering clear of the on-line lender
issue, but didn’t know if it would be a good opportunity to discuss the risks of third-party relationships. It probably isn’t
sincc the article will be tied to the on-line lenders, which is a very, very small part of the banking industry. Hc has no
immediate deadline, but as usual, the sooner the better. If you think it might be worth pursuing, I'd run it past the sixth
floor first. Ialso assume this 1s an RMS arca and not a DCP one.

Thanks.

--db
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From: Sagatelian, Marguerite

Sent: Friday, March 08, 2013 9:32 AM

To: I .
Subject: Payday Lending

I -

I've received an inquiry from DCP about where we stand regarding our research into what avenues
are available to the FDIC to take action against banks that facilitate payday lending. | have the memo
you did a while back. Has that memo been updated? | know that after we met with Mark, you were
going to explore the BSA/Know Your Customer requirements to see if that would provide the FDIC
with the means to get at payday lending (either by the bank’s direct customer or through a third party
payment processor).

Please let me know where things stand and send me any updated memo you have completed.

Thanks,
Marguerite

Marguerite Sagatelian

FDIC

Senior Counsel Consumer Enforcement Unit
550 17th Street, N.W.,

Washington, DC 20429
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From: Sen, Surge

Sent: Friday, March 08, 2013 11:18 AM

To: Sagatelian, Marguerite

Subject: RE: Request for Information - Banks facilitating payday lending

Mearguerite,
This is axiremely halptul,

Mery thanks,

From: Sagatelian, Marguerite

Sent: Friday, March 08, 2013 11:15 AM

To: Sen, Surge

Subject: RE: Request for Information - Banks facilitating payday lending

Hi Surge,
There arg 2 couple of things we i1 Lagal are working on right e First, we have at teast iwo

active casas involving third party payment processors {1PPPs) Inone case we ohiained and are
reviewing e-mails 1o determing whather bank management knew or was pul on notice of the

withi _Redacted ! anything about current investigations.

Second. at the request of Mark Pearce, we arg [ooking into avenues by which the FOID can
gotentially prevent our banks from facilitating payday lending. Two of my staff members,

ard | ;i some initial research, after which we met with Director
Pearce. Subseguent o that meeting, we detenmined that a potentially viable avenus was BSA
reguirements imposad upon banks o conduct due diligence of their customers, and enhanced
due diligence if the customer was engaged i hugher-nsk activity. At Diiector Pearce’s
suggestion. [ 27¢ I have been i discussions with Mike Benardo in RMS (financial
crimes sgction) and they will likely be mesting with atiomeys at DOJ in the next few weeks., We
nope to develop a maore definitive game plan on how to addrass the payday lending issue after
those meetings. We are also locking at the TPPP guidancs (which, of course, s not ilself
aenforcsanie)

Froomot sure if this addresses your guestions  In terms of islidng points for the Chairman, hink
we should pist say that Legal s iooking rito the different ways payday lending is conductad
through our mstifutons, and what the hank's rasponsibiiity 18 depending on 48 relanonship with
the pavday lender. Moreover, while payday lending 13 illegal in severag! states. i some sigtes His
legal, and in most stataes it is subact o reguiatory rastrictions. Thus, cne additional issue is that,
in the coniext of Internet banking, where s the {can deemed 1€ be made? iIn the siate where the
pank s located, or the slale where the consumer resides? Most smporiantly, we believe ihat BEA
requirements give the FDIC a good reguiatory ool by which to uncover and address pavday
lending conducted through our instutions.
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i have attached for reference a short memo grepared by I @ I @ coupie of montns
age. They are workine en updating this memo, bul vou will get a sense of what we are looking at
and what we believe the is5uss5 16 be.

Lat me know if vou have any further quastions.

Thanks,
Margueriie

From: Sen, Surge

Sent: Friday, March 08, 2013 9:11 AM

To: Sagatelian, Marguerite

Subject: Request for Information - Banks facilitating payday lending

Marguerite,

Happy Friday:)

credit to payday lenders, payment processing for payday lenders, and being nonresponsive to customer requests to
stop payment/close their account when payday lenders attempt to withdraw funds from the customer’s account.

During a DCP/Legal meeting you mentioned Legal’s investigation in some of these activities by lenders (I thought it
was the payment processing aspect). Are there any updates that you can provide us? What can we say about
Legal’s efforts?

Many thanks,

Surge
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From: I

Sent: Wednesday, August 28, 2013 9:56 AM

To: I R

Subject: RE: Pornography

And porn 2in’t legal; obscenity is, which is subjest to commun:ty standards,

From:

Sent: Wednesday, August 28, 2013 9:53 AM
To:

Subject: RE: Pornography

Pdor't have a legal angument to make {§ don't think} but | agree thet tving payday tending to pornography is a bit
moralistic 1o me. st thunk the better analogy is to telemarketing. Payday lending may be illegal some places, but it
iegal IM ABCUT 35 STATESIH In other words, in about 2/3 of the states {depending on which assessment of the various
state laws you accept]. And, whether we agree with them or not, there is still an argument made by corme advocates of
payday lending bayond the usual industry chills that payday lending done right serves 2 {egitimate purpose for the
unbanked that reguiar banks won't/can’t meet. {in 2008 FDIC urgad its bariks to offer a new pdi-iike product with an
interest rate cap around 38% and it got no takars.) Failing to make that distinction betweaear illegal and lagal payday
iending  and instead lumping it in with purely objectionable products  seems to me to fead the imprassion that we

iending in states whare it s Hlegal, i we really think it Is that pernicious a practice, we should expand cur enforcement
approach beyond that limited target,

: I
Sent: Wednesday, August 28, 2013 9:34 AM

To: I
Subject: RE: Pornography

pPaY DAY LENDING PMAKES PORM LOOK BAD?Y
From: Rosebrock, Seth P.

Sent: Wednesday, August 28, 2013 9:33 AM
To: Lesemann, Dana J.

Subject: RE: Pornography

That was the ides ;)

Divect:
Cbhusdac

Sent: Wednesday, August 28, 2013 9:33 AM
To:
Subject: RE: Pornography
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Welt, that got my attention. Now §will read the email,

From:
Sent: Wednesday, August 28, 2013 9:32 AM
To: Sagatelian, Marguerite

Cc: I I
Subject: Pornography

FYI:
| just got a call from Jonathan Miller regarding why we kept taking pornography out of their write up.

| explained that we felt there was a difference between on-line gambling and payday lending (which are illegal in some
states) and pornography (which may be immoral, but which is not per se illegal). | noted that we didn’t want to seem
like we as a regulator were making moral judgments regarding the types of businesses with which our institutions

deal. Rather, we wanted to make it clear that were making rational safety and soundness decisions by discouraging our
institutions from engaging in or facilitating illegal transactions.

lonathan heard where we were coming from, but nonetheless wants to retain a reference to pornography in our letters
/ talking points. He thinks it's important for Congress to get a good picture regarding the unsavory nature of the
businesses at issue. He repeated that “one is judged by the friends one keeps,” and he seems to feel strongly that
including payday lenders in the same circle as pornographers and on-line gambling businesses will ultimately help with
the messaging on this issue.

If you feel that there is legal argument beyond the one | made, and would like us to push back on this issue, please let
me know.

]
B I I Counsel

Federal Deposit Insurance Corporation
Legal Division, Consumer Enforcement Unit

1776 F. Street NW, NI
Washington, DC 20429

Direct: I Ce'lul=r: I

This communication is confidential and may contain privileged information. If you have received it in error, please notify the sender by reply e mail and immediately delete it
and any attachments without copying or further transmitting the same
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FDIC

Federal Deposit Insurance Corporation Chicago Regional Office
Division of Depositor and Consumer Protection

Division of Risk Management Supervision Phone (312) 382-7500
300 South Riverside Plaza, Suite 1700, Chicago, IL 60606 Fax (312) 382-6901

February 15, 2013

Board of Directors

Redacted

Members of the Board:

The FDIC continually assesses the risk and appropriateness of the business lines and

transactions on behalf of ¢ s Redacted N ... As aresult, the
FDIC and State of Ohio conducted a joint Compliance and Risk Management visitation
of your bank as of December 17, 2012.

The focus of our visitation was on the risk associated with this relationship, compliance
with consumer protection laws and regulations, and the effectiveness of Board and
senior management due diligence and oversight of this relationship and the
corresponding payday lending-related activities. It is our view that payday loans are
costly, and offer limited utility for consumers, as compared to traditional loan products.
including third-party, reputational, compliance, and legal risk, which may expose the
bank to individual and class actions by borrowers and local regulatory authorities.
Consequently, we have generally found that activities related to payday lending are
unacceptable for an insured depository institution.

On February 5, 2013, Field Supervisor Jim Meyer and Supervisory Examiners John
George and Sean Blair of the FDIC, along with Deputy Superintendent Kevin Allard,
District Supervisor Brian Morgan and Chief Examiner Sheila Schroer of the Ohio

et =iy

Department of Financial Institutions, held a conference call with President | Redacted :

near term to schedule a meeting to further discuss our concerns relative to the
aforementioned relationship.

FDICICR0085

CHI12/19/2013



i

Page 2

D e e

If you have any questions regarding this correspondence, please contact Assistant
Regional Director] af I o' Assistant Regional Director

I -
Sincerely, /
M. Anthony Lowe
Regional Director

Redacted
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U.S. Department of Justice

Civil Division

Washington, DC 20530

NOV 2 Ui
MEMORANDUM

TO: Stuart F. Delery
Acting Assistant Attorney General
Civil Division

THROUGH: Maame Ewusi-Mensah Frimpong

Deputy Assistant Attorney General M
Civil Division W i

FROM: Michael S. Blume ﬂ/_
' Director
Consumer Protection Branch

SUBJECT:  Proposed Detail of Assistant United States Attorney Joel Sweet, of the
Eastern District of Pennsylvania, to the Consumer Protection Branch

Attached is a thoughtful proposal from Assistant United States Aftorney Joel Sweet, of
the Eastern District of Pennsylvania, for a detail to the Consumer Protection Branch.
Joel’s proposal, which speaks for itself, would create an opportunity for the Branch to
initiate cases involving banks that enable payment processors and their merchant clients
to facilitate fraudulent transactions. The proposal offers important advantages to the
Branch, including: (1) a focused, singular attention on an important area of enforcement
in its germinal stages; (2) building capacity within the Branch to expand our reach into
financial fraud; and (3) strengthening the Branch’s relationship with banking regulators
and other agencies that address financial fraud.

I have worked with Joel on payment processing cases. So, too, has Assistant Director
Richard Goldberg. Joel is an expert in the field, one of the few (if the only) such experts

in the Uniied States Attorney community, (Rich is similarly expert in this area.)

Joel is enthusiastic and aggressive—in a measured way. I would welcome the
opportunity to have him detailed to the Branch.
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Memorandum

Subject  QPERATION CHOKE POINT: A Date November 5, 2012
proposal to reduce dramatically mass
market consumer fraud within 180 days

To Stuart F. Delery From Joel M. Sweet

Acting Assistant Attorney General Assistant United States Attorney
Civil Division

OPERATION CHOKE POINT

I propose that ] be detailed to the Consumer Protection Branch to implement a strategy to
attack Internet, telemarketing, mail, and other mass market fraud against consumers, by choking
fraudsters’ access to the banking system. This objective can be achieved promptly and efficiently
through a proven strategy of incremental enforcement, which will:

» achieve results within months;

» provide prospective protection to the most vulnerable of victims;

efficiently use resources;

attract multi-agency support and cooperation (already pledged);

» promote a culture of compliance among banks regarding Bank Secrecy
Act/Anti-Money Laundering obligations;

provide groundwork for civil and criminal prosecutions against banks,
payment processors, and fraudsters; and

recover FIRREA penaltics.

v

v

v

v

This proposal will substantially further the goals of the Consumer Protection Working Group of
the Financial Fraud Enforcement Task Force, which has prioritized addressing third-party
payment processor involvement in consumer fraud.

The Problem

Fraudulent merchants are able to take money from their victims’ bank accounts only if
they have a relationship with a bank, and thus access to the nation’s banking system. Banks are
reluctant to establish direct relationships with such merchants due to significant legal, financial,
and reputational risks. To overcome this obstacle, fraudulent merchants create indirect
relationships with banks through third-party payment processors. In many cases, these
processors are unlicensed, unregulated, and owned or controlled by the fraudulent merchants, By
using processors as conduits to gain access to the banking system, fraudulent merchants can
evade and frustrate statutes and regulations designed to require banks to know their clients, and
to prevent their clients from using the banking system to further criminal activity.
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Consumers continue to endure substantial harm from fraudulent merchants who can
operate only through third-party payment processors, 1 learned while civilly and criminally
prosecuting a payment processor and its bank, namely Payment Processing Center, LLC, and
Wachovia, N.A., that a single bank servicing only a few processors can result in a staggering
number of fraud-tainted transactions in a short period. In that case, Wachovia Bank originated
transactions for four payment processors and caused $162 million in consumer losses in an 18-
month period. We believe that the Wachovia prosecution caused many larger banks to closely
evaluate third-party processor risk, and that much of the illegal conduct may have migrated to
smaller banks. This is supported by my experience prosecuting First Bank of Delaware (a
FIRREA action anticipated to be resolved within days), where a small bank in Philadelphia
originated transactions for five third-party payment processors and facilitated more than $150
million in suspected consumer losses during a 12-month period.” While we do not know the
number of banks involved in this activity, we know that mass market consumer fraud continues,
and that most victim losses pass through a bank. Operation Choke Point will powerfully affect
the entire banking industry and will further limit fraudsters’ ability to access consumers’ bank
accounts.

The government’s efforts to address third-party payment processor-related consumer
fraud would benefit substantially from a vertical investigation model, as well as greater and more
_ intensive coordination with other agencies engaged in the fight against consumer frand. For
example, presently the FTC focuses its attention primarily on fraudulent merchants and
processors. The FTC’s considerable efforts are hampered, however, by inadequate civil
mjunctive remedies and by creative defendants who rapidly change corporate identifies so that
they can continue to prey upon consumers. Bank regulators have begun to address third-party
payment processor risk. But a regulatory examination approach is not intended or designed to
identify and address consumer fraud. DOJ has not targeted fraudulent merchants and processors
criminally (I suspect due to challenges that 1 am available to discuss with you), and there have
been few civil actions in this area. By extending our investigations to include the fraudulent
merchant, the payment processor, and the bank, and by focusing our efforts on choking off the
flow of money to the fraudulent merchants, we can overcome existing limitations.

The Solution

In a short time and with relatively few resources, we can disrupt fraud-tainted payment
channels and protect consumers from future harm by identifying banks with problematic third-
party payment processor relationships. Banks are sensitive to the risk of civil/criminal liability
and regulatory action, Where we have evidence that a bank is processing payments for
fraudulent merchants, we can communicate with the bank — for example, by sending a letter to a

! In addition to consumer fraud, third-party payment processors pose a Bank Secrecy
Act/Anti-Money Laundering risk. I am aware of a bank that transferred hundreds of millions of
dollars to and from the United States and foreign countries though accounts of suspicious third-
payment payment processors.

Page 2
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senior bank executive inquiring whether the bank is aware of its merchants’ return rates (a red
flag of potential fraud), or by serving a FIRREA subpoena for data concerning a suspected
processor or merchant. If prior experience is a guide, we can expect the bank to scrutinize
immediately its relationships with third-party payment processors and fraudulent merchants and,
if appropriate, to take necessary action (which may include restitution to victims). Legitimate
banks will become aware of perhaps unrecognized risk, and corrupt banks will be exposed. This
approach can yield almost immediate prospective protection of the public at an extremely low
cost. If we find a bank or processor that knew, or turned a blind eye, toward fraudulent
transactions, my experience could be brought to bear to initiate legal action.

Eliminating even one bank’s fraud-tainted payment channel can prevent hundreds of
fraudulent merchants from accessing the bank accounts of hundreds of thousands of consumers.
Moreover, by approaching a bank at the outset of an investigation with an opportunity to self-
evaluate processor relationships and to cooperate with the government, we can obtain evidence
without relinquishing potential civil and criminal prosecution opportunities. Depending on the
evidence, banks may be subject to civil FIRREA claims (for civil money penalties) and criminal
Bank Secrecy Act and/or wire fraud charges. Third-party payment processors may be subject to
the same, as well as criminal charges for bank fraud and/or operating an illegal money
transmission business.?

As further described below, I propose that we identify and engage ten suspect banks
within 150 days. This alone is likely to cause banks to scrutinize their account relationships and,
if warranted, to terminate fraud-tainted processors and merchants. Assuming cooperation of
USAQs and our other partners, in 180 days we can dramatically curtail consumer fraud across the
nation by choking the fraudulent merchants® ability to access victims® bank accounts. Moreover,
our efforts will positively sensitize the banking industry to third-party payment processor risks.

DOJ, through the Consumer Protection Branch, should take the lead in implementing this
strategy. Partner agencies should include the FTC, FDIC, OCC, FinCEN (Treasury), Federal
Reserve Banks, NAAG, CFPB, FBI, and USPIS — all of which are members of the President’s
Financial Fraud Enforcement Task Force, most of which have been my partners in past efforts,
and several of which already support this proposal. We can reasonably expect partner agencies
to provide investigative resources to the effort. For example, the FBI already has offered staff to
review SARS for references to third-party payment processors. FinCEN has an agent willing to
set up and maintain a LEO database. The FTC already works closely with me and others to
identify banks that are processing fraud-tainted transactions. Likewise, I am engaged in a

* Disrupting payment relationships between banks and fraudulent merchants provides
immediate benefits to the public, and captures evidence that can be used to prosecute cases. In
some case, where a conventional approach is preferred, we might request that a bank keep
particular accounts open for investigative purposes. While that option always will remain
available, it is not part of the strategy I am proposing because of the substantial time and
investment of agent resources required.

Page 3
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productive discussion with the Federal Reserve Bank (Atlanta) to identify banks originating
transactions for suspected fraudulent merchants,

Execution Time Line

We can achieve our objectives within this time frame:

60 days Identify ten (10) target banks by analyzing return rate data, flow of money from
victims’ accounts to fraudster accounts, and SAR review; create a Law
Enforcement On-line (FBI) database to map relationships among fraudulent

merchants (beneficial owners and trade names), third-party payment processors,
and banks (FinCEN).

120 days After identifying target banks, reach out to USAOs in the jurisdictions of the
banks and offer training to promote and support investigations. Training to
include overview of: (1) mass marketing fraud schemes and payment systems; (2)
relevant civil and criminal statutes (Anti-Injunction Statute, 18 U.S.C. § 1345;
FIRREA, 31 U.5.C. § 1833a; Operating an Illegal Money Transmission Business,
18 U.S.C. § 1960; etc.); (3) regulatory guidance; (4) available investigative
resources; (5) templates for subpoenas, complaints, settlement agreements, etc.

150 days Engage banks identified as having problematic practices: (1) to request
opportunity io discuss banks’ relationships with processors and/or fraudulent
merchants; (2) request voluntary production of documents; or (3) if appropriate, to
serve FIRREA subpoenas. Provide banks with existing regulatory guidance on
processors (FDIC, FinCEN, OCC).

180 days For the 10 target banks, based on investigative results, decide whether 10 negotiate
a prospective compliance agreement, file a FIRREA complaint, open a GJ
investigation, or close the file; assess status of prosecutions (civil/criminal)
against third-party payment processors and fraudulent merchants.

Detail to the Consumer Branch

I'propose that I be detailed to the Consumer Protection Branch to implement this strategy.
The Consumer Protection Branch has existing expertise to address third-party payment
processors, as well as the capability to attack these schemes with both civil and criminal tools. T
have been working with the Consumer Protection Branch, in particular with Assistant Director
Richard Goldberg, to advance the Department’s efforts at attacking unscrupulous payment
processors. The Consumer Protection Branch lacks, however, an available prosecutor with the
necessary experience, knowledge, and professional relationships who can dedicate
himself/herself full time to this intensive effort. Michael Blume, Director of the Consumer

Page 4
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Protection Branch, is supportive of the strategy described above, and of my detail to the
Consumer Protection Branch for this purpose.

1 am qualified and well-suited to lead this effort. During nine years as an AUSA, ] have
led successful civil and criminal prosecutions of third-party payment processors and banks,
including: (1) United States v. First Bank of Delaware (anticipated to be filed within days in the
E.D. Pa.) (FIRREA action anticipated to result in $15 million CMP); (2) United States v.
Hellinger, et al., Criminal Action No. 11-0083 (E.D. Pa.) (successful criminal prosecution under
18 U.S.C. § 1960 of six owners of a payment processor); (3) United States v. $2.562,618 in U.S.
Currency, Civil Action No. 09-1603 (E.D. Pa.) (forfeiture action against $2.7 million in Internet
gambling proceeds retained by third-party payment processor); (4) United States v. Wachovia
Bank, N.A., 10-20165 (S.D. Fla.) (BSA charge resolved with deferred prosecution agreement in
conjunction with DOJ’s Asset Forfeiture Money Laundering Section and another USAQ); and
(5) United States v. Payment Processing Center, Civil Action No. 06-0725 (E.D. Pa.) (anti-fraud
injunction against third-party processor under 18 U.S.C. § 1345, leading to $160 million in
victim restitution). See also Faloney v. Wachovia Bank, N.A., 254 F.R.D. 204, 216 (E.D. Pa.
2008) (district court decision crediting class action plaintiffs’ success, in part, to evidence
uncovered during “Assistant United States [Attorney] Sweet’s dogged pursuit of PPC, Wachovia,
and the telemarketing industry.”) ’

Currently, my open matters include civil and criminal investigations of banks and
processors. I confer regularly with government attorneys and agents on consumer fraud issues.
Moreover, I have close working relationships with our partner agencies, including the FTC,
EDIC, and FinCEN. I lecture several times each year at the Financial Crimes Seminar of the
Federal Financial Institutions Examination Council, where state and federal bank examiners learn
about consumer fraud and risks posed by third-party payment processors.

Iam prepared to accept a detail to the Consumer Protection Branch to implement this
strategy. I am available at your convenience to discuss this matter further.

cc:  Gary Grindler, Chief of Staff to the Attorney General
Michael Bresnick, Executive Director, Financial Fraud Enforcement Task Force
Michael S. Blume, Director, Consumer Protection Branch

Page 5
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- U.S. Department of Justice

Civil Division

" Washington, D.C. 20530 July 8, 2013

TO: Stuart F. Delery _
Acting Assistant Attorney General
Civil Division

THROUGH: Maame Ewusi-Mensah Frimpong
Deputy Assistant Attorney General
Civil Division

FROM: Michael S. Blume
Director (/L/‘
Consumer Protection Branch

SUBJECT: Operation Choke Point: Four-Month Status Report

This memo addresses our efforts during the past four months to combat mass-market
consumer fraud by focusing on payment systems vulnerabilities. Our goal is to block fraudsters’
access to consumers’ funds by targeting the banks and payment processors that facilitate scams.
The scams we expect to affect — and believe we already have affected — include telemarketing
and internet scams, and internet payday lending. Many of these scams are directed at the elderly
and economically vulnerable consumers.

1. Bank and Payment Processor Investigations

In February 2013, we served subpoenas on- banks requesting documents sufficient to
identify third-party payment processors and merchants with high transaction return rates. In May
2013, we served subpoenas on[Jadditional banks requesting similar information. The banks
served with subpoenas were identified as having originated transactions on behalf of suspected
consumer frauds, having outlier return rates indicative of potential fraud, or having been the
target of suspicious third-party payment processors seeking to establish bank relationships. The
subpoenas were narrow in scope and designed to elicit information to decide whether further
investigation was warranted.

The subpoena returns we have received indicate that we are on the right path. Even
before our first enforcement action, our activity has helped stem the tide of consumer fraud. As
we expected, the mere receipt of a subpoena has caused many financial institutions to reconsider
the wisdom and risks of processing payments for suspect processors and merchants. We have
substantial anecdotal evidence that our efforts are causing banks to scrutinize.potential third-
party processor relationships more closely. Forexample, counsel for a bank
informed us that, following receipt of our subpoena, the bank terminated a merchant that
processed approximately 20,000 debit transactions against consumer accounts each month with
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payment processors servicing mostly high-risk merchants, including a considerable number of
Internet payday lenders, after receiving our subpoena. Two banks have self-disclosed that they
had relationships with payment processors servicing suspected fraudsters. Other banks have
notified us preliminarily that they have identified processor relationships that raise concerns. We
learned that a large Internet payday lender decided recently to exit the business due to difficulties
securing a bank or payment processor relationship. Counsel for third-party payment processors
have intimated that banks are requiring more information about merchants before accepting their
business. Counsel for banks have complimented our investigatory approach. And our regulatory
partners are benefiting from our initiative as well; an FTC attorney recently informed us that
banks now are taking more seriously the FTC’s fraud investigations.

We have designed a process to review the banks’ document productions and to distill
information that will assist us in deciding whether further investigation or action is appropriate.
For each bank, we prepare a summary of the bank’s processor relationships, return rate history,
merchant identification and consumer history (based on the FTC’s Sentinel database), and other
pertinent information. When completed, our DOJ team considers alternative courses of action
for each bank, including criminal prosecution, FIRREA civil actions, and referral toan
appropriate regulator. The FDIC has volunteered two attorneys from its Depositor and
Consumer Protection Branch to assist with this review.

Based on this initial analysis, the Consumer Protection Branch has formed investigative
teams to delve deeper into specific banks and payment processors that produced troubling return-
rate information and other evidence of potential fraud. The following sections briefly describe
some of the information we have collected on these entities.

! We anticipate several additional investigations will be justified after analysis of documents received from various
banks.
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IL. Merchant Investigations and Internet Payday Lending

Given the breadth and complexity of the bank and processor investigations and resource
constraints, we must forgo in-depth investigations into many of the fraudulent merchants that are
using the banks and processors to steal consumers’ funds. Nevertheless, we have our eyes open
for merchant targets that fall within such high priority areas as service member fraud and pay-
day lending.

We have been engaged in an ongoing discussion with CFPB concerning the Internet
payday lending industry. Internet payday lending is challenging from a law enforcement
perspective. Lending generally is governed by state law. State authorities, however, are stymied
in their efforts to combat unlawful lending, in part due to a lack of jurisdiction over Internet
payday lenders. We have tentatively agreed with CFPB to determine whether there are payday
lenders that would make good targets of federal investigation, and a structure for joint analysis of
evidence. Despite past inconsistency with respect to CFPB’s offers to work with us on this |
effort, CFPB’s Director of Enforcement has approved our proposal for a joint approach. We are
working out details and hope to begin in the coming weeks.

In the course of our investigations, we have learned of U.S. Military Lending Corp., an
Internet payday lending company targeting military families. During a five-month period, U.S.
Military Lending originated 87 debit transactions against consumer accounts with an average
monthly return rate of 61 percent. Although the number of transactions is low, the high return
rate justifies further scrutiny. We are preparing a request for authority to serve a FIRREA
subpoena on U.S. Military Lenders to determine whether the company’s activities violate any
FIRREA predicate crimes.

We also have served subpoenas on banks and payment processors that are facilitating the
Internet payday loan industry, in an attempt to learn more about their practices. We believe that
Internet payday lending as it is practiced violates a variety of state lending laws, as well as
arguably the Electronic Funds Transfer Act and its implementing regulations (Regulation E).
Ultimately, if we can induce banks and payment processors to stop facilitating transactions by
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Internet payday lenders that make unlawful loans, we will be attacking the problem at a much
broader level.

I11. Engagement with Other Agencies

A. Treasurv Department

The Treasury Department’s Office of Terrorist Finance and Financial Crimes (“OTFFC”)
has an interest in the roles of payment processors and banks in the facilitation of fraud. They
have asked us to participate in two projects. First, OTFFC is drafting a National Money
Laundering Threat Assessment, an effort to document major money laundering risks and threats.
The threat assessment will serve as the basis for future policy and legislative proposals. OTFFC
would like to include our input and data in the threat assessment. Second, OTFFC has asked that
we provide information to the Money Laundering Task Force, a multi-agency effort to review
and prioritize the government’s efforts to combat money laundering.

We are apprehensive about diverting resources from our investigations toward these
efforts. We recognize, however, that deeper cooperation with Treasury will increase the
financial regulatory community’s focus on consumer protection. Moreover, some at Treasury
agree with us that recently created regulatory gaps that exclude third-party payment processors
from the registration and oversight regime constitute a significant risk to consumers, and also
seriously hamper DOJ’s ability to effectively use criminal statutes, such as 18 U.S.C. § 1960 —
Operating an Illegal Money Transmitting Business, to prosecute illicit payment processors. Our
participation in Treasury’s Threat Assessment and Task Force will support those efforts.

B. The Federal Reserve Bank — Atlanta

The Federal Reserve Bank — Atlanta (“FRB-A") is one of the nation’s primary clearing
houses for ACH transactions, and also is a major clearing house for checks. FRB-A also acts as
a primary or secondary regulator for many of the nation’s banks. In its role as an ACH
clearinghouse, FRB-A monitors banks with high return volume. FRB-A communicates with
banks experiencing abnormal ACH activity.

On May 28, 2013, we held a three-hour meeting with the FRB-A in Atlanta. The
meeting, which included the FRB-A’s General Counsel and other senior officials, focused on the
operation of the payment systems, information available from that system, processes for
obtaining information, abilities to surveil high return rates, and specific case-related matters. In
addition to Joel Sweet and two USPIS Inspectors who travelled to Atlanta, participants included
approximately 20 Trial Attorneys, AUSAs, FTC counsel, and investigators who participated by
telephone. We have cemented a good working relationship with Richard M. Fraher, Vice
President and Counsel to the Retail Payments Office, and his staff. FRB-A has requested that we
participate in upcoming risk forums on critical issues such as the quality of authorizations that
the payment system should rely upon.
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FRB-A has reports, data, communications with and among banks, and other information
that would assist our efforts to combat consumer fraud. FRB-A has expressed its desire that we
obtained this information through subpoenas. We are discussing with the FRB-A whether it
could share information based upon formal letter requests, as is the practice at the FDIC and the
OCC. If that is not possible, we will draft subpoenas requesting the information on the
possession of the FRB-A.

C. NACHA - Electronic Payment Association

NACHA is the association that governs the ACH payment system. On July 2, 2013, CPB
and FTC hosted Jane Larimer, Executive Vice President and General Counsel of NACHA.
Participants included (in person and by telephone conference) more than 100 law enforcement
agents and investigators, government attorneys, and regulators from DOJ, FTC, CFPB, FDIC,

"OCC, USPIS, FBI, SIGTARP, Treasury, various USAOs, and other agencies. Larimer provided

a tutorial on the ACH payment system, including its operating rules, the roles of the key players
(merchants, processors, banks), monitoring of the ACH system, fraud trends and detection,
special considerations for third-party payment processors, and information available to
investigators and the process for obtaining such information.

D. FDIC — Office of Inspector General

We met with officials of FDIC’s Office of Inspector General to discuss our initiative and
investigative resources needs. FDIC-OIG supports of our work and has established a liaison to
work with us. Agent support may be available on a case-by-case basis. We are actively
considering which part of our initiative would benefit most from their resources.

E. SIGTARP

Following a recent presentation about Operation Choke Point at Payments Fraud
Working Group meeting hosted by DOJ’s Criminal Frauds Section, the Office of the Special

~ Inspector General for the Troubled Asset Relief Program (“SIGTARP”) requested an opportunity

to meet with us to discuss its support of our investigations. Following an initial meeting,

- SIGTARP informed us that it has received all necessary approvals and that its leadership is fully

supportive of SIGTARP agents supporting our cases. SIGTARP has more than 70 agents
dedicated to illegal activity relating to banks that received TARP funding. We are actively
considering which part of our initiative would benefit most from their resources. At least [lllof
the banks we have subpoenaed also received TARP funds, and therefore are within SIGTARP’s
jurisdiction.

F. State Banking Regulators/LE

We have received calls of interest from the attorneys general of several states, including
North Carolina, Texas, New York, and Illinois. State banking officials in_
have offered assistance in our investigations against banks in their states. On July 1, 2013, we
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to explore
opportunities for collaboration. Based on our discussions, instructed the head of the
Consumer Protection office of the Attorney General to develop strategies and resources to
address banks that provide services to scammers, and an enforcement plan relating to Internet-
based payday lending.

G. Internal DOJ Training

Travel funding and time permitting, we intend to offer U.S. Attorney Office’s training in
payment systems/mass market fraud prosecution under FIRREA. Such training will
institutionalize the knowledge we have learned and expand the team of federal attorneys that can
target banks and processors that facilitate fraud.

H. FTC’s Proposed Change to the Telemarketing Sales Rule

The FTC has proposed an amendment to the Telemarketing Sales Rule that would
prohibit use of Remotely Created Checks (“RCCs”) for use in telemarketing transactions. We
have seen numerous instances in which fraudsters have used RCCs to illegally debit consumers’
bank accounts without their authorization. We intend to draft a comment to the FTC’s proposed
rule by the July 29, 2013, deadline for submitting comments.

Iv. Related Area of Inguiry — Emerging Payment Systems

Third party payment processors make up a major channel through which fraudsters take
money from consumers, but there are others. We are attempting to develop a better
understanding of consumer fraud risk posed by emerging payment systems. We also are
attempting to establish relationships with payment-related businesses so that we can benefit from
their first-line experience with consumer fraud, and to strengthen potential cooperation in
investigations. We have met with Green Dot, E-Bay, PayPal, and Netspend. A meeting is being
scheduled to meet with AMEX, which recently has launched a pre-paid card with Wal-Mart.

V. Next steps

As described in this memo, we have formulated a successful plan for the initiative and
have made significant progress in its implementation. The plan entails:

1) Continuing to identify banks-and payment processors that engage in questionable
conduct to determine whether a subpoena is warranted;

2) Reviewing subpoena returns to find the most egregious conduct by banks and
payment processors and initiating investigations where appropriate;

3) Recruiting the investigatory and prosecutorial resources needed to pursue the specific
cases;

10

HOGR-3PPP000172



4) Bringing civil and criminal enforcement actions to stem the tide of consumer loss and
further deter the banking industry from providing fraudsters access to consumers’
bank accounts;

5) Learning from those knowledgeable about the payment processing systems,
implementing that knowledge in our investigations, and teaching regulators and law

enforcement to enable them to join the fight; and

6) Formulating legislative and/or regulatory means for fixing the unregulated world of
third-party payment processors.

In sum, we have made real, tangible progress in our initiative to date. More time is
necessary to move all of these plans forward.

(Goldberg, Sweet, I IEIR

11
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From: Olin, Jonathan F. (CIV)

Sent: Monday, November 18, 2013 5:20 PM
To: Watson, Theresa (OAG)
Cc: Thompson, Karl (OAG)
Subject: RE: Civil Division Monthly Meeting
Tracking: Recipient Read
Watson, Theresa (OAG) Read: 11/18/2013 5:20 PM

Thompson, Karl (OAG)
Olin, Jonathan F. (CIV) (JOlin@civ.usdoj.gov)
Olin, Jonathan F. (CIV) Read: 11/18/2013 5:20 PM

Here you go — sorry for the delay. Item 2 is something Margaret asked us to add today.

Thanks,
Jon

Agenda for Chl
Bivision fdeet...

From: Watson, Theresa (OAG)

Sent: Monday, November 18, 2013 1:13 PM
To: Olin, Jonathan F. (CIV)

Cc: Thompson, Karl (OAG)

Subject: Civil Division Monthly Meeting

Hi Jonathan,
Can you forward me the agenda for the Civil meeting tomorrow with the AG. Karl is out today.
Thank you,

Theresa J. Watson

Acting Director of Scheduling

Office of the Attorney General

U.S. Department of Justice

Office: (202) 514-7281

Fax: (202) 307-2825

" I will never quit. I persevere and thrive on adversity.

When knocked down I will get back up every time.
I am never out of the fight."

<< OLE Object: Picture (Device Independent Bitmap) >>
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Civil Division Meeting with the Attorney General
November 19, 2013

AGENDA

2. Third Party Payment Processor Investigations
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From: Olin, Jonathan F. (CIV)

Sent: Monday, November 18, 2013 8:51 PM
To: Delery, Stuart F. (CIV)
Subject: 3PPP TPs

Here are some TPs Maame sent along.

Brief TPs:

- We are after fraud on consumers. This includes fraudulent payday lending schemes or otherwise illegal payday
lending schemes.

- Banks and processors are choke points for fraud on consumers.

- We are not targeting payday lending, and especially not tribally-owned payday lending businesses.

- The regulators are also taking action, and reinforcing their longstanding guidance on what are "high-risk
merchants" and what due diligence banks should do on such merchants

- We have a number of pending investigations

- We have also learned from industry sources that many banks are taking note of our activity and that of the
regulators and doing what they should have done all along - due diligence to know their customers. Some are
also exiting "high-risk"” lines of business.

- We understand that many of the players in these "high-risk" areas are forming alliances to lobby the Hill to slow
our stop our various efforts. This includes the newly formed Online Lenders Alliance, and the newly formed
Native American Financial Services Association.

HOGR-3PPP000458



FDIC

Federal Deposit Insurance Corporation
550 17th Street NW, Washington, D.C. 20429-9990

Financial Institution Letter
FIL-3-2012
January 31, 2012

Payment Processor Relationships

Revised Guidance

Summary: Attached is revised guidance describing potential risks associated with relationships with third-party
entities that process payments for telemarketers, online businesses, and other merchants (collectively
"merchants"). These relationships can pose increased risk to institutions and require careful due diligence and
monitoring. This guidance outlines certain risk mitigation principles for this type of activity.

Statement of Applicability to Institutions with Total Assets under $1 Billion: This guidance applies to all
FDIC-supervised financial institutions that have relationships with third-party payment processors.

Distribution:
FDIC Supervised Institutions

Suggested Routing:
Chief Executive Officer
Executive Officers
Compliance Officer

Chief Information Officer
BSA Officer

Related Topics:

Guidance on Payment Processor Relationships (FIL 127-2008,
November 2008)

Consumer Protection, Compliance Risk, and Risk Management
FDIC Guidance for Managing Third Party Risk (FIL 44 2008, June
2008)

FFIEC Handbook on Retail Payment Systems (February 2010)
FFIEC Handbook on Outsourcing Technology Services (June 2004)
FFIEC Bank Secrecy Act/Anti-Money Laundering (BSAJAML)
Examination Manual (April 2010)

Managing Risks in Third-Party Payment Processor Relationships
(Summer 2011 Supervisory Insights Journal)

Attachment:

Revised Guidance on Payment Processor Relationships

Contacts:

Kathryn Weatherby, Examination Specialist (Fraud), Division of Risk
Management Supervision, at kweatherby@idic.gov or (703) 254
0469

John Bowman, Review Examiner, Division of Depositor and
Consumer Protection, at jpowman@fdic.gov or {(202) 898-6574

Note:
FDIC Financial Institution Letters may be accessed from the FDIC's
Web site at www.fdic.govinews/newsffinancial/201 2/index.html,

To receive Financial Institution Letters electronically, please visit
hiip:/fwww . fdic. goviahout/subscriptions/fil.himt. Paper copies may
be obtained through the FDIC's Public Information Center, 3501
Fairfax Drive, E-1002, Arlington, VA 22226 (877 275 3342 or 703
562-2200).

Highlights:

¢ Account relationships with third-party entities that
process payments for merchants require careful
due diligence, close monitoring, and prudent
underwriting.

¢ Account relationships with high-risk entities pose
increased risks, including potentially unfair or
deceptive acts or practices under Section 5 of the
Federal Trade Commission Act.

o Certain types of payment processors may pose
heightened money laundering and fraud risks if
merchant client identities are not verified and
business practices are not reviewed.

¢ Financial institutions should assess risk tolerance
in their overall risk assessment program and
develop policies and procedures addressing due
diligence, underwriting, and ongoing monitoring of
high-risk payment processor relationships.

¢ Financial institutions should be alert to consumer
complaints or unusual return rates that suggest the
inappropriate use of personal account information
and possible deception or unfair treatment of
consumers.

¢ Financial institutions should act promptly when
fraudulent or improper activities occur relating to a
payment processor, including possibly terminating
the relationship.

e Improperly managing these risks may result in the
imposition of enforcement actions, such as civil
money penalties or restitution orders.
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Revised Guidance on Payment Processor Relationships

The FDIC has recently seen an increase in the number of relationships between financial
institutions and payment processors in which the payment processor, who is a deposit customer
of the financial institution, uses its relationship to process payments for third-party merchant
clients. Payment processors typically process payments either by creating and depositing
remotely created checks (RCCs) often referred to as “Demand Drafts” or by originating
Automated Clearing House (ACH) debits on behalf of their merchant customers. The payment
processor may use its own deposit account to process such transactions, or it may establish
deposit accounts for its merchant clients.

While payment processors generally effect legitimate payment transactions for reputable
merchants, the risk profile of such entities can vary significantly depending on the make-up of
their customer base. For example, payment processors that deal with telemarketing and online
merchants' may have a higher risk profile because such entities have tended to display a higher
incidence of consumer fraud or potentially illegal activities than some other businesses. Given
this variability of risk, payment processors must have effective processes for verifying their
merchant clients’ identities and reviewing their business practices. Payment processors that do
not have such processes can pose elevated money laundering and fraud risk for financial
institutions, as well as legal, reputational, and compliance risks if consumers are hanned.

Financial institutions should understand, verify, and monitor the activities and the entities related
to the account relationship. Although all of the core elements of managing third-party risk should
be considered in payment processor relationships (e.g., risk assessment, due diligence, and
oversight), managing this risk poses an increased challenge for the financial institution when
there may not be a direct customer relationship with the merchant. For example, it may be
difficult to obtain necessary information from the payment processor, particularly if a merchant
is also a payment processor, resulting in a “nested” payment processor or “aggregator”
relationship.

Financial institutions should ensure that their contractual agreements with payment processors
provide them with access to necessary information in a timely manuer. These agreements should
also protect financial institutions by providing for immediate account closure, contract
termination, or similar action, as well as establishing adequate reserve requirements to cover
anticipated charge backs. Accordingly, financial institutions should perform due diligence and
account monitoring appropriate to the risk posed by the payment processor and its merchant

! Examples of telemarketing, online businesses, and other merchants that may have a higher incidence of consumer
fraud or potentially illegal activities or may otherwise pose elevated risk include credit repair services, debt
consolidation and forgiveness programs, online gambling-related operations, government grant or will-writing kits,
payday or subprime loans, pornography, online tobacco or firearms sales, pharmaceutical sales, sweepstakes, and
magazine subscriptions. This list is not all-inclusive.



base. Risks associated with this type of activity are further increased if neither the payment
processor nor the financial institution performs adequate due diligence on the merchants for
which payments are originated. Financial institutions are reminded that they cannot rely solely
on due diligence performed by the payment processor. The FDIC expects a financial institution
to adequately oversee all transactions and activities that it processes and to appropriately manage
and mitigate operational risks, Bank Secrecy Act (BSA) compliance, fraud risks, and consumer
protection risks, among others.

Potential Risks Arising from Payment Processor Relationships

Deposit relationships with payment processors expose financial institutions to risks not
customarily present in relationships with other commercial customers. These include increased
operational, strategic, credit, compliance, and transaction risks. In addition, financial institutions
should consider the potential for legal, reputational, and other risks, including risks associated
with a high or increasing number of customer complaints and returned items, and the potential
for claims of unfair or deceptive practices. Financial institutions that fail to adequately manage
these relationships may be viewed as facilitating a payment processor’s or merchant client’s
[fraudulent or unlawful activity and, thus, may be liable for such acts or practices. In such cases,
the financial institution and responsible individuals have been subject to a variety of enforcement
and other actions. Financial institutions must recognize and understand the businesses and
customers with which they have relationships and the liability risk for facilitating or aiding and

abetting consuner unfairness or deception under Section 5 of the Federal Trade Commission
Act?

Financial institutions should be alert for payment processors that use more than one financial
institution to process merchant client payments or that have a history of moving from one
financial institution to another within a short period. Processors may use multiple financial
institutions because they recognize that one or more of the relationships may be terminated as a
result of suspicious activity.

Financial institutions should also be on alert for payment processors that solicit business
relationships with troubled financial institutions in need of capital. In such cases, payment
processors will identify and establish relationships with troubled financial institutions because
these financial institutions may be more willing to engage in higher-risk transactions in exchange
for increased fee income. In some cases, payment processors have also committed to purchasing
stock in certain troubled financial institutions or have guaranteed to place a large deposit with the
financial institution, thereby providing additional, much-needed capital. Often, the targeted
financial institutions are smaller, community banks that lack the infrastructure to properly
manage or control a third-party payment processor relationship.

2 Under Section 8 of the Federal Deposit Insurance Act, the FDIC has authority to enforce the prohibitions against
Unfair or Deceptive Acts or Practices (UDAP) in the Federal Trade Commission Act. UDAP violations can result in
unsatisfactory Community Reinvestment Act ratings, compliance rating downgrades, restitution to consumers, and
the pursuit of civil money penalties.



Financial institutions also should be alert to an increase in consumer complaints about payment
processors and/or merchant clients or an increase in the amount of returns or charge backs, all of
which may suggest that the originating merchant may be engaged in unfair or deceptive practices
or may be inappropriately obtaining or using consumers’ personal account information to create
unauthorized RCCs or ACH debits. Consumer complaints may be made to a variety of sources
and not just directly to the financial institution. They may be sent to the payment processor or the
underlying merchant, or directed to consumer advocacy groups or online complaint Web sites or
blogs. Financial institutions should take reasonable steps to ensure they understand the type and
level of complaints related to transactions that it processes. Financial institutions should also
determine, to the extent possible, if there are any external investigations of or legal actions
against a processor or its owners and operators during initial and ongoing due diligence of
payment processors.

Financial institutions should act promptly to minimize possible consumer harm, particularly in
cases involving potentially fraudulent or improper activities relating to activities of a payment
processor or its merchant clients. Appropriate actions include filing a Suspicious Activity
Report,’ requiring the payment processor to cease processing for a specific merchant, freezing
certain deposit account balances to cover anticipated charge backs, and/or terminating the
financial institution’s relationship with the payment processor.

Risk Mitigation

Financial institutions should delineate clear lines of responsibility for controlling risks associated
with payment processor relationships. Controls may include enhanced due diligence; effective
underwriting; and increased scrutiny and monitoring of high-risk accounts for an increase in
unauthorized returns, charge backs, suspicious activity, and/or consumer complaints.
Implementing appropriate controls for payment processors and their merchant clients can help
identify payment processors that process items for fraudulent telemarketers, online scammers, or
other unscrupulous merchants and help ensure that the financial institution is not facilitating
these transactions. Appropriate oversight and monitoring of these accounts may require the
involvement of multiple departments, including information technology, operations, BSA/anti-
money laundering (AML), and compliance.

Due Diligence and Underwriting

Financial institutions should implement policies and procedures designed to reduce the
likelihood of establishing or maintaining inappropriate relationships with payment processors
used by unscrupulous merchants. Such policies and procedures should outline the bank’s
thresholds for unauthorized returns, the possible actions that can be taken against payment
processors that exceed these standards, and methods for periodically reporting such activities to
the bank’s board of directors and senior management.

}The U.S. Department of Treasury’s Regulation 31 (CFR 103.18) requires that every fcderally supervised banking
organization file a SAR when the institution detects a known or suspected violation of federal law. Part 353 of the
FDIC’s Rules and Regulations addresses SAR filing requirements and makes them applicable to all state-chartered
financial institutions that are not members of the Federal Reserve System.



As part of such policies and procedures, financial institutions should develop a processor
approval program that extends beyond credit risk management. This program should include a
due diligence and underwriting policy that, among other things, requires a background check of
the payment processor, its principal owners, and its merchant clients. This will help validate the
activities, creditworthiness, and business practices of the payment processor, as well as identify
potential problem merchants. Payment processors may also process transactions for other
payment processors, resulting in nested payment processors or aggregator relationships. The
financial institution should be aware of these activities and obtain data on the nested processor
and its merchant clients. Nested processors and aggregator relationships pose additional
challenges as they may be extremely difficult to monitor and control; therefore, risk to the
institution is significantly elevated in these cases.

Controls and due diligence requirements should be robust for payment processors and their
merchant clients. At a minimum, the policies and procedures should authenticate the processor’s
business operations and assess the entity’s risk level. An assessment should include:

o Identifying the major lines of business and volume for the processor’s customers;

e Reviewing the processor’s policies, procedures, and processes to determine the adequacy
of due diligence standards for new merchants;

e Reviewing corporate documentation, including independent reporting services and, if
applicable, documentation on principal owners;

e Reviewing the processor’s promotional materials, including its Web site, to determine the
target clientele;*

e Determining if the processor re-sells its services to a third party that may be referred to as
an agent or provider of “Independent Sales Organization opportunities” or a “gateway
arrangement”™ and whether due diligence procedures applied to those entities are
sufficient;

e Visiting the processor’s business operations center;

e Reviewing appropriate databases to ensure that the processor and its principal owners and
operators have not been subject to law enforcement actions; and,

o Determining whether any conflicts of interest exist between management and insiders of
the financial institution.

* See footnote 1 for examples of potentially high-risk areas.

5 An Independent Sales @rganization is an outside company contracted to procure new merchant relationships.
Gateway arrangements are similar to Internet service providers that sell excess computer storage capacity to third
parties, who in tum distribute computer services to other individuals unknown to the provider. The third party would
make decisions about who would be receiving the service, although the provider would be responsible for the
ultimate storage capacity.



Financial institutions should require that payment processors provide information on their
merchant clients, such as the merchant’s name, principal business activity, location, and sales
techniques. The same information should be obtained if the merchant uses sub-merchants (often
called “affiliates”). Additionally, financial institutions should verify directly, or through the
payment processor, that the originator of the payment (i.e., the merchant) is operating a
legitimate business. Such verification could include comparing the identifying information with
public record, fraud databases, and a trusted third party, such as a consumer reporting agency or
consumer advocacy group, and/or checking references from other financial institutions. The
financial institution should also obtain independent operational audits of the payment processor
to assess the accuracy and reliability of the processor’s systems. The more the financial
institution relies on the payment processor for due diligence and monitoring of its merchant
client without direct financial institution involvement and verification, the more important it is to
have an independent review to ensure that the processor’s controls are sufficient and that
contractual agreements between the financial institution and the third-party payment processor
are honored.

Ongoing Monitoring

Financial institutions that initiate wansactions for payment processors should implement systems
to monitor for higher rates of returns or charge backs and/or high levels of RCCs or ACH debits
returned as unauthorized or due to insufficient funds, all of which often indicate fraudulent
activity. This would include analyzing and monitoring the adequacy of any reserve balances or
accounts established to continually cover charge-back activity.

Financial institutions are required to have a BSA/AML compliance program and appropriate
policies, procedures, and processes for monitoring, detecting, and reporting suspicious activity.
However, nonbank payment processors generally are not subject to BSAJAML regulatory
requirements, and therefore some payment processors are more vulnerable to money laundering,
identity theft, fraud schemes, and illicit transactions. The FFIEC BSA/AML Examination
Manual urges financial institutions to effectively assess and manage risk associated with third-
party payment processors. As a result, a financial institution’s risk mitigation program should
include procedures for monitoring payment processor information, such as merchant data,
transaction volume, and charge-back history.

Consumer complaints and/or high rates of return may be an indicator of unauthorized or illegal
activity. As such, financial institutions should establish procedures for regularly surveying the
sources of consumer complaints that may be lodged with the payment processor, its merchant
clients or their affiliates, or on publicly available complaint Web sites and/or blogs. This will
help the institutions identify processors and merchants that may pose greater risk.

Similarly, financial institutions should have a formalized process for periodically auditing their
third-party payment processing relationships; including reviewing merchant client lists and
confirming that the processor is fulfilling contractual obligations to verify the legitimacy of its
merchant clients and their business practices.



Conclusion

The FDIC recognizes that financial institutions provide legitimate services for payment
processors and their merchant clients. However, to limit potential risks, financial institutions
should implement risk mitigation policies and procedures that include oversight and controls
appropriate for the risk and transaction types of the payment processing activities. At a
minimum, Board-approved policies and programs should assess the financial institution’s risk
tolerance for this type of activity, verify the legitimacy of the payment processor’s business
operations, determine the character of the payment processor’s ownership, and ensure ongoing
monitoring of payment processor relationships for suspicious activity, among other things.
Adequate routines and controls will include sufficient staffing with the appropriate background
and experience for managing third-party payment processing relationships of the size and scope
present at the institution, as well as strong oversight and monitoring by the board and senior
management. Financial institutions should act promptly if they believe fraudulent or improper
activities potentially resulting in consumer harm have occurred related to activities of a payment
processor or its merchant clients, in accordance with their duties under BSA/AML policies and
procedures, as well as under Section 5 of the Federal Trade Commission Act, which prohibits
unfair or deceptive acts and practices.

Sandra L. Thompson
Director
Division of Risk Management Supervision
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Director
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Letter from the Director NG

s the economic recovery

continues to take hold across

the country, many banks are
exploring ways to increase revenues
and expand small business lending.
Lending programs offered by the
Small Business Administration (SBA)
provide an opportunity for banks
to lend to small businesses while
benefiting from an SBA guaranty.
“SBA Lending: Insights for Lend-
ers and Examiners” provides useful
information for institutions interested
in participating in the SBA program.
This article describes the technical
underwriting, servicing, and liquida-
tion requirements associated with
SBA loan products and provides help-
ful information for examiners when
reviewing bank SBA loan portfolios.

An increasing number of finan-
cial institutions are entering into
deposit relationships with third-
party payment processors that effect
payment transactions for merchant
clients. As described in “Managing
Risks in Third-Party Payment Proces-
sor Relationships,” this activity can
expose institutions to risks not pres-
ent in other commercial customer
relationships. This article explains
the role of third-party payment
processors, identifies warning signs
that may indicate heightened risk
in a payment processor relation-
ship, and discusses the controls that

should be in place to manage this
risk. The article concludes with an
overview of supervisory remedies that
may be used when it is determined

a financial institution does not have
an adequate program to monitor and
mitigate the risks.

We hope you find the articles in
this issue to be informative and
useful. We encourage our readers to
provide feedback and suggest topics
for future issues. Please e-mail your
comments and suggestions to
SupervisoryJournal@fdic.gov.

Sandra L. Thompson
Director

Division of Risk Management
Supervision
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Managing Risks in Third-Party

Payment Processor Relationships

uring the past few years,

the Federal Deposit Insur-

ance Corporation (FDIC) has
observed an increase in the number
of deposit relationships between
financial institutions and third-party
payment processors and a correspond-
ing increase in the risks associated
with these relationships. Deposit rela-
tionships with payment processors
can expose financial institutions to
risks not present in typical commer-
cial customer relationships, including
greater strategic, credit, compliance,
transaction, legal, and reputation risk.
It was for this reason in 2008 that the
FDIC issued Guidance on Payment
Processor Relationships which outlines
risk mitigation principles for this type
of higher-risk activity.!

Although many payment processors
effect legitimate payment transactions
for a variety of reputable merchants,
an increasing number of processors
have been initiating payments for
abusive telemarketers, deceptive online
merchants, and organizations that
engage in high risk or illegal activities.
In the absence of adequate monitoring
systems and controls, a financial insti-
tution could be facilitating unauthor-
ized transactions or unfair or deceptive
practices resulting in financial harm to
the consumer. Therefore, it is essential
that financial institutions and examin-
ers recognize and understand the risks
associated with these relationships.

This article explains the role of third-
party payment processors and the risks
they can present to financial institu-
tions, identifies warning signs that may
indicate heightened risk in a payment
processor relationship, and discusses
the risk mitigation controls that should
be in place to manage this risk. The
article concludes with an overview

of supervisory remedies that may be
used when it is determined that a
financial institution does not have an
adequate program in place for monitor-
ing and addressing the risks associated
with third-party payment processor
relationships.

1 ——
Background

The core elements of managing third-
party risk are present in payment
processor relationships (e.g., risk
assessment, policies and procedures,
due diligence, and oversight). Managing
these risks can be particularly chal-
lenging as the financial institution does
not have a direct customer relationship
with the payment processor’s merchant
clients. Furthermore, the risks asso-
ciated with this type of activity are
heightened when neither the payment
processor nor the financial institution
performs adequate due diligence, such
as verifying the identities and business
practices of the merchants for which
payments are originated and imple-
menting a program of ongoing monitor-
ing for suspicious activity.

For example, in a typical third-party
payment processor relationship,
the payment processor is a deposit
customer of the financial institution
which uses its deposit account to
process payments for its merchant
clients. The payment processor
receives lists of payments to be gener-
ated by the merchant clients for the
payment of goods or services and initi-
ates the payments by creating and
depositing them into a transaction
account at a financial institution. In
some cases, the payment processor
may establish individual accounts at
the financial institution in the name

! Financial Institution Letter (FIL) 127-2008, Guidance on Payment Processor Relationships, dated November 7,
2008. See: http://www.fdic.gov/news/news/financial/2008/fil08127.html.
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Third-Party Payment Processors

continued from pg. 3

4

of each merchant client and deposit
the appropriate payments into these
accounts. The merchant may then be
a co-owner of the deposit account and
make withdrawals from the account
to receive its sales proceeds, or the
payment processor may periodically
forward the sales proceeds from the
account to the merchant. Alterna-
tively, the payment processor may
commingle payments originated by
the merchant clients into a single
deposit account in the name of the
payment processor. In this case, the
payment processor should maintain
records to allocate the deposit account
balance among the merchant clients.

Payment Types Used by Third-
Party Payment Processors

Payment processors may offer
merchants a variety of alternatives
for accepting payments including
credit and debit card transactions,
traditional check acceptance, Auto-
mated Clearing House (ACH) debits
and other alternative payment chan-
nels. The potential for misuse or
fraud exists in all payment channels.
However, the FDIC has observed that
some of the most problematic activ-
ity occurs in the origination of ACH
debits or the creation and deposit of
remotely created checks.

Automated Clearing House
Debits

The ACH network is a nationwide
electronic payment network which
enables participating financial institu-
tions to distribute electronic credit
and debit entries to bank accounts
and settle these entries.

Common ACH credit transfers
include the direct deposit of payroll
and certain benefits payments. Direct
debit transfers also may be made
through the ACH network and include
consumer payments for insurance
premiums, mortgage loans, and other
types of bills. Rules and regulations
governing the ACH networks are
established by NACHA - The Elec-
tronic Payments Association (formerly
National Automated Clearing House
Association)? and the Board of Gover-
nors of the Federal Reserve System.

Third-party payment proces-
sors initiate ACH debit transfers as
payments for merchant clients by
submitting these transfers, which
contain the consumer’s financial insti-
tution routing number and account
number (found at the bottom of a
check) to their financial institution
to enter into the ACH networks.
Telemarketers and online merchants
obtain this information from the
consumer and transmit it to the
payment processor to initiate the
ACH debit transfers. The risk of fraud
arises when an illicit telemarketer or
online merchant obtains the consum-
er’s account information through
coercion or deception and initiates an
ACH debit transfer that may not be
fully understood or authorized by the
consumer.

As with all payment systems and
mechanisms, the financial institution
bears the responsibility of implement-
ing an effective system of internal
controls and ongoing account monitor-
ing for the detection and resolution
of fraudulent ACH transfers. If an
unauthorized ACH debit is posted to
a consumer’s account, the procedures
for resolving errors contained in the
Federal Reserve Board’s Regulation E,

2 NACHA establishes the rules and procedures governing the exchange of automated clearinghouse payments.

See http://www.nacha.org/c/achrules.cfm.

Supervisory Insights

Summer 2011


http://www.nacha.org/c/achrules.cfm

which governs electronic funds trans-
fers,® provide the consumer 60 days
after the financial institution sends

an account statement to report the
unauthorized ACH debit.* Regulation
E requires the consumer’s financial
institution to investigate the matter
and report to the consumer the results
of the investigation within a prescribed
time frame. In the case of an ACH
debit, when a consumer receives a
refund for an unauthorized debit, ACH
rules permit the consumer’s financial
institution to recover the amount of
the unauthorized payment by return-
ing the debit item to the originating
financial institution.

Remotely Created Checks

Remotely Created Checks (RCCs),
often referred to as “demand drafts,”
are payment instruments that do
not bear the signature of a person
on whose account the payments are
drawn. In place of the signature,
the RCC bears the account holder’s
printed or typed name, or a state-
ment that the accountholder’s signa-
ture is not required or the account
holder has authorized the issuance
of the check. Similar to the initiation
of an ACH debit transfer, an account
holder authorizes the creation of an
RCC by providing his financial institu-
tion’s routing number and his account
number. Examples of RCCs are those
created by a credit card or utility
company to make a payment on an
account, or those initiated by telemar-
keters or online merchants to purchase
goods or services.

The risk of fraud associated with
RCCs is often greater than the risk
associated with other kinds of debits
that post to transaction accounts. For
example, an illicit payment originator
might obtain a consumer’s account
information by copying it from an
authorized check or misleading the
consumer into providing the informa-
tion over the telephone or the Inter-
net. Once the necessary information
is obtained, the payment originator
can generate unauthorized RCCs and
forward them for processing. Similar to
the responsibilities associated with the
ACH network, the financial institution
should implement an effective system
of internal controls and account moni-
toring to identify and resolve the unau-
thorized RCC.

RCCs may be processed as a paper
item through the customary clear-
ing networks or converted to and
processed as an ACH debit. However,
check clearing and ACH rules differ as
to the re-crediting of an accountholder
for an unauthorized RCC and how
losses are allocated by and between
the participating financial institu-
tions. RCCs processed as checks are
governed by provisions of the Uniform
Commercial Code (UCC) and the
Expedited Funds Availability Act,® as
implemented by Regulation CC. RCCs
converted to ACH debits are governed
by applicable ACH rules, the Electronic
Fund Transfer Act, and Regulation E.

In response to heightened concern
about the risk of fraud, in 2005 the
Federal Reserve amended Regulation
CC to transfer the liability for losses

3 Provisions of the Federal Reserve Board's Regulation E establish the rights, liabilities, and responsibilities of
participants in electronic fund transfer systems, such as automated teller machine transfers, telephone bill-
payment services, point-of-sale terminal transfers, and preauthorized transfers from or to a consumer’s account.

#12 CFR Section 205.11.

5 The Expedited Funds Availability Act (EFAA), enacted in 1987, addresses the issue of delayed availability of funds
by banks. The EFAA requires banks to (1) make funds deposited in transaction accounts available to customers
within specified time frames, (2) pay interest on interest-bearing transaction accounts not later than the day the
bank receives credit, and (3) disclose funds-availability policies to customers.

]
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resulting from unauthorized RCCs.°
At the same time, the Board also
amended Regulation J (the Collec-
tion of Checks and Other Items by
Federal Reserve Banks and Funds
Transfers Through Fedwire) to clarify
that certain warranties, similar to
those provided under the UCC, apply
to RCCs collected through the Reserve
Banks. In conjunction with Regulation
C(, the amendments to Regulation J
shifted the liability for losses attributed
to unauthorized RCCs to the financial
institution where the check is first
deposited as this institution is in the
best position to know its customer
(the creator of the RCC) and deter-
mine the legitimacy of the deposits.
The liability also creates an economic
incentive for depository institutions

to perform enhanced due diligence

on those customers depositing RCCs.
Furthermore, by providing the paying
financial institution with the ability

to recover against the financial insti-
tution presenting the unauthorized
RCC, these regulatory changes should
make it easier for customers to obtain
re-credits.”

Types of High Risk Payments

Although many clients of payment
processors are reputable merchants, an
increasing number are not and should
be considered “high risk.” These
disreputable merchants use payment
processors to charge consumers for

questionable or fraudulent goods

and services. Often a disreputable
merchant will engage in high pressure
and deceptive sales tactics, such as
aggressive telemarketing or enticing
and misleading pop-up advertisements
on Web sites. For example, consum-
ers should be cautious when Web
sites offer “free” information and ask
consumers to provide payment infor-
mation to cover a small shipping and
handling fee. In some instances and
without proper disclosure, consumers
who agreed to pay these fees, often
found their bank accounts debited

for more than the fee and enrolled in
costly plans without their full under-
standing and consent.® Still other
disreputable merchants will use proces-
sors to initiate payments for the sale
of products and services, including,
but not limited to, unlawful Internet
gambling and the illegal sale of tobacco
products on the Internet.

Generally, high-risk transactions
occur when the consumer does not
have a familiarity with the merchant,
or when the quality of the goods and
services being sold is uncertain. Activi-
ties involving purchases made over the
telephone or on the Internet tend to
be riskier in that the consumer cannot
fully examine or evaluate the product
or service purchased. Similarly, the
consumer may not be able to verify the
identity or legitimacy of the person or
organization making the sale.

8 Effective July 1, 2006 [70 Fed. Reg. 71218-71226 (November 28, 2005)].

" Changes to Federal Reserve Bank Operating Circular No. 3 on the Collection of Cash Items and Returned Checks
clarifies that electronically created images (including RCC items) that were not originally captured from paper are
not eligible to be processed as Check 21 items (effective July 15, 2008), www.frbservices.org/files/regulations/pdf/

operating_circular_3.pdf.

®Rules governing the use of telemarketing require verifiable authorization of payment for services. See the
Federal Trade Commission Telemarketing Sales Rule [16 CFR 310]. See: http://www.ftc.gov/0s/2002/12/tsrfinalrule.

pdf.
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Some merchant categories that have been associated with high-risk activity
include, but are not limited to:

B Ammunition Sales B Life-Time Memberships
B (Cable Box De-scramblers B Lottery Sales

B Coin Dealers B Mailing Lists/Personal Info
B Credit Card Schemes B Money Transfer Networks
B Credit Repair Services B On-line Gambling

B Dating Services B PayDay Loans

B Debt Consolidation Scams B Pharmaceutical Sales

B Drug Paraphernalia B Ponzi Schemes

B Escort Services B Pornography

B Firearms Sales B Pyramid-Type Sales

B Fireworks Sales B Racist Materials

B Get Rich Products B Surveillance Equipment
B Government Grants B Telemarketing

B Home-Based Charities B Tobacco Sales

B Life-Time Guarantees B Travel Clubs

1 ——
Of particular concern, the FDIC and High-Risk Payment Processor

other federal regulators have seen Relationship Warning Signs
an increase in payment processors

initiating payment for online gaming Financial institutions and examiners
activities that may be illegal. The should be aware of the warning signs
Unlawful Internet Gambling Enforce- that may indicate heightened risk in
ment Act of 2006 (UIGEA) prohibits a payment processor relationship.
financial institutions from accepting One of the more telling signs is a high
payments from any person engaged volume of consumer complaints that
in the business of betting or wagering suggest a merchant client is inappro-
with a business in unlawful Internet priately obtaining personal account
sambling (see the FDIC’s Financial information; misleading customers
Institution Letter on the Unlawful as to the quality, effectiveness, and
Internet Gambling Enforcement Act, usefulness of the goods or services
FIL-35-2010, dated June 30, 2010).° being offered; or misstating the sales

price or charging additional and some-
times recurring fees that are not accu-
rately disclosed or properly authorized
during the sales transaction. However,
this may be somewhat difficult to
determine in that it may be almost

%12 CFR Part 233 — Regulation GG, Financial Institution Letter (FIL) 35-2010, Unlawful Internet Gambling Enforce-
ment Act, dated June 30, 2010. See http://www.fdic.gov/news/news/financial/2010/fil10035.html.
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impossible for financial institutions
and examiners to know if consumers
are submitting complaints directly
to the payment processor or the
merchants. One way financial institu-
tions and examiners can determine
if consumers are making complaints
or voicing their dissatisfaction is to
review certain Web sites, such as
those for regional Better Business
Bureaus, or blogs intended to collect
and share such information to alert
other consumers.

Financial institutions with third-
party payment processor relationships
should consider monitoring the Inter-
net for complaints that mention them
by name. The financial institution’s
name typically appears on the face
of a RCC or in the record of an ACH
debit. As a result, consumers often
associate the financial institution with
the transaction and may complain
about the institution facilitating the
payment. Complaints also may be
lodged with the depository financial
institution by the financial institu-
tion of the consumer whose account
was charged. As required by statute
and federal regulation, the depository
financial institution must acknowl-
edge, research, and respond to each
complaint made directly to them.

Another indication of the potential
for heightened risk in a payment
processor relationship is a large
number of returns or charge backs.
Consumers who are dissatisfied
with goods or services delivered or
provided, or consumers who feel
they were deceived or coerced into
providing their account information,
can request their financial institution
return the RCC or ACH debit to the
depository financial institution as an
unauthorized transaction. In addi-
tion, items may be returned if insuf-
ficient funds are available to cover the
unauthorized items, resulting in the
consumer’s account being overdrawn.
In these circumstances, the items

often are returned as “NSF” rather
than as “unauthorized.” Accordingly,
financial institutions with payment
processor relationships should imple-
ment systems to monitor for higher
rates of returns or charge backs,
which can be evidence of fraudulent
activity.

Another warning sign is a significant
amount of activity which generates
a higher than normal level of fee
income. In an increasingly competi-
tive market place, financial institu-
tions are looking for ways to grow
non-interest fee income, and this is
especially true for troubled institu-
tions. Although fee income from third-
party payment processor relationships
may benefit an institution’s bottom
line, it can indicate an increased
level of risk. Side agreements may
be established between payment
processors and financial institutions,
whereby the payment processor pays
the institution a fee for each item
deposited, generating a higher level
of fee income. However, the greatest
source of income from these rela-
tionships tends to be returned item
fees. Financial institutions routinely
charge deposit customers a fee for
each returned item. Because payment
processors may generate a high
volume of returned items, the fee
income associated with this activity is
typically much higher.

As a caveat, financial institutions
and examiners should be alert for
payment processors that use more
than one financial institution to
process merchant client payments, or
nested arrangements where a payment
processor’s merchant client is also
doing third-party payment processing.
Spreading the activity among several
institutions may allow processors that
engage in inappropriate activity to
avoid detection. For example, a single
institution may not detect high levels
of returned items if they are spread
among several financial institutions.
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Payment processors also may use
multiple financial institutions in case
one or more of the relationships is
terminated as a result of suspicious
activity.

Finally, another troubling develop-
ment is payment processors that
purposefully solicit business relation-
ships with troubled institutions in
need of capital. Payment processors
identify and establish relationships
with troubled institutions as these
institutions may be more willing to
engage in higher-risk transactions
in return for increased fee income.
In some cases, payment processors
have made a commitment to purchase
stock in certain troubled financial
institutions or guarantee to retain
a large deposit with the institution,
thereby providing additional, needed
capital. Often, the targeted financial
institutions are smaller, community
banks that lack the infrastructure to
properly manage or control a third-
party payment processor relationship.

|
Risk Controls

A framework for prudently manag-
ing relationships with third-party
payment processors was communi-
cated in the FDIC’s 2008 Guidance on
Payment Processor Relationships. '
Financial institutions in relation-
ships with payment processors should
establish clear lines of responsibility
for controlling the associated risks.
Such responsibilities include effec-
tive due diligence and underwrit-
ing, as well as ongoing monitoring of
high-risk accounts for an increase in
unauthorized returns and suspicious

activity and maintenance of adequate
balances or reserves to cover expected
high levels of returned items. The
relationship should be governed by a
written contract between the finan-
cial institution and the third-party
payment processor which outlines
each party’s duties and responsi-
bilities. Implementing appropriate
and effective controls over payment
processors and their merchant clients
will help identify those processors
working with fraudulent telemarketers
or other unscrupulous merchants and
help ensure the financial institution
does not facilitate such transactions.

Due Diligence and
Underwriting

Due diligence and prudent under-
writing standards are critical compo-
nents of a risk mitigation program.
Financial institutions should imple-
ment policies and procedures that
reduce the likelihood of establishing
or maintaining a relationship with
payment processors through which
unscrupulous merchants can access
customers’ deposit accounts.

Financial institutions that initiate
transactions for payment processors
should develop a processor approval
program that extends beyond credit
risk management. This program
should incorporate an effective due
diligence and underwriting policy that,
among other things, requires back-
ground checks of payment processors
and merchant clients. A processor
approval program will help validate
the activities, creditworthiness, and
business practices of the payment
processor and should, at a minimum,

1 Financial Institution Letter (FIL) 127-2008, Guidance on Payment Processor Relationships, November 7, 2008,

http://www.fdic.gov/news/news/financial/2008/fil08127.html.

Supervisory Insights

Summer 2011


http://www.fdic.gov/news/news/financial/2008/fil08127.html

Third-Party Payment Processors

continued from pg. 9

10

authenticate the processor’s business
operations and assess the entity’s
risk level. Any processor assessment
should include:

B Reviewing the processor’s promo-
tional materials, including its
Web site, to determine the target
clientele.

B Determining if the processor
re-sells its services to “Independent
Sales Organizations” (companies
contracted to procure new merchant
relationships) or through “gate-
way arrangements” (selling excess
capacity to third parties, which
in turn sell services to other indi-
viduals unknown to the payment
processor).

B Reviewing the processor’s policies,
procedures, and processes to deter-
mine the adequacy of due diligence
standards for new merchants.

B Identifying the major lines of busi-
ness and volume for the processor’s
customers.

B Determining whether the institu-
tion maintains appropriate balances
or reserves for each individual
merchant based on the type of client
and the risk involved in the transac-
tions processed and the expected
volume of returned items.

B Reviewing corporate documentation,
obtaining information on the proces-
sor from independent reporting
services and, if applicable, documen-
tation on principal owners.

B Visiting the processor’s business
operations center.

B Requesting copies of consumer
complaints and the procedures for
handling consumer complaints and
redress.

B Obtaining information pertaining to
any litigation and actions brought by
federal, state, or local regulatory or
enforcement agencies.

B Obtaining information about the
history of returned items and
customer refunds.

Financial institutions should require
the payment processor to provide
information on its merchant clients,
such as the merchant’s name, prin-
cipal business activity, geographic
location, and sales techniques. Addi-
tionally, financial institutions should
verify directly, or through the payment
processor, that the originator of the
payment (i.e., the merchant) is operat-
ing a legitimate business. Such veri-
fication could include comparing the
identifying information with public
record, fraud databases and a trusted
third party, such as a credit report
from a consumer reporting agency or
the state Better Business Bureau, or
checking references from other finan-
cial institutions.
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Ongoing Monitoring

Financial institutions are required to
have a Bank Secrecy Act/Anti-Money
Laundering (BSA/AML) compliance
program and appropriate policies,
procedures, and processes in place for
monitoring, detecting, and reporting
suspicious activity.!* However, non-
bank payment processors generally
are not subject to BSA/AML regulatory
requirements and, therefore, some
payment processors may be vulnerable
to money laundering, identity theft,
fraud schemes, and illicit transac-
tions. The Federal Financial Institu-
tions Examination Council BSA/AML
Examination Manual urges financial
institutions to effectively assess and
manage risk with respect to third-party
payment processors. As a result, a
financial institution’s risk mitigation
program should include procedures
for monitoring payment processor
information, such as merchant data,
transaction volume, and charge-back
history.'?

Appropriate Supervisory
Responses

In those instances where examiners
determine that a financial institution
fails to have an adequate program in
place to monitor and address risks
associated with third-party payment
processor relationships, formal or
informal enforcement actions may

be appropriate. Formal actions have
included Cease and Desist Orders
under Section 8(b) or 8(c) of the
Federal Deposit Insurance (FDI) Act,
as well as assessment of Civil Money
Penalties under Section 8(i) of the FDI
Act. These orders have required the
financial institution to immediately
terminate the high-risk relationship
and establish reserves or funds on
deposit to cover anticipated charge
backs.

As appropriate, the examiner will
determine if financial institution
management has knowledge that the
payment processor or the merchant
clients are engaging in unfair or decep-
tive practices in violation of Section
5 of the Federal Trade Commission
Act. In those cases where a financial
institution does not conduct due dili-
gence, accepts a heightened level of
risk, and allows transactions for high-
risk merchants to pass though it, it
may be determined that the financial
institution is aiding and abetting the
merchants. This also could indicate a
disregard for the potential for financial
harm to consumers and, as a result,
the financial institution may be subject
to civil money penalties or required to
provide restitution.

" Banks, bank holding companies, and their subsidiaries are required by federal regulations to file a Suspicious
Activity Report if they know, suspect, or have reason to suspect the transaction may involve potential money
laundering or other illegal activity, is designed to evade the Bank Secrecy Act or its implementing regulations,
has no business or apparent lawful purpose, or is not the type of transaction in which particular customer
would normally be expected to engage. See 12 CFR 353 (http://www.ffiec.gov/bsa_aml_infobase/pages_manual/
regulations/12CFR353.htm) and 31 CFR 103.18 (http://www.ffiec.gov/bsa_aml_infobase/pages_manual/
regulations/31CFR103.pdf.)

12 See “Third-Party Payment Processors—Overview,” from the Bank Secrecy Act/Anti-Money Laundering Exami-
nation Manual, http://www.ffiec.gov/bsa_aml_infobase/pages_manual/OLM_063.htm.
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Conclusion

Deposit relationships with payment
processors expose financial institu-
tions to risks that may not be present
in relationships with other commer-
cial customers. To limit potential
risks, financial institutions should
implement risk mitigation policies and
procedures that include appropriate
oversight and controls commensurate
with the risk and complexity of the
activities. At a minimum, risk mitiga-
tion programs should result in the
financial institution assessing its risk
tolerance for this type of activity, veri-
fying the legitimacy of the payment
processor’s business operations, and
monitoring payment processor rela-
tionships for suspicious activity.

Financial institutions should act
promptly if they believe fraudulent
or improper activities have occurred
related to a payment processor’s activi-
ties. Appropriate actions may include
filing a Suspicious Activity Report,
requiring the payment processor to
cease processing for that specific
merchant, or terminating the finan-
cial institution’s relationship with
the payment processor. Should it be
determined that a financial institution

does not have an adequate program in
place to monitor and address the risks
associated with third-party payment
processor relationships, an appropri-
ate supervisory response will be used
to require the financial institution to
correct the deficiencies.
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