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Government Reform

Tuesday, April 4, 2017

Chairman Hurd, Ranking Member Kelly, Members of the Subcommittee:

Thank you for inviting me to appear before you today. | am honored to have this
opportunity to provide input to the ongoing dialogue addressing challenges which
adversely impact the recruitment, development, and retention of the Federal IT
Workforce and offer a few ideas about potential solutions. | would like to state at
the outset that the opinions and ideas | will share are my own, and are not
offered on behalf of any government agency or industry organization.

| have had the privilege of serving as a Federal CIO in three different departments
over the last 15 years — as the first CIO of the Department of Homeland Security;
as the CIO of the FAA’s Air Traffic Organization, and then as the Deputy and Acting
ClO of the FAA; and most recently, as the CIO of the Department of Commerce. |
am honored to have served as an appointee in both a Republican and a
Democratic Administration, as well as in a career role, all at the Senior Executive
Level. | share this background because first and foremost, | strongly believe that
improving the skills, capability, effectiveness, and esprit de corps of the federal IT
workforce is of bipartisan interest. Second, because | have directly addressed
many of the challenges we will likely discuss today. And last, and perhaps most
important, because | have experienced success in overcoming many, but not all,
of these challenges, and can share my experience with the subcommittee.

| want to highlight three persistent challenges which get in the way of recruiting
and retaining talent in the federal workforce which may not be as visible or well
known to members of the Subcommittee, industry, and the GAO.



1. Position Descriptions

A position description, or PD, is required before any recruiting action can occur.
Human Resources reviews and approves all PDs. Very few IT personnel are
trained and skilled at writing or developing PDs. The current library of IT PDs held
available within an agency, or from OPM do not always reflect the skills needed
by today’s workforce. Simply put, too many are obsolete, and even more
concerning, do not exist for key roles related to cybersecurity, digital forensics
and risk management, data science, artificial intelligence, predictive analytics, the
Internet of Things, drone technology, autonomous vehicles, and emerging
technologies. In my experience, not having an up-to-date, HR approved PD
caused delays of up to six months in the recruiting process.

An idea to fix this across government: Task OPM as the lead agency, with
support from OMB, the federal CIO council and the federal CHCO council, to
develop a PD library of HR approved current and emerging IT roles available for
use by any federal agency.

2. Promotions, Career Growth, and Retention

When an individual is first hired into the federal workforce, the position they fill
carries a grade level for pay and promotion purposes. In many cases, the person
cannot be promoted to a higher grade without competing for that position. To
make my point, consider this: if a person is hired into government at a GS-9
position out of college, and then must compete for each grade level promotion,
that person must successfully emerge as the highest rated candidate six separate
times in their career to achieve a GS-15 grade level. And this is true only if there
are open positions at each grade level for which an employee can compete. Using
cybersecurity as a real example, | had some of my most qualified employees leave
my office either for industry or for another department because there were either
no open positions at their next grade level, or they were not selected.

Contrast this with my experience in the private sector. At one of the Fortune 200
companies for which | worked, hiring of entry level and mid-level positions,



including IT, were done via a formal process run by the operational managers as a
team across each operating unit. Each manager participating was trained in the
selection process, which required a three-day course including mock interviews
and graded evaluations. This company hired the best candidates with the
intention of retaining these employees for a career, not just to fill a vacant
position. Once hired, the company ensured each employee had a coach to
develop a career path. Once each employee reached two years of employment
with the company, they went through an evaluation process to identify high
potential and high performing employees. These employees were then put on a
fast track which identified in advance positions which would enable these
employees to grow and gain key skills as well as enable them to be promoted as
they were deemed ready to take on more responsibility. The promotions were
done without competition in most cases. This approach ensured and proved very
successful in retaining and rewarding the most valued employees. This approach
is not possible in the federal government.

An idea to fix this across government: Task OPM as the lead agency, with

support from OMB, the federal CIO council and the federal CHCO council, to
standardize career ladders to allow in line promotions for qualified employees
when they are ready for promotion.

3. Filling Cybersecurity Positions

When | left Commerce, there were 10 unfilled cyber positions. With the CR and
the hiring freeze in place, those positions remain empty as | speak. How do we
address this shortage?

Chairman Hurd has spoken previously about the concept of a Cyber National
Guard. | have spoken previously about a ‘loaned employee’ program, similar in
concept to the IPA program with academia. One concept to directly address the
lack of skilled cybersecurity professionals in the federal workforce is to have
trained, skilled personnel ‘at the ready’ who can be put into service with very
short notice like the FEMA disaster corps. Another model could reflect a formal



agreement or contract, like the military reserves. This cyber reserve corps could
drill each month in federal agencies alongside their government counterparts,
and could be activated for longer periods of time to assist agencies in response to
a breach, or particularly harmful new malware.

In closing, | know | have not addressed all the challenges facing the federal IT
workforce regarding recruiting, development, and retention. However, | am
confident that with the guidance of the committee and GAO, solutions to the
problems that exist can be found in a collaborative partnership between
government and industry.

Thank you for allowing me to participate in this hearing. | look forward to
answering any questions you may have.



Appendix A - | offer my simplified table of problems and solutions.

Problem

Cause

Solution

Recruiting — can’t hire
top candidate(s)

Salary too low

No position at needed
grade level

No hiring bonus

No relocation funding

Authority for special
pay or incentives
related to key skills
like cybersecurity

Recruiting — takes too
long

Approved PDs not
easily available or
don’t exist

Veteran’s Preference
does not always
produce best
gualified candidates

Create library of
approved PDs for use
by all agencies

Direct hiring authority
for key skills like
cybersecurity (exists
currently for cyber)

top candidates

Recruiting — can’t attract

Don’t want to work in
government

Provide scholarships
in return for agreed
term of federal
service

Provide student loan
forgiveness in
exchange for agreed
term of federal
service

Retention

Employees leave for
promotion or higher
pay

Employees do not feel
recognized or
rewarded for their
work

Pay a retention bonus
Give a competitive
cash award for
employees/teams
providing significant
operational solutions




Career Development

Certifications lacking
Skills lacking

Pay a bonus for
obtaining selected
certifications
Reimburse employees
for education directly
related to obtaining
selected skills on a
sliding scale (100% for
an A, 75% for a B,
50% for a C, 25% for a
D, 0% for an F)

Insufficient skilled
candidates

Returning Vets and
unemployed workers
may not have needed
skills

Training programs
with community
colleges and
universities for cyber
skills, needed IT skills
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Steven | Cooper

Steven I. Cooper served as Chief Information Officer (CIO) at the U.S. Department of Commerce
from June 16, 2014 to January 20, 2017. As CIO, Cooper served as the principal adviser to
Commerce’s 12 agencies’ ClOs and the Deputy Secretary. He also led development and
implementation of the Department’s enterprise-wide information technology (IT) strategy and
operations, oversaw the building and operation of a robust enterprise IT security risk program, and
served as an adviser on mission and business IT systems and services.

Prior to joining Commerce, Cooper served as the Federal Aviation Administration’s (FAA) Acting
Assistant Administrator for Information Services and ClO. Previously, Cooper was the Deputy CIO,
as well as IT Director and CIO of the FAA’s Air Traffic Organization, where he oversaw a team of
400 professionals working to ensure the operational excellence of mission support and business
systems and the underlying technology infrastructure. In February 2003, Cooper was appointed by
President George W. Bush to serve as the first CIO of the Department of Homeland Security (DHS)
where, among other accomplishments, he developed the Department’s first IT Strategic Plan.

Prior to joining DHS, Cooper was appointed Special Assistant to the President for Homeland
Security and served as Senior Director for Information Integration in the White House Office of
Homeland Security. In this role, he guided the integration of the terrorist watch lists, and launched
the development of the first ever National Enterprise Architecture for Homeland Security to address
information integration within the federal government and the sharing of information with state, local,
and relevant private-sector entities.

Cooper also has more than 20 years of private sector experience, including service as Senior Vice
President and CIO of the American Red Cross, where, most notably, he helped start the first-ever
National Call Center to provide emergency financial assistance during Hurricane Katrina. Cooper is
a founding partner of Strativest, a firm focused on identifying emerging technologies applicable to
homeland security, emergency response and preparedness. He served as President of Fortified
Holdings, CIO, Staffs at Corning, and in senior management at Eli Lilly, Computer Sciences
Corporation, MAXIMA, Inc., and CACI, Inc.

In 2007, Cooper was named one of the Top 100 CIO’s in America by CIO Insight. He was also
named Government Civilian Executive of the Year by Government Computer News in 2003; a Titan
of Technology by the Northern Virginia Technology Council; was a recipient of the Fed 100 Award
recognizing the 100 Most Influential People in Federal Government Technology; and was named by
the Washington Post as one of the Five to Watch while serving in the White House. Cooper has
served as a board member and officer of several nonprofits and humanitarian organizations working
to more effectively help people and emergency responders prepare for and respond to natural
disasters.

Cooper received a BA from Ohio Wesleyan University, and was honorably discharged as a Naval Air
Reserve petty officer following service during the Vietham War.
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