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Executive Summary

The Chinese Communist Party (CCP or the Party) is engaging in warfare tactics against
the United States with increasing efficacy. The communist regime is a totalitarian force that
enslaves its own people; surveils and harasses critics of the Party and people of Chinese descent
around the world; poisons tens of thousands of Americans every year with fentanyl; and actively
seeks to destroy America. It seeks the downfall of the United States because the CCP views the
American way of life as a threat to the authoritarian grip it desperately seeks to maintain.

For now, the CCP conflict is not fought with weapons aimed at physical destruction.
Instead, the CCP’s aim is simple: weaken or, if possible, destroy its enemy. The CCP’s “main
enemy” is declared and public: the United States and, by extension, the American people.! The
People’s Republic of China (PRC), controlled by the CCP to the point of synonymity, is the
greatest foreign threat to the United States’ security. The CCP’s tactics are an extraordinary and
intentional danger to the American way of life, but the U.S. government and its constituent
agencies, departments, and commissions under the Biden-Harris Administration have not
engaged the CCP malefactor with urgency or candor.

During the 118th Congress, Chairman James Comer initiated an investigation of the U.S.
government’s strategy to confront the CCP. The House Committee on Oversight and
Accountability (Committee) has focused on 25 sectors of the federal government? to understand
the Biden-Harris Administration’s whole-of-government approach to the CCP threat. There is
not one. Instead, the Biden-Harris Administration stayed largely silent, forcing agencies to
determine whether and/or how to confront the CCP. Unfortunately, most agencies’ solutions and
policies either ignored, placated, or only weakly addressed the PRC’s political warfare.

By any reasonable analysis, the United States faces a new cold war, but under the current
administration, only its opponent—the CCP—is committed to winning it. Unlike the first Cold
War, the adversary is already within, having entrenched itself within U.S. borders, institutions,
businesses, universities, and cultural centers by capturing elites in influential circles. For
example, current Democrat Vice Presidential candidate Timothy Walz has longstanding

! Constantine C. Menges, China: The Gathering Threat (2005) (“Menges, China: The Gathering Threat”); Kerry K.
Gershaneck, Political Warfare: Strategies for Combating China’s Plan to “Win without Fighting,” at 151 (2020)
(“The PRC is engaged in war against the United States. It is not mere competition or malign influence, but war by
PRC definition.”) (“Gershaneck, Political Warfare: Strategies for Combating China’s Plan to ‘Win without
Fighting””’); Colonel Grant Newsham, When China Attacks: A Warning to America, at 60 (2023) (The CCP “seeks
global domination” and “will fight its main enemy, the United States, to achieve it.”) (“Newsham, When China
Attacks: A Warning to America”).

2 The Committee has investigated the following federal government entities’ responses to CCP unrestricted warfare:
the U.S. Agency for Global Media, the Central Intelligence Agency, the Consumer Product Safety Commission, the
Drug Enforcement Administration, the Federal Bureau of Investigation, the Federal Energy Regulatory Commission,
the Financial Crimes Enforcement Network, the National Aeronautics and Space Administration, the National
Institutes of Health, the National Security Council, the National Science Foundation, the Office of the Director of
National Intelligence, the U.S. Department of Agriculture, the U.S. Department of Commerce, the U.S. Department
of Defense, the U.S. Department of Education, the U.S. Department of Energy, the U.S. Department of Homeland
Security, the U.S. Department of Justice, the U.S. Department of the Navy, the U.S. Department of State, the U.S.
Department of Transportation, the U.S. Department of the Treasury, the Environmental Protection Agency, and the
Food and Drug Administration.



connections to CCP-connected entities and officials. These connections bear hallmarks of CCP
elite capture that make Governor Walz susceptible to CCP influence in his decision-making as
governor—and, should he be elected, as vice president.

The CCP’s fight against the United States relies on its deployment of unrestricted warfare
and political warfare.® In many ways, unrestricted warfare—and political warfare, a component
thereof—is a prelude to larger, more direct conflicts, which the CCP anticipates. Through
political warfare, the CCP seeks to establish footholds, dependencies, and both willing and
unwitting allies that further its larger effort to weaken the United States. Myopic business
decisions capitalizing on cheap labor sourced from the PRC, rosy narratives promulgated by
government officials in exchange for PRC special treatment, and social tensions the CCP
exploits are all CCP tools that make any U.S. effort to excise dependence on the PRC difficult
and politically delicate.

Former President Trump and administration officials spoke in a unified voice on the
dangers posed by CCP infiltration and influence operations to show the American people the
threat the CCP poses to every aspect of American life.* For example, former Director of
National Intelligence John Ratcliffe warned the American public in an op-ed entitled “China Is
National Security Threat No. 17 that “the [PRC] poses the greatest threat to America today, and
the greatest threat to democracy and freedom world-wide since World War I1.”°> These public
statements and speeches were marked by strong action in the Trump Administration. However,
the Oversight Committee’s investigation has revealed that too many of these efforts—especially
transparent communication about the CCP threat—were not built upon by the Biden-Harris
Administration.

While CCP infiltration and influence operations target every sector and community in
America, much of the federal government under the Biden-Harris Administration has failed to
understand, acknowledge, and strategically combat CCP political warfare. Not one federal
agency in this government-wide investigation demonstrated a sufficient strategy to confront CCP
unrestricted warfare. Of the twenty-five agencies the Committee surveyed in this investigation,
one transparently acknowledged CCP infiltration operations, elucidated a strategy to combat a
piece of the Party’s campaign, and engaged in outreach to the American people about it.
Unfortunately, this single example—the Drug Enforcement Administration (DEA), seeking to
defeat CCP-backed chemical and drug warfare that fuels the fentanyl crisis®—is hindered in its
efforts to protect Americans due to the failure of the Biden-Harris Administration to adopt any
government-wide strategy.

The majority of agencies do not have a cohesive strategy to identify, counter, and deter
CCP political warfare—too often because CCP influence operations have interfered with the
judgment, discretion, and fulfillment of duties by federal agencies themselves. This has left a
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3 Political warfare is ‘“the employment of all the means at a nation’s command, short of war, to achieve its national
objectives,’ as explicated in a 1948 policy planning memorandum that prepared the United States to fight and
ultimately win the Cold War.” Kerry K. Gershaneck, China's “Second Battlefield,” Political Warfare in Combat
Operations, JAMS Vol. 15, No. 2, at 145 (2024) (“Gershaneck, China'’s Second Battlefield”).

4 See Robert C. O’Brien, Trump on China, Putting America First (Nov. 2020).

5 John Ratcliffe, China Is National Security Threat No.1, Wall St. J. (Dec. 3, 2020).

6 See infira, Section 1II. B. Drug Enforcement Administration.
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U.S. bureaucracy with no shortage of personnel willing to point fingers at different offices or
agencies but wholly incapable of doing anything to protect the American people. The size,
complexity, and compartmentalization of the federal government has amounted to excuses and
blame shifting that finds no parallel in the CCP, which is, because of its totalitarian nature,
unsparingly unified and efficient in carrying out its plans to weaken the United States. Yet
principled leaders—willing to speak candidly about CCP infiltration of influential circles,
communities, and businesses across the United States—can turn the tide in America’s favor.
The foundational step federal officials must take to implement this shift is simple but powerful:
honestly acknowledge the nature of this communist regime and the cold war it is waging against
the United States.

The CCP threat is the United States’s challenge that will determine its position of
preeminence in the next century. The CCP will continue to seek to undermine the United States
through concerted efforts to corrupt the U.S. government and weaken American society. The
United States must confront the CCP squarely and rectify the CCP’s influence and infiltration
efforts to date. The Biden-Harris Administration has, in its almost four years in power,
completely failed at both of these objectives. The entire federal government and individual
agencies must fulfill their responsibilities to the American people by transparently
communicating with them about how the CCP is seeking to infiltrate and influence their
communities.

This report explains what the Chinese communist regime is and the unrestricted warfare
it is waging on all fronts against America. Second, this report details the Committee’s findings
as to how twenty-five federal agencies are failing (and occasionally succeeding) in identifying,
combating, and defeating the communist regime’s decades-long unrestricted warfare against
America. The findings include recommendations for federal agencies seeking to protect
American communities and sectors that are vulnerable to the communist regime’s destructive
campaign.

It is wholly unacceptable that federal agencies have failed to deter CCP unrestricted

warfare, let alone to establish a cohesive government-wide strategy to do so, when the CCP has
waged this war without weapons for decades.
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Highlights of Federal Agencies Failing to Identify, Deter, and Defeat
CCP Political Warfare

Without a cohesive strategy from the Biden-Harris Administration, federal agencies are
left to fend for themselves against communist China. In limited instances, agencies and officials
have sought to acknowledge and address CCP infiltration and influence operations targeting
communities across America. The dangerous absence of a government-wide strategy, however,
has revealed blunders and failures across the Executive Branch, detailed throughout this report
and highlighted as follows:

» The U.S. Department of Education does not have an understanding of or strategy to protect
American and Chinese students on U.S. campuses from CCP proxy group harassment and
stifling of free speech through, for example, on-campus organizations such as Confucius
Institutes and Chinese Students and Scholars Associations.

» Rather than openly and consistently acknowledging that the United States is in a space race
with the PRC, the National Aeronautics and Space Administration (NASA) administrator
recently congratulated the CCP for obtaining the first samples of lunar rocks from the far side
of the moon, gushing that the discovery was “an important step in humanity’s
work to understand and explore the lunar surface.”’

» U.S. Department of the Treasury wants China to continue buying U.S. Treasury bills, so it
has been dangerously reticent to confront or even acknowledge the CCP’s economic warfare.
In fact, Treasury has allowed the CCP’s Belt and Road Initiative to financially cripple many
of those countries that are pursuing a trading system isolated from American businesses.

» The U.S. Department of Agriculture (USDA) touts China as America’s number one customer;
has no plan to secure the food supply from PRC; and does not adequately monitor the CCP’s
strategic purchasing of U.S. farmland in close proximity to U.S. military bases.

» While the National Science Foundation (NSF) acknowledged that the PRC is responsible for
the majority of all research security issues involving federally funded research, it
inexplicably refuses to categorize the PRC as a unique threat, relying instead on country
agnostic programs doomed to fail to protect valuable American research.

» The State Department official who oversees the newly created Office of China Coordination
(China House), which sought to facilitate the Biden-Harris Administration’s approach to the
PRC, had to ask the Committee to define political warfare during a briefing about CCP
political warfare and the department’s response to it. Amidst the cold war the CCP is waging
against the United States, the State Department cannot determine the number and nature of
the many memoranda of understanding (MOUs) it has entered into with the PRC, CCP, and
Chinese-owned entities. The State Department suggested to the Committee that there are

7 See infra Section I1I. F. NASA.
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close to one million MOUs between the United States and the PRC given that they are the
world’s number one and number two largest economies, respectively.

Consumer products from China are disproportionately harmful to American consumers, yet
the Consumer Product Safety Commission (CPSC) does not fulfill its duty to inform and
educate Americans of the risks associated with Chinese products.

The U.S. Department of Justice (DOJ) has insufficient expertise, initiative, and rigor to deter
CCP unrestricted warfare. DOJ has succumbed to CCP influence operations by terminating
the sole program focused on enforcing federal national security laws against the CCP, based
on uncorroborated claims of racial bias. DOJ has lumped the CCP in with other foreign
adversaries—compromising the enforcement of federal national security laws to defend
America from CCP infiltration and influence operations.

Despite abundant examples of CCP elite capture, the Department of Commerce is not
currently studying, addressing, or otherwise warning the public about CCP infiltration
operations targeting state and local governments and business leaders.

The Environmental Protection Agency (EPA) is pushing a green energy agenda, which the
CCP influences and exploits through trade associations, nonprofits, and non-governmental
organizations while EPA does nothing to stop such influence operations.

The U.S. Department of Transportation (DOT) demonstrated limited appreciation for the
threat the CCP poses to critical infrastructure. For example, when pressed by the Committee
about Chinese-manufactured container cranes in U.S. ports, the U.S. Maritime
Administration (MARAD) told the Committee there is no such thing as a spy crane.
MARAD told the Committee that it is normal for modems and other equipment installed in
Shanghai Zhenhua Heavy Industries Co. Ltd. (ZPMC) container cranes in the United States
to transmit data back to China because the equipment was made in China.



Committee Recommendations

As all Americans are targets of the PRC’s warfare, individual federal agencies have
responsibilities to use existing authorities and resources to at least (1) conduct outreach to
citizens about the dangers they may encounter, and (2) provide appropriate incentives for
Americans to proactively protect themselves—their communities, schools, houses of worship,
businesses, finances, food, and more—from the threat. Federal agencies must prepare
Americans to “take action.”® On a larger scale, a successful government-wide strategy must
include four components: (1) acknowledgment of and transparent communication about CCP
political warfare; (2) rejection of country agnostic and foreign malign influence-focused
approaches and embracing of targeted strategies; (3) fostering the depth of knowledge needed to
defeat unrestricted warfare; and (4) engaging the American people about the CCP threat and
providing resources when appropriate that thwart CCP ambitions.

A strong America can resist even the most aggressive Chinese political warfare. As
detailed in this report, federal agencies must use their existing significant authorities and
resources to do the following to secure America from CCP unrestricted warfare:

» Leadership: Federal leaders must be willing to call the CCP out for what it is and what it
is trying to do—a communist totalitarian regime aimed at destroying the United States.
Transparent communication about the regime will enable Americans (and the agencies
who work for them) to identify CCP interference and influence as it occurs and resist it.
Additionally, federal leaders should promote American values, principles, and innovation
as the preferred option over communist China.

» Government-wide: The U.S. government needs a cohesive government-wide strategy to
identify, counter, deter, and defeat CCP political warfare.

> Targeted strategy: The strategy must specifically target the unique methods and
strategies the CCP employs—through the united front and elite capture, for example—in
its efforts to weaken and destroy America.

> Resist influence within the government: Federal agencies must resist CCP
psychological warfare seeking to influence decision-making and how federal officials
carry out their responsibilities to the American people.

» Strengthen existing personnel and expertise: Federal agencies must strengthen
personnel and trainings to foster the acumen, judgment, language skills, and expertise
needed to identify, counter, and defeat CCP political warfare.

> Inspire and equip America: Federal leaders should use their platforms and authorities to
inspire and equip the American people to strengthen their communities, innovate and
create the new technologies and phenomena that will secure a strong future for the
nation—in the face of the cold war the CCP is waging against America.

8 Robert Spalding, War Without Rules, at 214 (2022) (“Spalding, War Without Rules”).
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» Offer incentives under existing authorities: The strategy should include incentives for
Americans to make choices in their communities, businesses, careers, and education that
will secure American values, security, and prosperity.

> Transparency: Federal agencies, especially those in the Intelligence Community (IC),
should not hide behind the classification system. As this investigation has made clear,
there is ample open-source information available demonstrating CCP infiltration
operations—making it inexcusable for federal officials to shirk their responsibilities to
candidly communicate with the public and Congress about the CCP threat.

> Reject mixed-messaging and appeasement: Federal officials should reject mixed-
messaging and appeasement. Effective leadership cannot involve appeasement through
engagement with authoritarian leaders, nor wasting resources and attention on meetings
with CCP leaders that are designed to distract officials while advancing destructive global
ambitions. Such engagement confuses federal employees and the American public—
creating disadvantages for officials and citizens striving to strengthen America in the face
of CCP infiltration.
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[.  Committee Hearings

The Committee held three hearings to ensure the federal government is taking every
action necessary to thwart CCP political warfare.

A. Defending America from the Chinese Communist Party’s Political
Warfare, Part |

The Committee’s first hearing, held on April 17, 2024, introduced the main theme of the
investigation, CCP political warfare against America. The hearing examined how China is
waging unrestricted warfare against the United States by targeting, infiltrating, and influencing
every sector and community in America. The purpose of the hearing was to understand the
CCP’s ambitions so that the U.S. government can effectively identify and defeat the CCP threat.
The hearing discussed specific methods and tactics the CCP uses to achieve its ambitions. While
those methods are myriad, the hearing drew attention to the united front. The Committee
questioned witnesses about the responsibilities that federal agencies have to safeguard America
from CCP political warfare.

The witness panel consisted of three leading experts familiar with the methods and tactics
deployed by the CCP to conduct non-kinetic warfare against the United States; the Minority
invited Timothy Snyder, a scholar of the history of Central and Eastern Europe and the Soviet
Union.

» Ret. Col. Grant Newsham, retired U.S. Marine Corps Colonel; former Intelligence
and Foreign Service Officer; and Senior Fellow at the Japan Forum for Strategic
Studies in Tokyo

» Peter Mattis, President of the Jamestown Foundation; former CIA
Counterintelligence Analyst; former Staff Director of the Congressional-Executive
Commission on China

> Ret. Brig. Gen. Robert Spalding, Former Senior Director for Strategic Planning,
National Security Council; former senior official at U.S. Departments of Defense and
State; CEO of SEMPRE; and Senior Fellow at the Hudson Institute

Testimony

General Spalding testified that he came to understand that influence is easier, less risky,
and more effective than military weapons in a globally connected world.® This, General
Spalding explained, is how the CCP influences Americans every day: “Today, we are in a new
Cold War. Our adversaries wield weapons far beyond the traditional military arsenal, instead
harnessing the power of communication to distort and manipulate the very fabric of our

% Defending America from the Chinese Communist Party’s Political Warfare, Part I, Hearing Before H. Comm. on
Oversight & Accountability (Apr. 17, 2024) (“CCP Political Warfare Hearing 1) (testimony of General Spalding).
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society.”!?

The methods General Spalding recounted include Chinese investments influencing local
politicians with the allure of jobs, U.S. universities and laboratories transferring technology to
China, Chinese apps such as Temu harvesting user data:

It is really about taking your data that comes from you being on these
platforms, whether it be TikTok or Facebook or any of the others,
and then learning how to influence you to not be a fan of a republic
and to embrace a more authoritarian system. [ mean, that is
essentially what they are trying to do, and they have been very
successful at it.!!

Colonel Newsham testified that the United States needs to fundamentally reconsider the
threat posed by China because the implications could not be more serious:

So, what’s at stake? The United States as an independent nation —
or even a unified nation — is at stake. But ultimately, it’s our
freedom that is at risk — from the Chinese communists and even
from other Americans working for them, knowingly or not.'?

Colonel Newsham explained that China is not like other national threats because the PRC
expects its citizens to serve the state whenever and wherever they are called upon.'*> Colonel
Newsham identified the drug war—fueling the fentanyl crisis—as one method the CCP employs
in its campaign to destroy American communities.'* He also cited examples of economic
warfare, luring American companies to China and stealing their technology, and dominating
global supply chains to undercut U.S. manufacturing:

...[T]he successful economic warfare, which is part of political
warfare that shipped so much of our manufacturing over to China, it
leaves these societies that are just dead and vulnerable to drug
warfare. Like we are saying, it all feeds on itself, and you can see
the effect that has on our military. "

Colonel Newsham testified about how the CCP has used psychological warfare to
advance the following false narratives that have been readily accepted by many people:

» “[c]riticizing China is racist”;

» “China is no longer communist. It is capitalist”;

10 CCP Political Warfare Hearing I (written testimony of General Spalding) (emphasis added).
.

12 CCP Political Warfare Hearing I (written testimony of Colonel Newsham) (emphasis added).
13 CCP Political Warfare Hearing I (testimony of Colonel Newsham) (emphasis added).
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» “The United States must have China’s help on climate change, North Korea, etc.”;

» “China is militarizing/aggressive/expansionist because of the trauma of a century of
humiliation.”!®

Federal leaders should not fall for the lie that it is racist to criticize the CCP. To counter
this lie, federal agencies should emphasize what Colonel Newsham explained:

[t]he biggest victims of the Chinese Communist Party are the
Chinese people. The Chinese Communist Party has killed 50
million of its own people in peacetime and good weather. It has put
over a million of them in concentration camps for religious or
political beliefs. It forcibly removes and sells organs from live
Chinese citizens. If one cares about the Chinese people, it is a duty
to criticize the Chinese Communist Party.!’

Mr. Mattis spoke about the CCP’s use of the united front to monitor, influence, and
mobilize individuals to achieve political goals.'® He testified that this campaign is aimed at
remaking the international system in favor of the CCP.!° Importantly, the scale of the CCP’s
efforts requires expertise to manage and a strategy to focus the U.S. government’s response:

In a common law society, it makes sense on principle to have laws
and regulations that are not directed at any given country. However,
the scale and delicacy of the CCP’s efforts require expertise to sort
through and where to focus government efforts. The most
aggressive U.S. adversaries in information and political warfare all
have distinct features that must be accounted for in the U.S. effort to
counter them. Investigation and enforcement—whether through
civil society’s self-regulation or the U.S. Government’s
counterintelligence and law enforcement—are not interchangeable.
Therefore, it is also advisable not to have blanket laws and
regulations that would treat Canadian and Mexican organizations
the same way as the CCP’s organizations.?’

Mr. Mattis testified that America needs to “[i]nvest in expertise building inside and
outside the U.S. Government with special attention paid to developing and funding educational
programs to support mid-career expertise building and language skill maintenance.””! He
“firmly believe[s] that we have a shortage of China expertise for all of the different departments
in the government,” especially since much of CCP warfare is “often unacceptable but still legal

16 CCP Political Warfare Hearing I (written testimony of Colonel Newsham).
17 Id. (emphasis added).

18 CCP Political Warfare Hearing I (testimony of Mr. Mattis).

Y.

20 CCP Political Warfare Hearing I (written testimony of Mr. Mattis).
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behavior.”?? According to Mr. Mattis, the United States does not have adequate talent to address
all of the China-related threats: “I would put it this way, that we do not have enough China
expertise to execute our own policy. For example, we are asking a department to enforce a major
piece of trade legislation, and yet for a couple of years they were relying on Google Translate for
their language resource.”??

22 CCP Political Warfare Hearing I (testimony of Mr. Mattis).
2 Id. (emphasis added).



B. Defending America from the Chinese Communist Party’s Political
Warfare, Part 11

The Committee held its second hearing on June 26, 2024. “Part II”” focused on how the
CCP seeks to influence and infiltrate U.S. businesses, federal agencies, and international
organizations in an effort to destroy America and advance its destructive global ambitions. The
CCP has used elite capture to promote a pro-CCP agenda and false narratives. The Party seeks to
do so amongst influential circles in ways that have influenced decision-making affecting
Americans, and federal agencies have responsibilities to expose this influence. Further,
witnesses shared how the American business community is a prime target for the CCP, which
seeks to co-opt U.S. businesses to advance the CCP’s interests.

Each of the three witnesses for the majority has significant experience in sectors that have
been targeted by CCP infiltration and influence operations—namely, the business community,
international organizations, and federal agencies such as the U.S. Department of State (State
Department), the U.S. Department of the Navy (Navy), and the IC.

» Erik Bethel, former U.S. Executive Director, World Bank

» James E. Fanell, CAPT USN (Ret.), U.S. Navy Captain; former Director of
Intelligence and Information Operations for the U.S. Pacific Fleet; Government
Fellow at the Geneva Centre for Security Policy

» Mary Kissell, former Senior Advisor to Secretary of State Mike Pompeo; former
Wall Street Journal Editorial Board Member, including stints as chief foreign policy
writer in New York City and Asia-Pacific editorial page editor, based in Hong Kong

The minority invited Tom Malinowski, former Assistant Secretary of State for Democracy,
Human Rights and Labor and former Member of Congress (NJ-5).

Testimony

Ms. Kissel told the Committee that many of the CCP’s influence operations are legal
under U.S. law.?* These include influence operations targeting business chamber meetings, think
tank conferences, and interviews with Chinese media.?> She explained that “[t]here are no
independent Chinese companies.”?® Further, Chinese diplomacy seeks to influence how U.S.
government officials, including at the State Department, speak about China.?” Ms. Kissel used
the example of the State Department encouraging American students to study in China, but also
warning Americans of traveling there due to “the risk of wrongful detentions.”?® She testified

24 Defending America from the Chinese Communist Party’s Political Warfare, Part II: Hearing Before H. Comm. on
Oversight & Accountability (June 26, 2024) (“CCP Political Warfare Hearing I1”°) (testimony of Ms. Kissel).
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that the State Department has a major role in responding to CCP influence operations.?’ The
State Department should improve vetting for links to Chinese military, intelligence, and security
services, as well as proactively refuting China’s propaganda.>® Further, based on her role as
director for two publicly traded companies, she spoke about China’s efforts to target
unsuspecting American executives and directors: “Every economic activity accrues to the Party’s
benefit, and the Party’s goal is to upend our way of life and to dominate and change our way of
life.”>!

Ms. Kissel issued a stark warning, “My fear . . . is that we do not have the time that we
had during the Cold War. We had decades to argue amongst ourselves, Republicans and
Democrats, about the best way, right, to combat the Soviet threat. I do not believe that we have
that time with Communist China today.”>?

Captain Fanell focused his testimony on how senior U.S. national security officials
allowed China to become a peer competitor.*®> He testified that the CCP’s political warfare
reduced these officials’ ability to recognize and address the problem before it was too late.>*
According to Captain Fanell, the CCP used a combination of elite capture, deception,
disinformation, and propaganda.®> Leaders at the U.S. Department of Defense (DoD) and in the
IC were “disarmed psychologically, intellectually, and militarily.”*® Captain Fanell told the
Committee that this campaign is decades old and that “threat deflation,” underestimating threats
year after year, contributed to the failures of U.S. decision-makers.?” He explained:

For instance, we saw what happened in 2012 at Scarborough Shoal
in the South China Sea. We could not believe that China was going
to take sovereign territory from a treaty ally. In 2013 to 2015, they
started dredging up sand to build these seven artificial islands, three
of which are the size of Pearl Harbor. And they did that, but the IC
was reluctant to call that out until it was so painfully obvious. And
we did that over and over and over again, over decades, over various
programs, not just in the naval arena, across the board.*

Mr. Bethel testified about China’s influence in international organizations, including at
the United Nations and the World Bank.?* China’s influence at these organizations has major
consequences for the global rules, standards, and international cooperation.*® Mr. Bethel
testified that China used its influence at international organizations to support Huawei and ZTE,

2.

4.

31 Id. (emphasis added).

32 Id. (emphasis added).

33 CCP Political Warfare Hearing II (testimony of Captain Fanell).
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PRC telecommunications companies that the U.S. government considers national security
threats.*! In another example, Mr. Bethel cited China taking advantage of the United Nations
Industrial Development Organization to advance its Belt and Road Initiative.*? Additionally, Mr.
Bethel emphasized that the finance industry will not take the threat of China seriously unless the
U.S. government restricts investment in the PRC.** Mr. Bethel testified that failure to address
China’s influence within multilateral institutions “could result in a significant shift in global
governance dynamics, with far-reaching consequences for international cooperation, the rules-
based order, and the promotion of democratic values.”*

Mr. Malinowski’s testimony echoed the statements from other witnesses that the CCP is
using political warfare to discredit the United States abroad and stoke political divisions here at
home.* He testified that “the CCP engages in political warfare in America . . . to amplify our
divisions and create paralysis so that our government does not act to meet the global domestic
challenges of our time.”*¢ Mr. Malinowski shared the other witnesses’ views that China is using
influence operations at international institutions to change the global rules to benefit the CCP and
confirmed Ms. Kissel’s analysis that “[t]here are no independent entities in China.”*’

Mr. Malinowski testified:

I believe the Trump administration deserves credit for beginning to
change the old paradigm of US-China relations when it took office
in 2017, by recognizing the need to counter the CCP’s aggressive
behavior across multiple fronts, instead of avoiding confrontation to
preserve a positive relationship. The Biden Administration rightly
continued this approach, making no concessions on matters of
principle or national interest for the sake of better ties, and keeping
all of the Trump administration’s trade measures against China in
place.*®

1

21
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44 CCP Political Warfare Hearing II (written testimony of Mr. Bethel) (emphasis added).
4 CCP Political Warfare Hearing II (testimony of Rep. Malinowski).

46 CCP Political Warfare Hearing II (written testimony of Rep. Malinowski).

47 CCP Political Warfare Hearing II (testimony of Rep. Malinowski).
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C. Defending America from the Chinese Communist Party’s Political
Warfare, Part 111

The Committee held its third hearing on September 24, 2024. “Part III” focused on
solutions—what federal agencies and officials must do to protect America from CCP
unrestricted, political, economic, and other forms of warfare designed to weaken and destroy
America.

Each witness testified about how federal agencies should understand, communicate
about, and address the CCP and the many forms of warfare it is waging against the nation.

> Robert Atkinson, Founder and President, Information Technology and Innovation
Foundation (ITIF)

» Ambassador Joseph Cella, former U.S. Ambassador to Fiji, Kiribati, Nauru, Tonga,
and Tuval; Co-Founder of citizen-led Michigan China Economic Security and Review
Group

» Dr. Bradley Thayer, Founding Member, Committee on the Present Danger: China

The minority invited Jacob Stokes, Senior Fellow for the Indo-Pacific Security Program at the
Center for a New American Security. Mr. Stokes was on the national security staff of then-Vice
President Joe Biden, serving as the senior advisor to the national security advisor.

Testimony

Dr. Thayer testified that the CCP has effectively deceived successive administrations into
ignoring the rising threat that the CCP has posed to the United States for 30 years.* According
to Dr. Thayer, “The CCP has waged political warfare against the United States government since
it seized power in China in 1949 and has done so very successfully.”>® He testified that “the U.S.
is now in a new Cold War.”>! According to Dr. Thayer, “avarice and finance trumped strategy
and set the perfect environment in which PRC Political Warfare could subvert U.S. national
security interests from within.”>?> He further explained that “U.S. business interests and
financiers consistently and indefatigably sought economic cooperation with the PRC, treating the
Chinese people as the source of cheap physical labor for manufacturing, investment, as well as
inexpensive intellectual labor, including for research and development.”>?

4 Defending America from the Chinese Communist Party’s Political Warfare, Part I1l: Hearing Before H. Comm. on
Oversight & Accountability (Sept. 24, 2024) (“CCP Political Warfare Hearing III”’) (written testimony of Dr.
Thayer).

01d.

SUId.

2 Id.

3 Id.

13



Dr. Thayer testified, “A major part of knowing your enemy is understanding their
ideology. Thus, to understand the nature of the CCP threat, it is critical to understand the role of
Communist ideology.”>* He testified that “in the Communist Worldview, the CCP sees the U.S.

as the fundamental enemy to be destroyed.”>> Dr. Thayer recommended the following:

>

Federal agencies should “understand the ideology of Communism,” emphasizing that
“[t]he U.S. must have the same familiarity with the PLA’s doctrine and ideology as
with Soviet Communism and the Soviet military during the Cold War.”>

All federal agencies should “advance political warfare campaigns that undermine the
power and control of the CCP.”*’ Dr. Thayer emphasized that the United States
should deploy political warfare tactics, which it effectively used ‘“during much of the
Cold War, like the Active Measures Working Group, but has allowed to atrophy in the
post-Cold War years.”>*

Federal agencies should hold the CCP accountable “for its myriad crimes against
humanity and human rights abuses against the Chinese people and those inflicted on
the global population . . . by facilitating the spread of pandemics like COVID-19, or
by promoting the horrors of drug addiction and millions of American deaths through
fentanyl and other narcotics.”*°

To expose the corruption of CCP leaders, intelligence agencies should produce an
unclassified report “on the wealth and corrupt activities of the leadership of the
CCP.”%0

The “U.S. national security community, especially within the Department of Defense
and the Intelligence Community, must understand the CCP’s priorities for investment
research, and force structure development” to effectively counter the CCP’s
ambitions. !

Ambassador Cella testified about his “experience in this Cold War with the CCP,” and
offered initiatives for federal agencies to prevent CCP political warfare.®> He warned about CCP
efforts to co-opt state and local leaders—including through undisclosed attempts at bribery—in
an effort to influence decision-making surrounding the opening of a CCP-linked electric vehicle
battery plant, Gotion in Michigan.®> Ambassador Cella stressed the need for a “whole of society
and whole of government engagement” in which “all agencies... provide information and
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education to the public at large.”** For federal agencies to change course, Ambassador Cella
recommended the following:

» The National Security Act of 1947 should be “modernized” through a “top-to-bottom
assessment” to “plug[] the gaping holes that exist” so federal agencies can closely
work with Congress to address the CCP threat.®

» Classify the “United Front Work Group as a national security threat, prohibiting their
presence in the U.S. and any affiliated entities.”%¢

» When communicating about the CCP, “devise terminology across the interagency
replacing the currently utilized ‘pacing threat’ and ‘near peer competitor’ and instead
devise and communicate authentic terminology with moral clarity about the nature of

the CCP such as ‘adversary’, ‘hostile force’ or ‘aggressor’.”®’

» “Require interagency audits of critical sectors such as universities, research labs,
financial institutions, healthcare, real estate, and even within federal and state
government agencies to ascertain, report on pro-CCP networks within these
institutions, [and] perform a national security threat assessment.”%® Where the audits
reveal that “national security is found to be compromised,” the office or entity should
be “closed down.”®

» To remove CCP access to federal resources and infiltration of “critical sectors with
alarming ease,” Ambassador Cella recommends “mandat[ing] an audit across the
interagency to assess gaps” in the “Export Administration Regulations (EAR),
International Traffic in Arms Regulations (ITAR), the Wolf Amendment, and Section
1286 of the National Defense Authorization Action, which limits Department of
Defense funding to PRC Talen Recruitment participants.””°

» Prohibit PRC-based companies “from conducting business in the U.S. that is in
partnership with a Communist Chinese Military Contractor.””!

Dr. Atkinson testified that, “The best way to think about this is as a form of war: China is
seeking to defeat the United States on the techno-economic battlefield.”’> Moreover, he testified
that, “The CCP’s leaders do not see this merely as competition; they see it as war. Commercial

% CCP Political Warfare Hearing III (testimony of Ambassador Cella).

8 Id.

% CCP Political Warfare Hearing III (written testimony of Ambassador Cella).
7 Id.

8 Id. (emphasis added).
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war, to be sure, but war, nonetheless.””® He explained that U.S. victory in this new “battlefield”
is far from guaranteed.”* Dr. Atkinson emphasized that the CCP places a high value on its
domestic industries, while “in the United States... the federal government is indifferent or even
dismissive of the risk of steadily losing industrial knowhow.””> He warned that the decline of the
United States “is fast approaching, if not already here.”’® According to Dr. Atkinson, “Chinese
companies have already pulled ahead in some areas, and in most others they are on track to
replace U.S. and Western Industry leaders.””’

Table 1: Chinese advanced industries’ relative position and pace of progress on key indicators of innovation

Industry Position vs. World Leaders Pace of Progress
Robotics O Near © Rapid
Chemicals @ Lagging @ Rapid
MNuclear Power ® Ahead @ Rapid
Electric Vehicles/Batteries @ At Par @ Rapid
Machine Tools @ Lagging @ Rapid
Biopharmaceuticals ® Lagging @ Rapid
Semiconductors ® Lagging © Modest
Artificial Intelligence © Near @ Rapid
Quantum O Near © Modest
Display Technology © Near @ Rapid

Source: CCP Political Warfare Hearing III (written testimony of Dr. Atkinson).

The notion of cooperation with the CCP, according to Dr. Atkinson, is a false promise
“dangled by the CCP to extract concessions from the United States.””® According to Dr.
Atkinson, cooperation with the CCP is often futile because the regime is often the perpetrator of
the very problems the United States seeks to address. He provided several examples, including
limiting export controls in exchange for climate cooperation as well as counterproductive
cooperation on illegal narcotics such as fentanyl, human rights, and infectious diseases.” Dr.
Atkinson highlighted agencies’ failures, saying that “federal agencies have turned a blind eye”*°
to the CCP threat, but commended the Committee for its “important efforts to better understand
what U.S. government agencies are doing to understand and respond to the techno-economic
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challenge China presents.”8! According to Dr. Atkinson, “There is widespread denial of the
nature of the China challenge.”®* To correct course, Dr. Atkinson recommended the following:

>

Each agency should create an internal plan and strategy to understand and address the
CCP threat in relation to the specific areas they oversee.®

A National Competitiveness Council (NCC) should be created within the White
House, and the council should “lead the formation of an all-of-government China
strategy wherein each major agency develops an approach to deal with China.”®* The
NCC “would assess Chinese policies designed to erode U.S. advanced-industry
leadership” and “identify key sectors needed for U.S. leadership and organize a
whole-of-government approach to advance that on the sectoral level (e.g.,
semiconductors, biopharmaceuticals, aerospace, autonomous systems, Al, etc.).”®> It
“should be staffed not by economists who focus principally on price-mediated
markets, but rather by ‘productionists’—analysts who have a deep understanding of
firm, industry, and technology dynamics.”%

“Congress needs to take the lead in putting in place a much more robust advanced-
industry competitiveness strategy,” and this strategy should be “multifaceted” and
include a “more robust R&D tax credit,” among other things.®’

“A government-wide training program to help government officials better understand
Chinese technology policy.”%®

The Department of Justice and Federal Trade Commission “should develop a joint
strategy for responding to China’s weaponized antitrust regime.”’

When asked whether or not “the average government agency is aware of the threat the
CCP poses,” % all witnesses agreed that they were not; Mr. Stokes made an exception for
national security and intelligence agencies.”"

81 CCP Political Warfare Hearing I11 (written testimony of Dr. Atkinson).
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Mr. Stokes agreed with the majority’s witnesses that the PRC, “particularly under the rule
of CCP General Secretary Xi Jinping, poses the most consequential challenge to American
interests and values over the coming decades.”®? In apparent recognition that no strategy
currently exists, Mr. Stokes testified “we should forge an economic, financial, and trade strategy
that ensures U.S. companies and workers compete in the global economy on a level playing
field.””?

92 CCP Political Warfare Hearing III (written testimony of Mr. Stokes).
% 1d.
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II.  The Impetus for the Committee’s Investigation

Federal Agencies Must Understand the CCP and the Political Warfare it is Waging.

The Committee began its investigation in the 118th Congress because of its concern
about the CCP’s growing influence in the federal government that has weakened agencies’
resolve, focus, and competence.

Congress alerted federal agencies of CCP unrestricted warfare 25 years ago. In 1999, the
U.S. House Select Committee on U.S. National Security and Military/Commercial Concerns
with the People’s Republic of China found in what is commonly known as the “Cox Report,” for
example, that in the preceding two decades, the PRC used a “variety of techniques including
espionage, controlled commercial entities, and a network of individuals and organizations that
engage in a vast array of contacts with scientists, business people and academics” as part of its
warfare operations.”® Nevertheless, the U.S government has failed to recognize and relay the
direness of the CCP threat, so much so that the media ignores the growing examples of political,
business, and cultural leaders that have been influenced by the CCP.

Officials responsible for securing and strengthening the many facets of America the CCP
has infiltrated must understand what the CCP is, the strategies it employs to wage political
warfare, and the key players and proxies used to advance the communist regime’s agenda.
Without this foundational understanding—which can be attained without additional authorities or
resources—federal agencies will fail Americans in this new cold war.

America is the CCP’s “Main Enemy,” and it is Already at War with Us.

First, the Committee has sought to confirm that federal officials recognize the CCP’s
declared goal: defeat the “main enemy,” which counterintelligence officials have identified as
America.” Former Secretary of State Mike Pompeo has warned, “America can no longer ignore
the fundamental political and ideological differences between our countries, just as the CCP has
never ignored them.””® He has further explained, “[w]e must start by changing how our people
and our partners perceive the Chinese Communist Party,” and “[w]e can’t treat this incarnation of
China as a normal country, just like any other.”®’

In its briefings with agencies and in hearings with witnesses, the Committee has made its
expectation clear: those in charge must recognize the critical moment the United States faces. As
Captain James Fanell, former Director of Intelligence and Information Operations for the U.S.
Pacific Fleet, warned the Committee:

% H.R. Rep. No. 105-851, at xxxiii (1999) (“Cox Report”); see generally Menges, China: The Gathering Threat.

95 See CCP Political Warfare Hearing I (written testimony of Captain Fanell).

% Anthony S. Cordesman, From Competition to Confrontation with China: The Major Shift in U.S. Policy, Ctr. for
Strategic and Int’l Studies, at 1 (Aug. 3, 2020) (quoting former Secretary of State Mike Pompeo).

7 Id. (“We must admit a hard truth that should guide us in the years and decades to come, that if we want to have a
free 21st century, and not the Chinese century of which Xi Jinping dreams, the old paradigm of blind engagement
with China simply won’t get it done.”).
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The U.S. is now in a new Cold War. The Sino-American security
competition is the great struggle of the 21st century and promises to
resolve the dispositive question of the age—whether the world will
be free and protected by the U.S. or fall into a totalitarian abyss as
sought by the PRC. The answer to this question will impact the lives
of every American for generations.”®

The CCP regularly uses its extensive influence in the global economy for its own
purposes, covertly influencing foreign companies and governments toward its own ends. For
example, the Belt and Road Initiative, the cornerstone of General Secretary Xi Jinping’s foreign
policy and the CCP’s primary mechanism of economic statecraft, has been used by the CCP “to
upset internationally established global regulatory and technical standards at the expense of the
Western order.”®” This strategy has ramifications for several federal agencies that are the subject
of this investigation.

The false narrative of China’s peaceful rise has persisted since relations between the
United States and China thawed in the 1970s—yet federal agencies have not taken responsibility
for accepting this false narrative. To this day, the CCP’s propaganda apparatus continues to
perpetuate and reinforce the narrative, leveling accusations of wrongdoing at the United States
whenever it tries to combat the Party’s malign ambitions.'® Despite the CCP’s open discussion
about and aggressive use of political warfare, '°! it often goes largely undetected or unappreciated
by U.S. intelligence. '%?

To confront the challenge, the Committee began its investigation hoping America’s
leaders remember the CCP is hostile towards the United States for one reason: The CCP’s
Marxist-Leninist ideology steers it on a course which, by design, must confront Western,
capitalist states in order to remake the world in its communist image.'®® Even as the CCP has
adopted the veneer of capitalism in its private sector, its ultimate goal remains the same: to
“[u]phold the dictatorship of the Communist Party and eliminate capitalism to achieve
communist society through class struggle and world revolution.”'%* In the words of General
Secretary Xi, “capitalism is bound to die out and socialism is bound to win.”'%> Only one agency

9% CCP Political Warfare Hearing II (written testimony of Captain Fanell).

9 Lt. Col. Daniel Lindley, Assessing China’s Motives: How the Belt and Road Initiative Threatens US Interests,
Journal of Indo-Pacific Affairs, Air Univ. Press (Aug. 1, 2022); see also infra, Section III. S. U.S. Department of
Transportation.
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McDonald, China accuses US of trying to block its development and demands that technology curbs be repealed,
Associated Press (Aug. 10, 2023).

101 See Peter Mattis & Alex Joske, The Third Magic Weapon: Reforming China s United Front, War on the Rocks
(June 24, 2019) (“Mattis & Joske, The Third Magic Weapon™).
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103 See James E. Fanell & Bradley A. Thayer, Embracing Communist China, America’s Greatest Strategic Failure, at
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in this investigation—the U.S. Department of Homeland Security (DHS)—expressed concern to
the Committee about the dangers of communist ideology that fuel the CCP’s agenda. '

A. Unrestricted and Other Forms of Warfare

Federal Agencies Should Understand the CCP’s Radical Approach to Warfare.

The CCP engages in non-kinetic warfare that aims to degrade the enemy by any means,
legal and illegal, not only to gain an advantage, but to debilitate and destroy the enemy. In
essence, “the battlefield will be everywhere.”!'"” Two foundational strategies of this kind are
unrestricted warfare and disintegration warfare—which are used interchangeably and encompass
many forms of warfare. These tactics originate from official sources in China. For example,
CCP political warfare—a foundational tactic within the larger strategy of
unrestricted/disintegration warfare—has been openly advanced by China’s People’s Liberation
Army (PLA) in two publications.

In 1999, two PLA Air Force colonels authored Unrestricted Warfare, which has been
described as a strategic military vision for the PRC to defeat America through political
warfare. ! However—despite being a central component of the Committee’s initial outreach to
the agencies—not one federal agency spoke of Unrestricted Warfare (the book or the concept)
when briefing the Committee about CCP political warfare. The authors of the book define
unrestricted warfare as a “new form of war: Warfare which transcends all boundaries and
limits.”'%° The authors state that “the first rule of unrestricted warfare is that there are no rules,
with nothing forbidden.”!!* In this strategy, the CCP leaves no area of society untargeted for its
manipulation and influence efforts.!!! General Rob Spalding, former Senior Director for
Strategic Planning at the National Security Council, characterizes the book as “the main
blueprint for China’s efforts to unseat America as the world’s economy, political, and ideological
leader,” which “shows exactly how a totalitarian nation set out to dominate the West through a
comprehensive, long-term strategy that includes everything from corporate sabotage to cyber
warfare to dishonest diplomacy; from violations of international trade law and intellectual
property law to calculated abuses of the global financial system.”!'?

106 Briefing from U.S. Dep’t of Homeland Sec. officials to Oversight & Accountability Committee staff (Aug. 29,
2024) (emphasizing the importance of understanding the significance of CCP ideology when countering CCP
infiltration of U.S. critical infrastructure).

197 Qiao Liang & Wang Xiangsu, Unrestricted Warfare: China’s Master Plan to Destroy America, at 12 (Beijing:
PLA Lit. and Arts Pub. House, Feb. 1999) (military colonels describing twenty-four varieties of warfare) (“Liang &
Xiangsu, Unrestricted Warfare: China’s Master Plan to Destroy America”).

108 See Gershaneck, Political Warfare: Strategies for Combating China’s Plan to “Win without Fighting.”

19 Liang & Xiangsu, Unrestricted Warfare: China’s Master Plan to Destroy America, at 12.

10 précis: Unrestricted Warfare, The Professional Journal of the U.S. Army (Sept. — Oct. 2019) (quoting an
interview translated by the U.S. Foreign Broadcast Information Service).

1 See Liang & Xiangsu, Unrestricted Warfare: China’s Master Plan to Destroy America, at 146.

112 Spalding, War Without Rules, at xii; see also Robert Spalding, Stealth War, at 12-13 (2019) (“Spalding, Stealth
War”) (Unrestricted Warfare “should be required reading for all branches of the US government and for business
leaders, because it outlines, in no uncertain terms, the strategy behind China’s policies,” including stating that the
“new principles of war” are “no longer ‘using armed force to compel the enemy to submit to one’s will,” but rather
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Kerry Gershaneck, former counterintelligence officer who wrote a book on combatting
PRC Political Warfare, has explained that Unrestricted Warfare details CCP use of “any
methods” where “the boundaries between war and non-war and between military and non-
military affairs [have] systemically broken down.”!!3 In addition, as academics at Johns Hopkins
explain, “the chief characteristic of [unrestricted warfare] is unrestricted use of measures, not
unrestricted strategies or objectives. Surprise and deception are often involved, as are integrated
attacks to exploit more than one vulnerability of a conventionally stronger opponent.”!!4

In 2010, a PLA publisher issued Disintegration Warfare after the PLA International
Relations Academy spent six years studying the topic.!!®> This strategy—translated literally from
Mandarin as “disintegrate the enemy work”—*“has always been a key PLA mission and
continues to be codified in the PLA’s ‘Political Work Regulations.””!'® In defining disintegration
warfare, Chinese military officials explain that it “consists of degrading the enemy’s resolve and
impeding its mobilization capacity by sowing divisions within the enemy camp and wooing
critical elements over to one’s own side.”!!’

Unrestricted/disintegration warfare encompass political warfare—a form of warfare that
similarly employs non-kinetic tactics.!'® While unrestricted/disintegration warfare encapsulates
all non-kinetic strategies and methods employed to destroy the enemy, political warfare is an
alternative to armed conflict, that specifically “seeks to influence emotions, motives, objective
reasoning, and behavior of foreign governments, organizations, groups, and individuals in a
manner favorable to [the PRC’s] own political-military-economic objectives.”!"

A State Department official had to ask the Committee to define political warfare during a
briefing about CCP political warfare and the department’s response to it.'?° This incident
apparently was not the first. At the Foreign Service Institute in Arlington, when Professor
Gershaneck asked State Department officials about how they taught PRC political warfare, “they
had no idea what [he] was talking about.”'>! When speaking to a DoD strategic communicator,
the official also “was clearly unfamiliar with political warfare as a topic,” and they did not seem
interested in pursuing the issue, according to Professor Gershaneck.!?

Federal officials charged with advancing American interests vis-a-vis China must
understand political warfare. It “is the employment of all the means at a nation’s command,

113 Gershaneck, Political Warfare: Strategies for Combating China’s Plan to “Win without Fighting,” at 16 (quoting
Liang & Xiangsu, Unrestricted Warfare: China’s Master Plan to Destroy America, at 6-7).

114 Ronald R. Luman, Unrestricted Warfare Symposium, Johns Hopkins University (Mar. 10-11, 2008).

115 Fumio Ota, Sun Tzu in Contemporary Chinese Strategy, Joint Force Quarterly, at 76, 78 (Apr. 2014).

116 Jacqueline N. Deal, Disintegrating the Enemy: The PLA’s Info-Messaging, 50 The US Army War Coll. Quarterly:
Parameters, at 9 (2020) (quoting Mark Stokes & Russell Hsiao, The People s Liberation Army General Political
Department: Political Warfare with Chinese Characteristics, Project 2049 Institute (Oct. 14, 2013)).

7 1d. at 6.
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119 Mark Stokes & Russell Hsiao, The People s Liberation Army General Political Department: Political Warfare
with Chinese Characteristics, Project 2049 Institute (Oct. 14, 2013) (emphasis added).
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short of war, to achieve its national objectives.”'?* Historically used as a preface to kinetic
action, political warfare “will support strategic deception operations designed to confuse or delay
adversaries’ defensive actions until it is too late to effectively respond.”'** Understanding the
nuances of CCP political warfare is essential to defending America from the communist regime.

According to the CCP itself, the foundational forms of warfare are traditionally known as
“The Three Warfares,” which form the foundation of PRC political warfare.'?> They “include
public opinion/media warfare, psychological warfare, and legal warfare.”!?® The Three Warfares
“require[] efforts to unify military and civilian thinking, divide the enemy into factions, weaken
the enemy’s combat power, and organize legal offensives.”'?” These concepts should be familiar,
if not fully integrated into the thinking of federal officials facing the cold war the CCP is waging
against America.

While the Three Warfares are the foundation of PRC political warfare, the CCP wages
many forms of warfare against communities across America—relevant to each of the 25 agencies
the Committee has investigated thus far. Many of these types of warfare, which fall under
unrestricted and disintegration warfare, are as follows:

Military Category Trans-military Category Non-military Category
Atomic warfare Diplomatic warfare Financial warfare
Conventional warfare Network warfare Trade warfare
Bio-chemical warfare Intelligence warfare Resources warfare
Ecological warfare Psychological warfare Economic aid warfare
Space warfare Tactical warfare Regulatory (Legal) warfare
Electronic warfare Smuggling warfare Sanction warfare
Guerrilla warfare Drug warfare Media warfare
Terrorist warfare Virtual warfare (deterrence) Ideological warfare

Source: Colonel Newsham, When China Attacks: A Warning to America, at 49 (2023).

These strategies highlight the CCP’s efforts to “undermine, subvert, and demoralize”
America without having to actually fight.'?® The Party’s unrestricted warfare consist of “[a]ll
measures short of actual violence by [the CCP’s] armed forces.”'? The CCP combines and uses

122 U.S. Dep’t of State, Policy Planning Staff Memorandum (May 4, 1948) (last accessed Sept. 16, 2024).
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127 Elsa Kania, China Brief: The PLAs Latest Strategic Thinking on the Three Warfares, Jamestown Found., at 12
(Aug. 22, 2016).

128 Id. at 49.
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various political warfare strategies to “coerce, threaten, persuade, entice, deceive, embarrass,
distract, and upset” America.'*

Chinese Companies Are Tools for the Party’s Destructive Ambitions.

While the Committee’s investigation has primarily involved engaging federal agencies
about their responses to the CCP threat, any government-wide response to the CCP must include
engaging all aspects of American society to resist CCP influence and infiltration. The CCP itself
does not delineate between government and private spheres. Given the extent of Chinese
influence in the U.S. economy, federal officials responsible for American economic security must
recognize the risks of economic engagement with China and the nature of Chinese companies
themselves. The U.S. Department of the Treasury (Treasury) admitted to the Committee that
economic warfare, further described below as the CCP’s approach to stealing from and
destroying America’s economy, is not in the Department’s lexicon. 3!

The federal government—as the Committee also emphasized in letters, briefings, and
hearings—must appreciate that, despite the CCP’s efforts to maintain the facade of a free market
economy, the opposite is true. As Mary Kissel, former Senior Advisor to Secretary of State Mike
Pompeo, testified to the Committee “[t]here are no independent Chinese companies.”'*? As
China pivoted away from explicitly state-owned enterprises in its civilian economy, the CCP
began to require non-Party owned businesses to establish Party committees within their own
ranks. For example, in 2018, the PRC mandated the establishment of Party committees for all
companies listed on its domestic stock market.'*? Party organizations are present in over ninety
percent of China’s 500 most valuable private companies.!'** Meanwhile, Chinese state-owned
enterprises have come under increased Party control and have shifted their objectives towards
non-market goals. !>

The ramifications of these developments are not purely economic but also implicate
national security. This is because the danger posed by the CCP is unlike any other past threat
Dr. Atkinson testified to the Committee “[t]he challenge from the Soviet Union was military- and
foreign-expansion-related, not techno-economic.”'*’ In keeping with the CCP’s policy of
subverting the civilian economy to its political ends, several Chinese corporations, both private
and state-owned, have established militia units under the command of local PLA garrisons and
Party officials from the ranks of their employees.!*® The long arm of the CCP reaches beyond
even the Party committees and corporate militias. Under the PRC’s recently amended National
Intelligence Law, corporations “whether they are state-owned or not, whether their CEO is a
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party member or not, or whether they are in the intelligence service or not — are obligated under
Chinese law to pass on any and all information they collect to the Chinese government.” !’
These laws are a threat to U.S. national security because, as Dr. Atkinson explained to the
Committee, “[m]ost large U.S. companies [] have considerable operations in China[.]”!4°
Ambassador Cella explained to the Committee that the CCP’s National Intelligence Laws also
apply to Chinese companies doing business in the United States or anywhere in the world, which
require PRC nationals “to surveil, collect, and report as directed or voluntarily, and sometimes
they [PRC Nationals] are paid for it.”'*! Importantly, Ambassador Cella testified that “there has
been a complacency I think, profit making. I think we have been anesthetized. I think Wall
Street is engaged, but I think we really need to be nimble, informed, and educated, whole of
society, whole of government, and commensurate with the threat.”!#?

The CCP Persecutes its People and the Committee’s Investigation is Aimed at the Persecutor, Not
the Chinese People. It is Not Racist to Criticize the CCP.

Having heard from experts about the extent of the CCP’s brutality against the people it
comes to control, and its persecution of its own citizens in China—as well as Chinese people
outside the PRC’s borders—the Committee has been motivated to move at a pace that is,
unfortunately, not matched by the rest of the federal government. After decades of failing to
recognize the CCP for what it is, federal leaders must now recognize, as Colonel Newsham,
retired U.S. Marine Corps Colonel and former Intelligence and Foreign Service Officer, testified,
“[t]he Chinese people are the greatest victims of the CCP’s oppression, both within China’s
borders and without.”'** The CCP’s apparatus permeates every level of Chinese society. From
the highest echelons of “private” companies, to religion, and even overseas, the Party seeks to
control the Chinese people across the globe.

The CCP has weaponized surveillance for repression and persecution of the Chinese
people.!** 1In line with the CCP’s attempts to influence the way people think about its power and
legitimacy, “[t]he Chinese have spent lavishly to build out a massive surveillance system, that
allows China to deploy its sophisticated network of population control [] to eliminate any
possibility of an uprising against the regime.”'* Targeting both urban and rural areas,'*¢ camera
surveillance is only the tip of the iceberg when it comes to the CCP’s methods of surveillance
and control. In conjunction with the cameras, the CCP uses “banking data, mobile payment
apps, WeChat, Social Credit Score, third-generation national ID card, biometric info, Great

Firewall, mobile phones, televisions and other surveillance hardware and software.”'*” The
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Party has abolished all privacy for its citizens and stamped out the ability to dissent from or
disagree with the CCP.'#

Religious dissenters are subject to detainment, forced labor, and more abhorrent practices
like torture and organ harvesting.!** The Party is responsible for human rights abuses against the
Uyghurs and other Muslims in the Xinjiang region.!*® According to a report from Amnesty
International:

since early 2017, huge numbers of men and women from
predominantly Muslim ethnic minorities in Xinjiang have been
arbitrarily detained. They include hundreds of thousands who have
been sent to prisons in addition to hundreds of thousands — perhaps
even a million or more — who have been sent to internment camps. !>!

Secretary Pompeo declared that China’s “policies on Muslims and ethnic minorities in the
western Xinjiang region constitute ‘crimes against humanity’ and a ‘genocide.””!>? In addition,
since 2016, religious organizations in China—particularly those deemed “foreign” by the CCP,
like Christianity and Islam—have been subject to greater control by the Party than at any point
since the end of the Cultural Revolution.!>® These circumstances should be top of mind for
federal officials engaging with CCP officials.

The Committee has striven to make this division between the CCP and the Chinese
people clear because the CCP has used the blurring of these concepts to its advantage. All
federal officials should appreciate that the Chinese people are the greatest victims of the CCP’s
oppression, both within China’s borders and abroad.

To do so, federal agencies must understand what China’s united front operations are.
Detailed further below, the united front works on behalf of the Party to co-opt and neutralize
sources of potential opposition to the policies and authority of the CCP!'**—and has successfully
convinced sectors of the American public and government that speaking out against the Party’s
covert influence operations and antagonism toward the United States is racist. In reality, the
CCP intentionally targets people of Chinese descent living in the United States and abroad to
advance its interests and reinforce its false narrative that the American government is biased

against people of Chinese ethnicity.!>> Colonel Newsham testified, “[t]his extended reach of the
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CCP, and its willingness to use its own people as pawns, is one of the reasons the biggest victims
of the Chinese Communist Party are the Chinese people.”!>® In the words of General Rob
Spalding, former Senior Director for Strategic Planning at the National Security Council,“[t]he
Chinese Communist Party is separate and distinct from China and the Chinese people, and most
importantly it represents a grave danger to the American people.”!®’

B. United Front

CCP United Front Operations Seek America’s Destruction.

United front work is a strategy through which the CCP seeks to influence the world’s
political climate at large, consisting of “interference that aids the CCP’s rise and reduces
resistance to its encroachment of sovereignty.”!>® It represents “the CCP’s vast political-
influence ecosystem.”'>® The CCP uses united front work to help the Party “claim legitimacy,
mobilise its supporters and manage perceived threats.”!%° It advances the CCP’s narrative by
stifling criticism, spreading positive opinions about the Party, and incentivizing prominent
leaders to influence policies in ways that are favorable to the Party. !

United front work has been described by General Secretary Xi as one of the CCP’s
“magic weapons,” with the potential to “undermine the sovereignty and integrity of the political
system of targeted states.” %> The united front engages prominent individuals and groups in
society to influence foreign and domestic policies, produce propaganda, and facilitate espionage
for the communist regime.'®* United front work operations exert influence through Chinese
Students and Scholars Associations (CSSAs) in higher education'®* and sister-city relationships
at the state and local levels.'®> Ms. Kissel testified to the Committee that united front operations
often “seem innocuous, and even friendly,” and are legal under current U.S. law, but warned they
are an acceleration of Xi Jinping’s influence operations. '

Only one of 23 federal agencies that provided a briefing to the Committee mentioned the
united front when briefing the Committee about CCP political warfare—despite the fact that the
united front is one of the primary vehicles for these operations, which affect the authorities and
purview of the entire federal government. United front work is carried out by a vast network—
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including through the United Front Work Department (UFWD), %" and Chinese intelligence

services, including the Ministry of Public Security (MPS)!® and the Ministry of State Security
(MSS).1%

Key terminology

The United Front (88—54E£E) is a coalition of groups and individuals working
towards the CCP's goals.

United front work (8t—dk4E T {F) refers to the CCP’s efforts to strengthen and
expand the United Front by influencing and co-opting targets.

Committee department that coordinates and carries out united front work.

The united front system (Ft—&EEEZESE or Gi—AREE T EZESR) is the grouping of
agencies, social organisations, businesses, universities, research institutes and
individuals carrying out united front work.

Source: Alex Joske, The party speaks for you: Foreign interference and the Chinese Communist Party s
united front system, Austl. Strat. Pol’y Inst., at 6 (June 9, 2020).

United front work has been a core vehicle for influence since the CCP’s inception. The
efforts are coordinated by the UFWD, !7° but may be executed by the united front network more
broadly and others connected to the CCP. The UFWD is used to build and wield power both at
home and abroad. The UFWD oversees “a sprawling infrastructure of Party agencies, and
organizations linked to the Party” and united front work “is the responsibility of every Party
member.”'”! Professor Gershaneck has explained that “[e]very CCP agency is tasked with
engaging in united front activities, as are all PRC government departments and local
authorities.”!”> United front work is carried out abroad by a range of CCP military and civilian
organizations, who either work for the UFWD or operate under its broader leadership.!’® The
united front executes political warfare for the CCP and is expected to support the CCP in the
event of war: “PRC-based businesses and foreign businesses affiliated with China’s state-owned
enterprises and joint ventures will be engaged to support wartime objectives.”'’* Peter Mattis,
President of the Jamestown Foundation and former CIA Counterintelligence Analyst, told the
Committee that united front organizations “provide cover to conceal” the political influence

167 The UFWD is “a CCP Central Committee department that coordinates and carries out united front work.” Joske,
The party speaks for you, supra note 158, at 6.
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work of CCP intelligence officers, and they monitor, mobilize, and control groups and
individuals outside of the Party.!”

In particular, united front work “damages U.S. interests through legal and illegal
technology transfer, surveillance of Chinese diaspora communities, promotion of favorable
narratives about the PRC through ostensibly

independent voices, and the neutralization or
harassment of critics of the CCP.”'7¢ Coined “As Mao put it, ‘How do we

originally by the regime’s first party leader, Mao mobilize our friends to isolate

Zedong,'”” united front work presents a distinct . . 099
challenge to the United States, as it is not so and strike at our enemies?
casily thwarted by traditional diplomacy, — Peter Mattis, President,
counterespionage, or policing. Mr. Mattis, in Jamestown Foundation

testifying to the Committee, stated: “[a]s Mao put

it, ‘How do we mobilize our friends to isolate and
strike at our enemies?’"!”®

The united front’s overseas expansion is “an exportation of the CCP’s political
system.”!” The graph below shows the extensive network that the united front targets.
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Source: Alex Joske, The party speaks for you: Foreign interference and the Chinese Communist Party’s united front
system, Austl. Strategic Pol’y Inst., at 9 (June 9, 2020).

General Secretary Xi has reorganized united front work efforts and centralized authority
within the CCP to implement “greater coordination and strategic importance.” %" As discussed
throughout this report, united front work extends across all sectors and communities in America,
including but not limited to business hubs such as Wall Street and Silicon Valley, think tanks,
cultural institutions, state and local governments, and educational systems.

The U.S.-China Economic and Security Review Commission argues that, “[t]o effectively
counter CCP influence operations, continued research and investigation is needed to further bring
to light the activities of the United Front, its role in the CCP, how it operates, and its links to

180 Mattis & Joske, The Third Magic Weapon, supra note 101.
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other important CCP organs.”'®! Without a deep understanding of the risks united front work
poses to America, federal agencies cannot safeguard the nation from the existential threat posed
by the most dangerous foreign adversary, communist China.

C. Elite Capture

Federal Agencies Must be Alert to CCP Elite Capture Threatening U.S. Leadership, Sovereignty,
and Prosperity.

The CCP’s use of elite capture to wage political warfare against America is something
federal officials should be particularly alert to—as agencies themselves have fallen prey to it.
Elite capture seeks out “anybody of influence in society,” and co-opts these leaders to “do
China’s bidding to further [the CCP’s] interests.”!®> General Spalding described elite capture as
“the perfect strategy: promise your enemy short-term profits, and enlist them to help make your
country the most powerful in the world.”!® Chinese criminal organizations known as triads
employ a “favorite technique” of elite capture, which involves “[p]ublic photographs of Triad
figures with politicians.”'®* Further, the united front often executes CCP elite capture to promote
the communist regime’s agenda.'®> The CCP recognizes that providing incentives, often
monetary, to influential leaders will enhance and support the Party’s ideology on a global scale.

The CCP has long targeted elites to advance its interests and take favorable positions on
“what matters most to Beijing.”!%¢ The CCP overlooks small “dings” on the communist regime,
such as adverse comments about the CCP’s human rights abuses, as long as other CCP priorities
are protected by elites.'®” The CCP wishes to protect priorities such as unfettered access to
Western capital markets, unrestricted access to American technology, and little or no restrictions
on the CCP’s ability to export goods to the United States.!®® Too many have turned a blind eye
to the catastrophic consequences of doing business with the CCP for financial gain. General
Spalding has explained that America’s “thirst for profits and [] inability to embrace long-term
strategies that strengthen our nation” have simultaneously hurt America and helped the CCP.'*
Elites intertwined with the CCP have made massive profits by aiding the PRC’s rise, which
fosters continued engagement with the CCP.!*°

When executing elite capture, the CCP often uses proxies to do the CCP’s bidding for it.
The manipulation of proxies is “one of the most important vectors for the party’s influence

181 Bowe, supra note 154, at 20.

182 Webinar, Xis United Front: A Damage Assessment on the CCPs “Elite Capture”, The Comm. on the Present
Danger: China (Aug. 22, 2024) (statement of Sam Faddis) (“Elite Capture Webinar”).

183 Spalding, Stealth War, at 17.

184 Edward Timperlake & William C. Triplett II, Year of the Rat: How Bill Clinton Compromised U.S. Security for
Chinese Cash, at 90 (1998) (“Timperlake & Triplett II, Year of the Rat: How Bill Clinton Compromised U.S.
Security for Chinese Cash”).

185 See supra, Section I1. B. United Front.

136 Elite Capture Webinar, supra note 182 (statement of Peter Schweizer).

187

1

139 Spalding, Stealth War, at 33.

190 See Fanell & Thayer, Embracing Communist China, America’s Greatest Strategic Failure, at 71.
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abroad.”!”! Ms. Kissel testified to the Committee that elite capture tactics include the “organized
activity of CCP directly linked and indirectly linked organizations to capture our elites, to
convince them to work on behalf of the Party and the Party’s interests.”!*> CCP warfare is most
effective when U.S. citizens, particularly agents of influence, do the work for the communist
regime.!”® The CCP uses proxies, as depicted in the image below, to “weaponize the ‘revolving
door’ between the public and private sector,” and elevate U.S. actors who are willing to prioritize
cooperation with and promotion of the CCP.'** Dr. Bradley Thayer, Founding Member of the
Committee on the Present Danger: China, testified, about the CCP’s “waging [of] the world’s
most successful political warfare campaign against the United States by making so many of the
American elite partners with the Chinese Communist Party.”!%?

191 The U.S.-China Economic and Security Review Comm’n, Hearing on China’s Global Influence and Interference
Activities (Mar. 23, 2023) (written testimony of Peter Mattis) (“USCC 2023 Hearing on China’s Global Influence”).
192 CCP Political Warfare Hearing II (testimony of Ms. Kissel).

193 Newsham, When China Attacks: A Warning to America, at 50.

194 Letter from Rep. Mike Gallagher to Hon. Betsy DeVos, Sec’y, Dep’t of Educ. (Nov. 30, 2020).

195 CCP Political Warfare Hearing III (testimony of Dr. Thayer) (emphasis added).
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The ties between the communist regime and agriculture, Silicon Valley, the tech world,
think tanks, energy, Wall Street, the media, and more, need to be cut—the CCP should not have
control over any American sector. Despite having been warned of this reality decades ago—
when the Cox Report revealed that “[t]he PRC uses commercial and political contacts to advance
its efforts to obtain U.S. military, as well as commercial, technology”!**—federal agencies have
failed to curb CCP elite capture.

Dr. Atkinson offered testimony to the Committee contrasting the access and influence the
CCP has in America to the access and influences offered to the Soviets during the first Cold War.
He pointed out that today, “we regularly hear of Chinese spies in various government posts”;
CCP propaganda is readily available; and “think tank and university scholars who study China
are dependent on access to China.”'®” Dr. Atkinson warns that elite capture fuels the CCP’s
techno-economic threat, which is “fundamentally different than past challenges” to the United
States.!”® When asked about who the CCP targets, Dr. Atkinson testified: “Pretty much all the
elites.”!”

Often, federal agencies are either unaware or unwilling to address the negative
consequences of elite capture. The CCP uses elite capture to infiltrate businesses by using
“human assets”—“people within organizations that can be recruited to steal IP, data, or whatever
the [CCP] is targeting.”?®® Michael Casey, Director of the National Counterintelligence and
Security Center (NCSC), has said he is “stunned by the number of companies that have no
concept of their insider threat.”?°! Director Casey specifically said that “[1]eaders need to know
what they would do if the worst thing happens.” ?°? Federal agencies and CEOs should be
sharing information regarding the CCP’s elite capture tactics with the American public and
incentivizing little to no engagement with the PRC.

Even more troubling, top officials at federal agencies engage with the CCP in concerning
and counterproductive ways. This engagement not only provides the CCP with an opportunity to
influence American policy, but it also sends the wrong message to the American people about
engaging with the communist regime. For example, the current Secretary of Commerce, Gina
Raimondo, attended and spoke at a dinner, hosted in San Francisco by the National Committee
on U.S.-China Relations (NCUSCR), in November 2023, which featured General Secretary
Xi.2% At the event, Xi spoke about the PRC’s alleged desire to “be a partner and friend to the
United States,”?%* while influential American business executives in attendance honored Xi’s
speech with a standing ovation.?”> NCUSCR reportedly charged thousands of dollars for entry

196 Cox Report, supra note 94, at Xxxv.

197 CCP Political Warfare Hearing II1 (written testimony of Dr. Atkinson).

198 14,

199 CCP Political Warfare Hearing III (testimony of Dr. Atkinson).

200 Susan Caminiti, Chinese spies are targeting disgruntled workers within U.S. corporations, warns national
counterintelligence head Michael Casey, Microsoft (June 6, 2024).

201 1d. (Director Casey also said that China is “by far the most prolific actor out there and the one coming after us
across the board and in the hardest way possible.”).

202 14

203 See Events, A Reception and Dinner Honoring His Excellency President Xi Jinping, Nat’l Comm. on U.S.-China
Relations (Nov. 15, 2023).

204 Kenneth Rapoza, In the U.S. s Fight Against China, We re at a Distinct Disadvantage, Discourse (Jan. 3, 2024).
205 Id.; Laura Silva Laughlin, American CEOs serve China’s Xi a too-rich dessert, Reuters (Nov. 17, 2023).
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and tens of thousands for preferred seating at the event.?’ U.S. leaders sat at Xi’s table,
including Secretary Raimondo and Nicholas Burns, U.S. Ambassador to China.?"’

Former Secretary of Commerce Carlos M. Gutierrez stated this year that he thinks China
is “one of the most attractive markets in the world, if not the most attractive market in the
world.”? Too many federal officials, past and present, encourage engagement and business
with the communist regime, while even the Department of Justice (DOJ) has acknowledged that
“[n]Jo company with significant business interest in China is immune from the coercive power of
the [CCP].”?" Ms. Kissel explained to the Committee that “[t]here are no independent Chinese
companies,” and that the function of China “is to promote, strengthen, and expand the power,
influence, and reach of the Chinese Communist Party.”?!°

For example, former Attorney General Loretta Lynch represents Shenzhen DJI
Innovation Technology Co., Ltd. (DJI), which has faced serious government pressure and bans
amid mounting national security concerns.?!! DJI is capable of collecting intelligence and
conducting surveillance, which “poses a profound national security risk potentially providing the
CCP with invaluable intelligence on critical American infrastructure.”?!? DJI reportedly controls
over 70 percent of the global drone market, “perfectly illustrating the fusion of China’s economic
ambitions with its strategic military buildup.”?!* Recent reporting shows that DJI has partnered
with other robotics companies to use them as a “passthrough company in an attempt to avoid
current and anticipated U.S. restrictions on DJI products.”?!* In 2023, former Attorney General
Lynch reportedly asked the DOJ to remove DJI from the Pentagon’s list of Communist Chinese
Military Companies (CCMC List).?!

Federal agencies have important responsibilities to incentivize influential leaders in
government, business, academia, and other elite circles to not yield to CCP elite capture efforts,
which ultimately serve CCP interests over those of the American people. Many American elites
have been complicit in CCP influence operations. In an effort to capitalize on PRC markets and
boost business, American corporations “have increasingly supported Beijing’s military

206 Rapoza, supra note 204.

207 Id.; Kate Plummer, Full List of Business Leaders Said to Have Spent 340K To Dine With Xi, Newsweek (Nov. 16,
2023).

208 Former U.S. commerce secretary: Other countries will fill void if U.S. leaves China, CGTN (Mar. 29, 2024).

209 Press Release, Office of Public Affairs, U.S. Dep’t of Justice, China-Based Executive at U.S.
Telecommunications Company Charged with Disrupting Video Meetings Commemorating Tiananmen Square
Massacre (Dec. 18, 2020).

210 CCP Political Warfare Hearing II (testimony of Ms. Kissel).

211 Bruce Crumley, DJI details efforts to avert the potential ‘$116 billion economic impact’ of US blacklisting its
drones, DroneDJ (Mar. 12, 2024).
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modernization, surveillance state, domestic securitization, and attendant human rights
violations.”*!6

D. Narrative Dominance

Federal Officials Must Expose CCP Narrative Dominance.

The CCP uses the united front, among other vehicles, to wage some of the most
pernicious forms of CCP warfare—cognitive, information, and media warfare—all of which seek
to advance the Party’s narrative in the cold war that it is waging against America. Cognitive
warfare refers to “activities undertaken to manipulate environmental stimuli to control the mental
states and behaviors of enemies as well as followers in both hot and cold wars.”?'7 The PLA has
focused on using cognitive warfare “to shape reality in a way favorable to China by influencing
human judgment, changing ideas, and influencing the human mind through selective processing
and propagation of information.”?!® To accomplish its goals in the media and public opinion
arenas, the CCP uses various forms of cognitive warfare, including information and media
warfare, which involve “overt and covert media manipulation to influence perceptions and
attitudes.”?!® The CCP engages in information warfare through narrative dominance—a tactic
by which the CCP coercively seeks to control the narrative surrounding the PRC and the CCP.??°

Information warfare focuses on controlling the flow of information and includes areas
such as intelligence-based warfare, psychological warfare, and cyber warfare,?*! particularly on
the avenues through which information is disseminated, such as social media and news media.??
Through information warfare, the CCP practices narrative dominance, which enables the Party to
project a stronger presence on the global stage.?>* Ultimately, the CCP aims to give the world
the impression that the PRC is a strong, well-run nation, capable of engaging in and bolstering
the global economy and international relations.?>* The CCP seeks to achieve this goal through
means such as disrupting foreign journalists’ freedoms and access to or ability to disseminate
information in or about China,??’ infiltrating media outlets and social media platforms,??°
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220 See Spalding, Stealth War, at 50; see also Gershaneck, Political Warfare: Strategies for Combating China’s Plan
to “Win without Fighting,” at 6.

22! Hung & Hung, supra note 217, at 2.

222 See id.

223 Gershaneck, Political Warfare: Strategies for Combating China’s Plan to “Win without Fighting,” at 17-19; see
also U.S.-China Economic and Security Review Comm’n, 2023 Annual Report to Congress, at 233-34 (“USCC
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silencing dissidents and critical voices,??” and engaging in propaganda campaigns on American
1228
soil.

CCP cognitive and psychological warfare executed through narrative dominance, such as
propaganda campaigns, have been successful in the United States, including in the U.S.
government. Specifically, agencies may acknowledge that China is a threat to the United States,
but many agency actions do not have an appreciation for the fact that the China threat is
existential, despite overwhelming evidence to the contrary uncovered in the Committee’s
investigation and elsewhere. Agencies fail to take proactive measures to combat CCP political
warfare when they prioritize, as DOJ has, avoiding race-based criticism over effective
enforcement of national security laws,??° or prioritize, as the U.S. Department of State (State
Department) has, diplomacy over honest and aggressive strategic discourse with this
authoritarian regime.?*° These examples demonstrate CCP psychological warfare tactics and
successes in real time, and these represent just one facet of American life the Party has
infiltrated.?3! These successful warfare tactics are widespread and alarming.

incl. economic warfare and
military operations, etc.

e.g., influence operations

Hybrid Cognitive | Information
warfare warfare

e.g., brain control e.g.. media control (e.g., DDoS attacks).

Figure 1. The conceptual relationship among cognitive warfare and other types of warfare. Each type of warfare could contain the
element of influence operations and impact on human cognition; however, only cognitive warfare is specifically dedicated to brain
control by incorporating weaponized neurosciences into various practices.

Source: Tzu-Chieh Hung & Tzu-Wei Hung, How China s Cognitive Warfare Works: A Frontline Perspective of
Taiwan s Anti-Disinformation Wars, 7 J. of Global Sec. Studies 4, at 3 (July 19, 2022).
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230 See generally infra, Section I11. R. U.S. Department of State; see also CCP Political Warfare Hearing I1
(testimony of Ms. Kissel); see also CCP Political Warfare Hearing II (written testimony of Captain Fanell)
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For example, the “peaceful rise of China” narrative has been disseminated by the
Ministry of State Security (MSS), the CCP’s intelligence agency focused on political influence
operations abroad,?*? to “convince influential foreigners that China would rise peacefully and
gradually liberalize” and these technological advances help to further MSS goals through
effective influence operations and cognitive warfare.>**> These tactics enable the CCP to
manipulate and influence the global understanding of the PRC and CCP, changing the way that
people view the Party and its authoritarian regime.

On March 13, 2024, the Committee requested a briefing from the U.S. Agency for Global
Media (USAGM) regarding the CCP’s destructive narrative dominance and information warfare
tactics.?** On April 9, 2024, USAGM provided a briefing attended by officials of Voice of
America, Radio Free Asia, Open Technology Fund, and other senior agency officials.?**> The
Committee sought to understand the ways in which USAGM approaches and confronts the
PRC'’s global cognitive warfare and narrative dominance tactics, how they are working to combat
these tactics, and how they are protecting Americans from this form of global information
warfare. 2%

While much of USAGM’s work is focused abroad, all federal agencies have duties to
communicate with the American people about CCP narrative dominance schemes that threaten
American discourse and security. The CCP controls the flow of information to, from, and within
China, including to the global Chinese diaspora.>*” According to Colonel Newsham, “[t]he
Chinese communists figured out a long time ago that you can enhance control over what people
think by controlling what they read, hear, and learn. They did this in China but have been
successful in the United States too.”?3%

USAGM confirmed to the Committee that the Party has managed to find ways to
infiltrate both American media and independent, U.S.-based, Chinese-language media outlets.
The CCP has been able to do so through the united front; specifically, “[tlhe UFWD commands
substantial resources for propaganda efforts targeting the Chinese diaspora. It runs China News
Service [], one of the CCP’s largest media networks, which has dozens of overseas bureaus.”?*
Even worse, American mainstream media outlets have also partnered with Chinese media and
propaganda outlets to run their publications inside American newspapers.>*! However, despite
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American media outlets bolstering CCP propaganda, and that “PRC media entities, journalists,
academics, and diplomats are free to operate in the United States, [] Beijing denies reciprocal
access to American counterpart institutions and Officials,” disallowing a free exchange of
information from the PRC to other areas of the world.?*> The free press in America allows the
CCP to work freely and openly in the United States—something the CCP actively exploits, but
the world does not have the same benefit in the PRC.

The CCP has also managed to control Chinese-language media in the United States, so
the diaspora is not free from CCP propaganda, even on American soil. By purchasing
controlling power of Chinese-language media outlets in the United States or placing Party-
loyalists in positions of power in these same media groups, the CCP has been able to infiltrate
media that directly speaks to the Chinese diaspora in America.>** Once owned by critics of the
authoritarian, communist regime, many of these diaspora-targeted media outlets have reversed
course to spread propaganda that bolsters the Party and pro-Beijing sentiment.?**

The Party also controls Chinese social media apps, such as WeChat and TikTok.?*> The
Citizen Lab at the University of Toronto has determined that the CCP regularly engages in
surveillance and censorship of both China-based and non-China-based users of the WeChat
application.?*® This application is used by over one billion users in mainland China alone, plus
the majority of the Chinese diaspora communities around the world, including in the United
States.?*” Concerns about WeChat’s influence and censorship tactics are also shared with
Tencent’s social media platform TikTok?>*® because, regardless of what TikTok corporate
leadership says, Chinese companies are never outside the reach of the Party.?* The CCP uses its
control over these apps to influence Chinese-language media accounts on these platforms. These
apps also harvest user data while TikTok can also be used to “influence our thoughts and
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